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Dear Member
Derbyshire Fire & Rescue Authority Governance & Performance Working Group
The GPWG meeting will take place on-line on Monday 6 July 2020 at 1000 hours via
Skype for Business.
As a result of the meeting being on-line, the Chair has asked that an Executive Summary
only of the papers be presented. I am however enclosing all of the papers for your attention
should you wish to go through them in detail.
The internal and external Auditors will be represented at the meeting and will be happy to go
into detail regarding the Audit Reports should you wish to do so.
I have asked Principal Officer Support to make contact with you regarding access to Skype
for Business and to ensure that you are comfortable with its’ use. However, any problems
please do not hesitate to contact us.
The agenda is set out below.
Yours sincerely

Gavin Tomlinson
Chief Fire Officer/Chief Executive

email: reception@derbys-fire.gov.uk
www.derbys-fire.gov.uk

Chief Fire Officer / Chief Executive
Gavin Tomlinson MBA MIFireE

AGENDA
1.

Apologies

2.

Declaration of Interests
External Audit

3.

Quarterly Audit Committee Briefing and Management Update - Helen Henshaw, Ernst
& Young and Simon Allsop, Director of Finance/Treasurer - To Follow
Internal Audit

4.

Internal Audit Annual Report 2019-20 - Mandy Marples, Central Midlands Audit
Partnership, Derby City Council

5.

Data Quality & Performance Management Final Audit Report - Mandy Marples, Central
Midlands Audit Partnership, Derby City Council

6.

Cyber Security Final Audit Report - Mandy Marples, Central Midlands Audit
Partnership, Derby City Council

7.

Data Recovery Capabilities Final Audit Report - Mandy Marples, Central Midlands
Audit Partnership, Derby City Council - CONFIDENTIAL

8.

Business Continuity Final Audit Report - Mandy Marples, Central Midlands Audit
Partnership, Derby City Council

9.

Internal Audit Progress Report - Mandy Marples, Derby City Council
Governance

10.

Summary of response to COVID (5 minute Presentation) - Judi Beresford, Director of
Corporate Services

11.

Annual Governance Statement 2019/20 - Judi Beresford, Director of Corporate
Services and Simon Allsop, Director of Finance/Treasurer

12.

Annual Report 2019-20 - Judi Beresford, Director of Corporate Services

13.

Annual Statement of Assurance 2019-20 - Judi Beresford, Director of Corporate
Services

14.

Amendment to Standing Orders - Online Meetings - Louise Taylor, Solicitor and
Monitoring Officer

15.

Amendments to Scheme of Delegation - Louise Taylor, Solicitor and Monitoring
Officer

Performance
16.

Operational Assurance Bulletin Winter 2019/20

17.

Quarter 4 Year End Performance Summary 2019/20 – Rick Roberts, Deputy Chief Fire
Officer

18.

Balanced Scorecard 2019/20 (including Risk Register) (Website) – Rick Roberts,
DeputyChief Fire Officer
Members can access the performance dashboard via the following link to the FireView
intranet site:
(Performance Dashboards)
If you encounter problems with access to FireView please do not hesitate to contact
the Principal Officer Support team – Laura, Marie or Alex on 01773 305305.

DERBYSHIRE FIRE & RESCUE AUTHORITY
DECLARING INTERESTS – QUESTIONS TO ASK YOURSELF
What matters are being discussed?

DPI

Does the business relate to or is it likely to affect a disclosable pecuniary
interest (DPI)? This will include the interests of yourself or your partner:
 Any employment, office held, trade, profession or vocation that is carried out
for profit or gain
 Any sponsorship received including any expenses as a Councillor, election
expenses, including any expenses from a trade union
 Any contracts made between the Fire Authority and you or your partner
 Any beneficial interests that you or your partner has in Derby or Derbyshire
 Any land licence or tenancy that you or your partner has in Derby or
Derbyshire
 Any current contract, leases or tenancies that you or your partner has with
the Fire Authority
 Any organisation which has land or a place of business in Derby or
Derbyshire and in which you or your partner has a relevant interest in its
shares or its securities

PRIVATE INTEREST

No

Yes

Declare the interest and leave the meeting
(or obtain a dispensation to stay)

Does the business affect the well-being or financial position of (or relate to the
approval, consent, licence or permission) for:
 Any member of your family; or
 Any person with whom you have a close association; or
 Any organisation of which you are a member or are involved in its
management (whether or not appointed to that body by the Fire Authority).
This would include membership of a governing body or trustee of a charity.
Yes
No
You can speak and vote
Will it give you an advantage or disadvantage on your family, close
associate or an organisation where you have a private interest more than
it affects other people living or working in Derby or Derbyshire?
Yes

No

Declare the interest and speak and vote

Speak to the Monitoring Officer prior to the meeting to avoid risk of
allegations of corruption or bias.

THESE MATTERS ARE EXPLAINED MORE FULLY
IN THE MEMBERS CODE OF CONDUCT.
IF IN ANY DOUBT PLEASE SPEAK TO THE MONITORING OFFICER.
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Our Vision
To bring about improvements in the control, governance
and risk management arrangements of our Partners by
providing cost effective, high quality internal audit services.

Contacts
Richard Boneham CPFA
Head of Internal Audit (DCC) &
Head of Audit Partnership

Adrian Manifold CMIIA
Audit Manager

Mandy Marples CPFA, CCIP
Audit Manager

c/o Derby City Council
Council House
Corporation Street
Derby
DE1 2FS
Tel. 01332 643281

c/o Derby City Council
Council House
Corporation Street
Derby
DE1 2FS
Tel. 01332 643282

richard.boneham@derby.gov.uk

adrian.manifold@centralmidlandsaudit.co.uk

mandy.marples@centralmidlandsaudit.co.uk

c/o Derby City Council
Council House
Corporation Street
Derby, DE1 2FS
Tel. 01332 643280

Providing Excellent Audit Services in the Public Sector
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Introduction
Why an Audit Opinion is required
The Public Sector Internal Audit Standards (PSIAS) states:

Extracted from Public Sector Internal Audit Standards Updated March 2017 - 2450 Overall Opinions

In this instance, the Chief Audit Executive is Mandy Marples, Audit Manager.
With regard to overall opinions, CIPFA’s Local Government Application Note for the
United Kingdom Public Sector Internal Audit Standards 2019 Edition (issued February
2019) also states:
“The Public Sector Requirement in PSIAS 2450 requires that the Chief Audit Executive
must provide an annual report to the board timed to support the annual
governance statement. This must include:
 an annual internal audit opinion on the overall adequacy and effectiveness of
the organisation’s governance, risk and control framework – i.e. the control
environment
 a summary of the audit work from which the opinion is derived (including
reliance placed on work by other assurance providers)
 a statement on conformance with the PSIAS and the results of the Quality
Assurance and Improvement Programme.
In local government, the annual opinion should be guided by the CIPFA Framework
Delivering Good Governance in Local Government.
The annual report should also include:
 disclosure of any qualifications to that opinion, together with the reasons for
the qualification
 disclosure of any impairments (‘in fact or appearance’) or restriction in scope
 a comparison of the work actually undertaken with the work that was planned
and a summary of the performance of the internal audit function against its
performance measures and targets
 any issues the Chief Audit Executive judges particularly relevant to the
preparation of the annual governance statement
 progress against any improvement plans resulting from QAIP external
assessment.
In the context of the PSIAS, ‘opinion’ means that internal audit will have done
sufficient, evidenced work to form a supportable conclusion about the activity that it
has examined. Internal audit will word its opinion appropriately if it cannot give
reasonable assurance (e.g. because of limitations to the scope of, or adverse
findings arising from, its work).”
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How an Audit Opinion is Formed
Internal Audit's risk-based plan must take into account the requirement to produce
an annual internal audit opinion. Accordingly, the Audit Plan must incorporate
sufficient work to enable the Audit Manager to give an opinion on the overall
adequacy and effectiveness of the organisation’s framework of governance, risk
management and control. Internal Audit must therefore have sufficient resources to
deliver the Audit Plan.

Internal
Audit
Findings

External
Assurance
Bodies

Progress
with
Actions

Audit Opinion
Possible Overall Opinions
The Audit Manager's opinion relative to the organisation as a whole could fall into
one of the following 3 categories:


Inadequate System of Governance, Risk and Internal Control – Findings
indicate significant weaknesses and the need for urgent remedial action.
Where corrective action has not yet started, the current remedial action is not,
at the time of the audit, sufficient or sufficiently progressing to address the
severity of the control weaknesses identified.



Adequate System of Governance, Risk and Internal Control Subject to
Reservations – A number of findings, some of which are significant, have been
raised. Where action is in progress to address these findings and other issues
known to management, these actions will be at too early a stage to allow a
satisfactory audit opinion to be given.



Satisfactory System of Governance, Risk and Internal Control - Findings indicate
that on the whole, arrangements are satisfactory, although some
enhancements may have been recommended.
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Quality Assurance and Improvement Programme
A quality assurance and improvement programme (QAIP) is designed to enable an
evaluation of the internal audit activity’s conformance with the Definition of Internal
Auditing and the Standards and an evaluation of whether internal auditors apply the
Code of Ethics. The programme also assesses the efficiency and effectiveness of the
internal audit activity and identifies opportunities for improvement.
Public Sector Internal Audit Standards state:

Extracted from Public Sector Internal Audit Standards Updated March 2017 - 1320 Reporting on the Quality
Assurance and Improvement Programme

Public Sector Internal Audit Standard 1312 also requires that:
"External assessments must be conducted at least once every five years by a
qualified, independent assessor or assessment team from outside the organisation.”
Assessments are based on the following 3 ratings:


Generally Conforms - means that an internal audit activity has a charter,
policies, and processes that are judged to be in conformance with the
Standards.



Partially Conforms - means deficiencies in practice are noted that are judged
to deviate from the Standards, but these deficiencies did not preclude the
internal audit activity from performing its responsibilities in an acceptable
manner.



Does Not Conform - means deficiencies in practice are judged to be so
significant as to seriously impair or preclude the internal audit activity from
performing adequately in all or in significant areas of its responsibilities.

An external quality assessment of the internal auditing activities of CMAP was
undertaken during the period February – April 2017 and identified some opportunities
for further improvement and development. The consultant provided an update
position on our overall conformance with the Standards in September 2017 and reassessed our conformance as follows:

Code of Ethics
Attribute Standards
Performance Standards

Number of
standards
4
19
33

Generally Partially Does Not
Conforms Conforms Conform
4
0
0
19
0
0
33
0
0
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As required, we have also undertaken a self-assessment against the Standards in
January 2020 using the tool specifically developed by the Institute of Internal Auditors
(IIA) for this purpose.
We have determined that CMAP Generally Conforms ' to the Standards. 'Generally
Conforms' means the evaluator has concluded that the relevant structures, policies,
and procedures of the activity, as well as the processes by which they are applied,
comply with the requirements of the individual Standard or element of the Code of
Ethics in all material respects. For the sections and major categories, this means that
there is general conformance to a majority of the individual Standards or elements of
the Code of Ethics, and at least partial conformance to the others, within the
section/category. There may be significant opportunities for improvement, but these
must not represent situations where the activity has not implemented the Standards
or the Code of Ethics, has not applied them effectively, or has not achieved their
stated objectives. As indicated above, general conformance does not require
complete/perfect conformance, the ideal situation, successful practice, etc.
As such, CMAP has identified a number of actions for improvement some of which
are listed in the Improvement Plan section at the end of this report.
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Audit Opinion 2019-20
Based on the work undertaken during the year, I have reached the overall opinion
that there is a Satisfactory System of Governance, Risk and Internal Control - Findings
indicate that on the whole, controls are satisfactory, although some enhancements
may have been recommended. I have arrived at this opinion having regard to the
following:


The level of coverage provided by Internal Audit was considered adequate.
Note: The completion of the key areas of 2019-20 audit work was not
significantly disrupted by the COVID-19 pandemic. Those audit reviews that
were an essential component to inform the annual opinion were either
completed or sufficiently completed to enable the overall opinion to be
determined.



Work has been planned and performed so as to obtain sufficient information
and explanation considered necessary in order to provide evidence to give
reasonable assurance that the organisation’s control environment is operating
effectively.



We place reliance on other assurance providers who contribute to the overall
assurance framework. We have also considered the findings from Her
Majesty’s Inspectorate of Constabulary and Fire & Rescue Service carried out
in June 2019. The Inspection focused on the service provided to the public and
the way in which resources are used according to risk. The Inspection’s findings
were positive and the conclusions noted that the Service was ‘good’ in all
three areas (effectiveness, efficiency and people) including making the best
use of resources.



The changing risk environment within the Service has been taken into account
during the 2019-20 financial year. Key features include;
Strategic Leadership - Following the retirement of the former Chief Fire Officer,
the Deputy Chief Fire Officer was appointed to the role which allowed a
smooth transfer of responsibility. A review of Strategic Leadership was
undertaken in 2019-20 and all the Strategic Leadership Team posts have now
been permanently filled.
The Joint Director of Finance role has been made permanent and a joint
Strategic Head of Assets has been created and is also managed jointly by
Police and Fire, both roles hosted by Derbyshire Constabulary.
Collaboration - The Service continues to explore the opportunities for
collaboration both within the Fire Service and with the Police. The creation of
the Joint Assets function with the Police was the subject of a consultancy type
review within the 2019-20 Internal Audit Plan.
Risk Management – A new Integrated Risk Management Plan has been
recently approved for the Service under delegated powers, due to the COVID19 restrictions. Work to deliver the Plan and refresh the risk management

Page 7 of 18

Governance & Performance Working Group – 6 July 2020

Derbyshire Fire & Rescue – Internal Audit Annual Report 2019-20
framework will continue into 2020-21. The Service’s risk management
arrangements will be considered by Internal Audit during 2020-21.
Information Technology (IT) – IT continues to face new and emerging risks. As in
previous years, Internal Audit’s work has identified an area of limited assurance
within IT (Cyber Security in 2019-20). COVID-19 brings a new wave of emerging
risks to Local Authorities, particularly to IT, and these will be kept under review
during 2020-21.
Note: The impact of the COVID-19 pandemic is largely on the 2020-21
governance, risk and control environment. This will be reflected in the 2020-21
internal audit plan which will be reviewed on an on-going basis. Any changes
to the internal audit plan will be discussed with Senior Management and
reported to the Governance & Performance Working Group.


Our organisational independence and objectivity has not been subject to any
impairment in fact or appearance; nor has the scope of our work been
restricted in any way.



Our insight gained from our interactions with Senior Management and the
Governance & Performance Working Group.



No adverse implications for the organisation’s Annual Governance Statement
have been identified from any of the work that Internal Audit has undertaken
in 2019-20.



The 2019-20 Internal Audit Plan, approved by the Governance & Performance
Working Group on 25 February 2019, was informed by Internal Audit’s own
assessment of risk and materiality in addition to consultation with Senior
Management to ensure it aligned to the organisation’s key risks and objectives.



The following tables summarise the 2019-20 Audit Plan assignments and their
outcomes as well as those assignments from the 2018-19 Audit Plan which were
still ongoing in 2019-20.
2019-20 Jobs

Financial Management 2019-20
Joint Assets
Financial Assurance*
Data Quality & Performance Management
Corporate Credit Cards
Fireview
Cyber Security
Business Continuity
B/Fwd Jobs
Main Accounting System
Payroll / Officers Expenses & Allowances

Status

% Complete

Final Report
Draft Report
Final Report
Final Report
Final Report
Final Report
Final Report
Final Report

100%
95%
100%
100%
100%
100%
100%
100%

Status

% Complete

Final Report
Final Report

100%
100%

Assurance
Rating
Comprehensive
N/A
N/A
Reasonable
Reasonable
Reasonable
Limited
Reasonable
Assurance
Rating
Reasonable
Comprehensive

*Note: the Financial Assurance Audit was an additional audit requested during the year.
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Of the 9 completed assignments, 2 attracted a Comprehensive overall
assurance rating; 5 a Reasonable assurance rating; 1 a Limited assurance
rating and 1 was consultancy type work that did not arrive at an assurance
rating. From the completed assignments a total of 47 recommendations were
made; 35 of these were considered to present a low risk; 12 were considered
to present a moderate risk; no significant or critical risk recommendations were
made. Another assignment has been substantially completed and was a
consultancy review and therefore didn’t arrive at an assurance rating.



Of the 4 Key Financial System audits undertaken in 2019-20, 2 attracted a
Comprehensive overall assurance rating and one a Reasonable rating. One
was a piece of consultancy work that did not attract an overall assurance
rating. These audit assignments identified 11 recommendations, 10 of which
were classified as low risk and 1 was a moderate risk. The moderate risk
recommendation has passed its original action date.



Of the 3 System/Risk assignments undertaken in 2019-20, the Data Quality &
Performance Management audit and the Business Continuity audit were
finalised and attracted a Reasonable overall assurance rating. These audits
raised 1 moderate risk recommendation and 11 low risk recommendations, 9
of which have future action dates and 3 have been implemented. The review
of Joint Assets was a consultancy piece of work that was substantially
completed, but through the nature of the work did not result in an overall
assurance rating or any formal recommendations to monitor.
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The Governance/Ethics audit of Corporate Credit Cards was finalised during
2019-20 and attracted a Reasonable overall assurance rating. The review
resulted in 6 recommendations, 1 of which was considered a moderate risk the
remaining 5 were all considered to present a low risk. The moderate risk
recommendation has passed its original action date.



Both of the IT Audits were finalised in 2019-20. The Fireview audit attracted an
overall assurance rating of Reasonable raising 12 recommendations; 3 of
which were considered a moderate risk and 9 a low risk. Of the 3 moderate risk
recommendations, 2 have been implemented and 1 has been superseded.
The Cyber Security audit attracted a Limited overall assurance rating. The
review resulted in 6 recommendations, all of which were considered a
moderate risk. Of the 6 moderate risk recommendations, 2 have been
implemented and 4 have a future action date.

This opinion is provided with the following caveats:


The opinion does not imply that Internal Audit has reviewed all risks, controls
and governance arrangements relating to the organisation. The opinion is
substantially derived from the conduct of risk-based audit work and as such, it
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is only one component that is taken into account when producing the
organisation’s Annual Governance Statement.


No system of control can provide absolute assurance against material
misstatement or loss, nor can Internal Audit give absolute assurance.



Full implementation of all agreed actions is essential if the benefits of the
control improvements detailed in each individual audit report are to be
realised.
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Audit Coverage
Assurances Provided
The following table seeks to summarise the extent of audit coverage provided to
Derbyshire Fire & Rescue Service during 2019-20 and the assurance ratings associated
with each audit assignment.
Type of Review
Summary of Audit Plan
2019-20 Results (incl.
Jobs B/Fwd)

Key
Financial
System

System/
Risk

Governance
/Ethics

IT
Audit

AntiFraud

Procurement
/Contract

2

1

1

5

1

1

2

10

Totals

Not Yet Complete
Comprehensive

2

Reasonable

1

2

Limited
None
N/A

1

1

4

3

2
1

Assurance Ratings Explained
Comprehensive - We are able to offer comprehensive assurance as the areas
reviewed were found to be adequately controlled. Internal controls were in place
and operating effectively and risks against the achievement of objectives were
well managed.
Reasonable - We are able to offer reasonable assurance as most of the areas
reviewed were found to be adequately controlled. Generally risks were well
managed, but some systems required the introduction or improvement of internal
controls to ensure the achievement of objectives.
Limited - We are able to offer limited assurance in relation to the areas reviewed
and the controls found to be in place. Some key risks were not well managed and
systems required the introduction or improvement of internal controls to ensure the
achievement of objectives.
None - We are not able to offer any assurance. The areas reviewed were found to
be inadequately controlled. Risks were not being well managed and systems
required the introduction or improvement of internal controls to ensure the
achievement of objectives.
N/A – The type of work undertaken did not allow us to reach a conclusion on the
adequacy of the overall level of internal control.
These assurance ratings are determined using our bespoke modelling technique
which takes into account the number of control weaknesses identified in relation to
those examined, weighted by the significance of the risks.
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Audit Plan Assignments 2019-20
Recommendations Made
Audit Assignments Completed in Period
Financial Management 2019-20

Assurance Rating

Critical
Risk

Significant
Risk

Moderate
Risk

Comprehensive

Financial Assurance

Low
Risk
4

N/A

Main Accounting System

6

Comprehensive

Joint Assets

1

Reasonable

Business Continuity

Reasonable

Corporate Credit Cards

Reasonable

Fireview

n/a
4

0

7

43%

1

5

17%

Reasonable

3

9

58%

Limited

6

Cyber Security

1

TOTALS

12

33%
35

Internal Controls Examined
For those audits finalised during 2019-20, we established the following information
about the controls examined:

Derbyshire Fire &
Rescue

Derbyshire Fire & Rescue
2019-20
140

Adequate Controls
123

Partial Controls

120

Weak Controls

100
80

76
23%

60
15%
40
20

62%

28
19

0
Evaluated Adequate Partial
Controls Controls Controls

17%
0

N/A

Data Quality & Performance Management

25%
n/a

Reasonable

Payroll / Officers Expenses & Allowances

% Recs
Closed

Weak
Controls
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Recommendations Made
The control weaknesses identified above resulted in 47 recommendations which
suggested actions for control improvements. The following table and charts show
where the recommendations came from, how the recommendations were risk rated
and the current status of all recommendations made in 2019-20:
Recommendations Status
Audit Assignments Completed in Period

Type of Review

Total
Closed

Financial Management 2019-20

Key Financial System

1

3

Financial Assurance

Key Financial System

Main Accounting System

Key Financial System

1

5

Payroll / Officers Expenses & Allowances

Key Financial System

Joint Assets

System/Risk

Data Quality & Performance Management

System/Risk

Business Continuity

Future
Action

5

System/Risk

3
1

Fireview

IT Audit

7

Cyber Security

IT Audit

2

TOTALS

Being
Implemented

1

Governance/Ethics

Corporate Credit Cards

Action
Due

15

4
5
2

1

2
4

2

15

15
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Recommendations Summary
Recommendations Made 2019-20
These 47 recommendations have
resulted from the 9 audit
assigments finalised either during
2019-20 or finalised in the time
following the year-end. 74% of all
recommendations made were
considered to present a low risk,
26% a moderate risk and 0% a
significant risk.

40

35

35
30
25
20
15

12

10
5

0

0

Significant Risk Moderate Risk

Of the 47 recommendations
made, 32% have been closed,
32% have passed their original
action date and a revised target
has been set, 4% have passed
their original action date but we
have not yet received information
regarding the status of
management's action. The
remaining 32% have an agreed
original action date set in the
future.

Low Risk

Recommendation Status - All
Assignments
15

15

15

2
Closed

Being
Action Due Future Action
Implemented

It is pleasing to note that 5 of the
moderate risk recommendations
raised have been addressed to
our satisfaction, as have 10 of the
low risk recommendations. We will
continue to monitor all
recommendations not yet
addressed and will bring those
moderate risk recommendations
that remain outstanding to the
attention of the Governance &
Performance Working Group
throughout the coming year.
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Performance Measures
Of the 7 customer satisfaction
surveys sent, 71% have been
returned. Surveys contain 11
questions regarding the audit
service provided and asked
managers to score each on a
scale of 1-5 (1=Very Poor,
2=Poor, 3=Fair, 4=Good,
5=Excellent). From the 5
customer satisfaction returns
received, the overall average
score out of 55 was 51.8.

6
5

Customer Satisfaction Returns
2019-20
5

4
3
2
1
0
Excellent

0

0

0

0

Good

Fair

Poor

Very Poor

By the end of 2019-20 we
estimate that we had
completed 92.9% of the revised
Audit Plan against a target of
90%. Our progress with certain
audit assignments has been
impacted by the Covid-19
situation from the middle of
March 2020 onwards.
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QAIP – Improvement Plan
ACTIONS

We could seek feedback from Audit Committees & Senior Management on
whether the Audit Plan focuses on the things that matter to the organisation and
whether our opinion and recommendations are valued and help the
organisation or we could seek a formal endorsement from Audit Committee and
Client Lead Officer of the Audit Plan and our Opinion when reporting to
Committee.
2. We should continue to heighten our profile by building on the relationship
management already established with each partner organisation. i.e. Regular
meetings with senior management and regular on-site presence.
3. To avoid any perceived conflicts of interest, we should re-iterate/ emphasise our
rules and individual responsibilities to matters concerning the impairment of our
professional judgement. As we have new members of the team, this could be
discussed at a future Team Meeting.
4. Ethical use of information should be emphasised at a team meeting when
discussing auditor responsibilities towards security and confidentiality of
information in their possession.
5. We should map competency levels of staff over the various audit disciplines (e.g.
contract, IT, probity, investigations etc.) that we can link to audit engagements
to demonstrate that the staff assigned are appropriate.
6. We should continue to promote a culture of continuous improvement which
considers the needs of individuals by:
 staff completing the Audit Management System in respect of any training
received,
 undertaking Great Performance Conversations in accordance with the hosts
requirements and
 producing a Training & Development Plan.
7. Our opinion statements should explicitly state whether there are any perceived
conflicts of interest with any other assurance providers which the Chief Audit
Executive is relying upon when forming an opinion.
8. We should ask staff to complete a Personal Development Plan and then produce
a Training & Development Plan for the Team.
9. We should establish a robust process for engaging capable assistance when
resource shortfalls exist (e.g. contracts for Co-sourcing, specialists service
providers etc.)
10. To ensure that audit engagements are supported by appropriate tools, we
should encourage Auditors greater use of CAATs (e.g. IDEA and analytical Excel
functions) and consider whether it would be beneficial to record when they have
been used to identify potential development opportunities.
11. Complete this self–assessment and produce a revised QAIP and Action Plan for
reporting to all necessary parties.
12. To demonstrate stakeholder engagement with the process, we should ensure
that the QAIP Action Plan is a standard agenda item on both Operational
1.
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Management group and at Audit Section meetings.
13. To demonstrate each work programme has been appropriately approved, we
should continue to develop the controls/risk/tests selection from a searchable
database in the AMS (which will automatically generate the control evaluation)
which incorporates attributes for each control (such as risk type, control type) so
we can better demonstrate our coverage and the scrutiny and approval of that
coverage by audit management. We should continue to gather control/risk/test
data from existing audits ready for import into the database. In the interim we
could record the development and approval of the programme of work in the
AMS.
14. The Audit Together Partnership has initiated a potential peer review opportunity
for all Group members to participate in. We should enquire with members of the
Group whether anyone would be prepared to undertake an external review of
CMAP when it is next due.
15. We should produce a revised Business Plan that demonstrates how the internal
audit activity intends to add value to each organisation.
16. We should continue to develop the process for incorporating other assurance
information into our overall risk assessment process and our overall opinion and
how the other assurance provider information we gather can be used to
demonstrate the overall Assurance 'map' for each organisation.
17. We should ensure that our Audit Manual is complete, up-to-date, readily
available and used by all audit staff.
18. To support the improvement of the organisation's governance framework, we
should undertake consultancy work to facilitate the self-assessment of the
effectiveness of the Audit Committee at all partner organisations.
19. We should consider how we could systematically evaluate the potential for the
occurrence of fraud at each partner organisation and how each organisation
manages fraud risk.
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1

Executive Summary

1.1

Scope of Audit

1.1.1

This audit focused on the review of three performance indicators:


KPM 1.1 (Accidental Dwelling Fires attended)



KPM2.9 Site-specific risk information (SSRI) lite undertaken; and



KPM3.6 Site-specific risk information (SSRI) full undertaken.

Site-specific risk information is obtained to deal with fires and other emergencies. This information is
used by operational personnel during an incident to provide an effective response as well as to
safeguard them and the community.
The accuracy of calculations and reported figures, the existence of suitable definitions and guidance
and the systems for collecting and reporting of performance data were assessed.
In addition, checks were undertaken on the Service's new website, to ensure accuracy and
robustness of data contained within.

1.2

Summary of Audit Findings
No of
Controls
Evaluated

No of
Adequate
Controls

No of
Partial
Controls

No of Weak
Controls

The reported performance figures have been accurately
calculated.

5

5

0

0

The correct definition and/or guidance has been applied.

3

2

1

0

The systems used for collecting and recording the
performance data are adequate and robust.

7

6

1

0

The new website does not contain errors or inaccuracies.

4

0

0

4

19

13

2

4

Control Objectives Examined

TOTALS
1.2.1

1.2.2

The following issues were considered to be the key control weaknesses:
Rec
Number
1

Risk
Rating
Low Risk

2

Low Risk

3

Moderate
Risk

4

Low Risk

5

Low Risk

Summary of Weakness
Guidance documents for the Service’s performance measures were aged or
had not been developed.
Spelling errors existed on a small number of pages on the Fire Service’s
website at the time of testing.
A number of accessibility issues existed on the website, including noncompliance against the WCAG guidelines (web content accessibility
guidelines), and the Fire Service’s own accessibility policy.
A number of broken hyperlinks existed on pages on the Fire Service’s
website.
19 hyperlinks required usernames and passwords in order to view the content
on the Service’s website. These issues were found on a number of important
pages, such as those relating to the annual Statement of Accounts.

Agreed Action
Date
31/07/2020
31/10/2020
31/10/2020
31/10/2020
31/10/2020

This report focuses on the weaknesses in the Organisation’s systems of control that were
highlighted by this audit and recommends what Audit considers to be appropriate control
improvements. This report contains 5 recommendations, 4 are considered a low risk and 1 a
moderate risk.
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1.3

Summary of Control Assurance Provided

1.3.1

Reasonable - We are able to offer reasonable assurance as most of the areas reviewed were
found to be adequately controlled. Generally risks were well managed, but some systems required
the introduction or improvement of internal controls to ensure the achievement of objectives.

1.4

Distribution & Communication

1.4.1

The draft report was issued to Carl Wilton, Data and Performance Manager and Mark Nash, Head
of Corporate Financial Services for comment.
This final version will be issued to Gavin Tomlinson, Chief Fire Officer with copies to:


Simon Allsop, Joint Director of Finance & Business Services.



Rachel Palmer, Press & Communications Manager.



Brent Holmes, Web Officer.



Carl Wilton, Data and Performance Manager.



Mark Nash, Head of Corporate Financial Services.

This report was produced by Hannah McDonald, Group Auditor and Paul Needham, Principal IT
Auditor and was reviewed by Mandy Marples, Audit Manager. Any enquiry concerning the content
of this report or associated issues may be made to Hannah McDonald, Group Auditor on 01332
643284.
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2

Positive Assurance

2.1.1

We attempted to establish whether the Organisation's system of control for the following areas
contained all the key controls expected of a sound and robust process. Through a combination of
control evaluation and testing we confirmed that the following adequate controls were in operation:

2.2

Accuracy of Performance Data

2.3

2.4



The performance measures and targets for 2019-20 were considered by the Service Delivery
Performance Board, the Governance & Performance Working Group and approval was
sought from the Fire and Rescue Authority. We confirmed that a reasonable process was in
place for the setting of targets, using historical data collated by the Fire Service.



The figures reported for KPM3.6 (SSRI Full) were consistent between the quarter 2
Performance Report and the data held within the Performance Dashboard. Although we
noted minor differences in the figures reported in the quarter 2 Performance Report and the
data held within the Performance Dashboard for KPM2.9 (SSRI Lite) and KPM1.1 (Accidental
Dwelling Fires attended), officers were able to adequately explain the reasons for these
differences and we were satisfied that this would not have resulted in an error in the
subsequent Performance Reports.



We found that there was consistency in data in each area of the Performance Dashboard for
the three performance measures tested.



We were satisfied that the calculation of the figures reported in the quarter 2 Performance
Report was accurate based on the data available at the time of producing the report. The
calculation was a simple addition of data that had been fed into the Performance Dashboard.



Performance data was subject to scrutiny via:
o The Area Performance Action Groups (APAG) and Station Managers who were
responsible for monitoring and scrutinising performance.
o The Direction Setting and Performance Management Group had been formed within the
financial year and were considering the quarterly performance reports. This Group
comprised representatives from across the Service to ensure a more joined up approach
was taken to tackling poor performance, and feeding into any future performance targets
and measures.
o The Governance & Performance Working Group (GPWG) who had a responsibility "To
identify and report on areas of strong / weak performance together with evidence of
reasons why, making recommendations where relevant to the Fire & Rescue Authority for
improvement". We confirmed through Internal Audit’s attendance at the GPWG meetings
that performance was discussed by Members, with areas of poor performance often being
the focus of discussions.
Previously the onus had been on the Data Management Team to provide explanations for
poor performance, but the emphasis was changing to require officers from station and service
areas to provide explanations and justifications.

Guidance & Definition


The measurement period for the three performance measures tested was for each calendar
month. We confirmed this to be the case through review of the Performance Dashboard on
Fireview.



The format of the three performance measures sampled was consistently a whole number.

Systems for Collection & Recording Data


We were satisfied that the data which fed into the Performance Dashboard for KPM1.1,
KPM2.9 and KPM3.6 was being collected and recorded consistently and that an adequate
audit trail existed to justify the performance figures stated in the Performance Dashboard.



For the three performance measures tested as part of this audit we confirmed that figures
stated within the Performance Dashboard were found to correspond with data in the
originating systems (Enterprise Information System (EIS) and Incident Recording System
(IRS)). This was confirmed for a sample of incidents and cases during 2019-20.
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There was limited manipulation of the data that fed into performance data. The manipulation
was as a result of routine data quality checks undertaken and was as a result of correction of
errors in the source data. The sampled performance figures were calculated based on
closed/completed incidents and SSRI work, and were a simple addition.



Accuracy and completeness checks were undertaken over the data that fed into the
Performance Dashboard and the data was used to calculate the performance measures. For
the three performance measures tested, these checks were facilitated by automated reports
in the respective parent systems (IRS and EIS) which highlighted potential inaccurate or
incomplete data. Officers at Station level were notified of potential errors and asked to look
into the matters and make corrections, as appropriate.



The performance data was held within the Performance Dashboard, which was accessed via
the Service's intranet site, Fireview. Access to Fireview was via network log-in credentials.
Data on SSRI jobs in the EIS system interfaced to the Performance Dashboard. Access to
create SSRI jobs in the EIS was restricted to Operational Personnel, Protection Officers and
Area Office Administration. Data on accidental dwelling fires was created and maintained
within the IRS system. Access permissions for key tasks such as creating, viewing and
amending incident data within IRS appeared to be appropriately restricted, based on role
within the Service. Again, data interfaced from the IRS system to the Performance
Dashboard.



Processes were in place to ensure that management and Members were kept informed of
performance matters; these included:
o Quarterly performance summary reports being taken to the GPWG and Fire Authority
meetings.
o Consideration of performance data at Senior Leadership Team (SLT) meetings.
o Providing Members and management with access to the Performance Dashboard, which
allowed them to view the latest performance information.
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3

Control Weaknesses & Recommendations

3.1

Guidance & Definition

3.1.1

We expected that up to date guidance would be used in the collection of the performance data and
the calculation of the reported performance figures and that this guidance would include a definition
of the indicator.
We found that a guidance document had been developed for the old performance measure KPM1.1
– Number of accidental dwelling fires attended which was created and last modified in 2013. This
document had not been updated to reflect the latest performance measure KPM1.1 Accidental
Dwelling Fires attended, nor did it include an appropriate methodology for calculating the
performance data.
We also found that there was not a document that set out guidance on the two SSRI indicators
(KPM2.9 Site-specific risk information (SSRI) lite undertaken and KPM3.6 Site-specific risk
information (SSRI) full undertaken). As a result, there was also not a documented methodology for
calculating the performance data, though we understand that this was a simple addition.
We noted through discussion with officers from the Data Management Team that guidance
documents for the Service’s performance measures were aged and had not been maintained or
developed for any new measures.
Without up to date guidance documents in place for the Service’s performance measures, there is a
risk that there may be a lack of transparency and information around the definition, collection and
calculation of each of the measures, which could cause inconsistencies in data classification and
processing, resulting in inaccuracies in the performance data. This in turn could impact on the
ability of management and Members to make appropriately informed decisions.
Recommendation 1

Summary Response

Risk Rating: Low Risk

Responsible Officer: Carl Wilton

Summary of Weakness: Guidance documents for the
Service’s performance measures were aged or had not
been developed.

Issue Accepted

Suggested Actions: We recommend that guidance
documents are developed for the Service’s performance
measures which include a definition of the measure and
could be used in the collection of the performance data
and the calculation of the reported performance figures.

Agreed Actions: Guidance documents to be prepared
for each KPM as recommended in support of
performance reporting. Documents to be made available
on the Performance Dashboards.
Implementation Date: 31/07/2020

3.2

New Website

3.2.1

We expected that processes would be in place to identify and resolve spelling errors on the sites
pages and files downloadable from the website.
We found that a small number of spelling errors existed on pages on the Service’s new website. It
was noted that these issues had not been resolved in consecutive analysis performed 4 weeks
apart, raising concerns around internal website testing and evaluation processes.
e.g. 'shoftware' https://www.derbys-fire.gov.uk/about-us/freedom-of-information/energymanagement-system
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There is a risk that where spelling errors exist on pages on the Fire Service’s website, this can lead
to reputational damage on the Fire Service’s communication standards, and also impede
accessibility users who utilise screen readers when viewing websites, which require valid dictionary
words in order to be presented with the audio representation of the page.
Recommendation 2

Summary Response

Risk Rating: Low Risk

Responsible Officer: Brent Holmes

Summary of Weakness: Spelling errors existed on a
small number of pages on the Fire Service’s website at
the time of testing.

Issue Accepted

Suggested Actions: We recommend that management
reviews the spelling errors, and introduces a process for
identifying such issues prior to content updates.

Agreed Actions: Technical problems have hampered
the ability to correct the spelling errors but we are now in
a position to make some progress. (The custom
dictionary was being lost between audits using the
Sortsite software).
Additional capacity is being investigated to address
points 2-5.
Implementation Date: 31/10/2020

3.2.2

We expected that processes would be in place to identify and resolve accessibility issues on the
site’s pages and files downloadable from the website.
We found that a small number of accessibility issues on pages or documents associated with the
Service’s website. This included 166 pages where ALT text was a filename as opposed to a
description of the image.
These issues were categorised as Level A non-compliance issues when auditing against the Web
Content Accessibility Guidelines (WCAG), which make certain aspects of browsing a web page or
document 'unusable' to certain users.
There is a risk that failing to adhere to web accessibility standards on the Fire Service’s website, not
only breaches the Service’s own policy and commitment to web accessibility, but could lead to
reputational damage, and could also be seen to breach of the Equality Act 2010.
Recommendation 3

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Brent Holmes

Summary of Weakness: A number of accessibility
issues existed on the website, including non-compliance
against the WCAG guidelines (web content accessibility
guidelines), and the Fire Service’s own accessibility
policy.

Issue Accepted

Suggested Actions: We recommend that management
looks to resolve any accessibility issues highlighted, in
line with their own accessibility policy, and the web
content accessibility guidelines.

Agreed Actions: We have instructed the software
provider to change the way the alt text field is being
populated. This will require making sure that all images
on the website have a description associated with them.
All images will be reviewed and updated.
Implementation Date: 31/10/2020

3.2.3

We expected that processes would be in place to identify and resolve broken hyperlinks and files
downloadable from the website.
We found that broken hyperlinks existed on pages on the Service’s website. For example on the
Firefighters Annual Pension Benefit Statement Notes 2019 PDF, we found a hyperlink linking
towards a file on a user's local hard drive.
Again it was noted that these issues had not been resolved in consecutive analysis performed 4
weeks apart, raising concerns on the internal testing procedures, and timeliness in resolving issues.
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There is a risk of reputational damage to the Fire Service where the website includes a number of
broken hyperlinks. This could ultimately lead to a frustrating end user experience, potentially
reducing the number of return visitors to the website, and therefore negatively impacting overall
communications efforts, including promoting fire safety advice online.
Recommendation 4

3.2.4

Summary Response

Risk Rating: Low Risk

Responsible Officer: Brent Holmes

Summary of Weakness: A number of broken
hyperlinks existed on pages on the Fire Service’s
website.

Issue Accepted

Suggested Actions: We recommend that management
reviews it policies and procedures for identifying and
resolving broker hyperlinks on pages on the Fire
Service’s website.

Agreed Actions: A small amount of progress has been
made on the issues around broken or bad links in pdf
documents. We are continuing to fix these.
Implementation Date: 31/10/2020

We expected that processes would be in place to identify general errors on the sites pages and files
downloadable from the website.
We found that on 19 pages on the Service’s website, that links required usernames and passwords
in order to view the content. These issues existed in a number of important documents linked to on
the website, such as those associated with historical annual Statement of Accounts.
There is a risk that hyperlinks which link to files only accessible to employees with network login
credentials could be lead to a reputational damage and a frustrating end user experience.
Recommendation 5

Summary Response

Risk Rating: Low Risk

Responsible Officer: Brent Holmes

Summary of Weakness: 19 hyperlinks required
usernames and passwords in order to view the content
on the Service’s website. These issues were found on a
number of important pages, such as those relating to
the annual Statement of Accounts.

Issue Accepted

Suggested Actions: We recommend that management
reviews its procedures for scanning websites for general
errors, and ensures all links intended for public visitors
to the website are accessible without login credentials to
the Service’s private network.

Agreed Actions: We have identified these issues. They
will be corrected as soon as possible.
Implementation Date: 31/10/2020
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1

Executive Summary

1.1

Scope of Audit

1.1.1

This audit focused on the vulnerability management aspects of the Fire Service’s cyber security
arrangements. Our initial findings had identified a number of security and data protection issues that
we had already brought to management's attention in two memos. Subsequently, due to the current
national lockdown and practicalities of concluding the audit, we have decided to report our findings
to date and complete the review as part of the 2020/21 audit plan.

1.2

Summary of Audit Findings
Control Objectives Examined
Ensure the Service has an effective vulnerability
management program in operation.
TOTALS

1.2.1

No of
Controls
Evaluated

No of
Adequate
Controls

No of
Partial
Controls

No of Weak
Controls

6

0

0

6

6

0

0

6

The following issues were considered to be the key control weaknesses:
Rec
Number
1

Risk
Rating
Moderate
Risk

2

Moderate
Risk

3

Moderate
Risk
Moderate
Risk

4
5

Moderate
Risk

6

Moderate
Risk

Summary of Weakness
Sensitive data extracts and backup files relating to Snowdrop (HR), Gartan
(files relating to Payroll) and IRS (Incident Recording System) were
accessible to all users of the DFRS network, which breached data protection
principles.
Trend Micro OfficeScan Agent was not installed on 12 Windows 10
desktops/laptops. Another Windows 10 laptop was also running a significantly
outdated version of the Agent.
Application of critical Microsoft security updates was not consistent across the
network, and left live systems vulnerable to known exploits.
Patching of 3rd party applications (i.e. iTunes, Google Chrome, Adobe
Reader, Adobe Flash, Java etc.) had left some devices significantly outdated
and therefore left the Service’s network vulnerable to known security exploits.
Software version upgrade plans were not completely effective as obsolete out
of support software (e.g. Windows 7) was still running on a number of devices
actively connecting to the Service’s network.
Whilst licences had been purchased for a commercial vulnerability scanning
tool, at the time of review there had not been a process in place to frequently
scan the network for potential vulnerabilities on a weekly/monthly basis.

Agreed Action
Date
Complete

31/05/2020
30/09/2020
30/09/2020
30/10/2020
30/09/2020

1.2.2

This report focuses on the weaknesses in the Service's systems of control that were highlighted by
this audit and recommends what Audit considers to be appropriate control improvements. This
report contains 6 recommendations, all of which are considered to be a moderate risk.

1.3

Summary of Control Assurance Provided

1.3.1

Limited - We are able to offer limited assurance in relation to the areas reviewed and the
effectiveness of the controls found to be in place. Some key risks were not well managed and
systems required the introduction or improvement of internal controls to ensure the achievement of
objectives.
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1.4

Distribution & Communication

1.4.1

Draft memos were issued to Nigel Glossop, Head of Systems & Information for comment. A copy
was also issued to Simon Allsop, Joint Director of Finance & Business Services for information.
This final report has been issued to Gavin Tomlinson, Chief Fire Officer with copies to:
 Simon Allsop, Joint Director of Finance & Business Services.
 Mark Nash, Head of Corporate Financial Services.
 Louise Taylor, Solicitor/Monitoring Officer.
 Nigel Glossop, Head of Systems & Information.
 Pete Garyga, ICT Security & Project Manager.
 Marcus Boyce, ICT Service Delivery Manager.
This report was produced by Paul Needham, Principal IT Auditor and Mandy Marples, Audit
Manager. Any enquiry concerning the content of this report or associated issues may be made to
Paul Needham, Principal IT Auditor on (01332) 643291.
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2

Control Weaknesses & Recommendations

2.1

Vulnerability Management Program

2.1.1

We expected that the Service would be effectively protecting sensitive information with appropriate
file system access control lists.
We found that extracts or backups of personal and sensitive data relating to Snowdrop (HR), Gartan
(files relating to Payroll), and IRS (Incident Recording System) were accessible to all users of the
network, due to the existing access control lists in place on the servers. For example, on the
Snowdrop server, we found an extract of data in a CSV format (Cost Centre Nov 2019.csv) which
disclosed all employees names, roles and payroll references against their corresponding National
Insurance numbers. This file had been recently written to the folder on the 4 th of November 2019.
The auditor verified that it was possible to transfer and read the files under the context of a standard
privilege user account.
Similarly, there were SQL Server backup files on the IRS Database server with 4 GB backup files of
the databases. The auditor verified these backup files were not encrypted, and could be restored to
disclose the data held within, which contained several million rows of information dating back as far
as 2008. A basic data classification exercise identified approximately 160 columns within one of the
available backup files with a sensitivity label of either Confidential, or Confidential – GDPR.
For security purposes, the full paths to the files and details of the current access control settings will
be sent to officers in ICT in a separate restricted document.
There is a risk that failing to restrict access to personal and sensitive data extracts can lead to data
breaches and privacy violations, which can result in reputational damage to the Service, and the
potential for punitive action from the Information Commissioner's Office.
Recommendation 1

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Nigel Glossop

Summary of Weakness: Sensitive data extracts and
backup files relating to Snowdrop (HR), Gartan (files
relating to Payroll) and IRS (Incident Recording System)
were accessible to all users of the DFRS network, which
breached data protection principles.

Issue Accepted

Suggested Actions: We recommend that management
reviews the access control settings on the servers
detailed, and restricts access to only authorised
individuals in line with data protection principles.

Agreed Actions: The access control settings on the
servers detailed have been reviewed and access has
now been appropriately restricted in line with data
protection principles. Completed
Some systems require a share for essential applications
to be accessed, ICT are working with system owners to
review these shares and where possible increase
security on the shares. These shares will be reviewed
on a regular basis. Dec 19 then 6 monthly.
In certain cases certain files have been saved
incorrectly. A reminder to staff will be sent explaining
that they should take care when saving documents. Jan
20.
Implementation Date: Complete

2.1.2

We expected that the Service would be utilising a centrally managed anti-malware system to
continuously monitor and defend each of the Service's workstations and servers.
We found that, whilst Trend Micro OfficeScan Agent (centrally managed anti-malware solution)
should have been installed on all Windows 7 and Windows 10 devices, during a software inventory
information gathering process of approximately 500 online devices, those which met the criteria did
not have the Agent installed based on the list of installed software recorded. Based on the naming
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conventions of DFRSD-W10-XX, and DFRSL-W10-XX representing desktops and laptops, we found
that 12 of the devices online at the time the inventory was taken did not have the Agent installed.
There was also one Windows 10 laptop device running a significantly outdated version of the Agent
(11.0.4150), whilst all others inventoried with the Agent installed were operating 12.0.5294.
There is a risk that failing to deploy an anti-virus solution that is updated regularly to all relevant end
user devices, means newer forms of malicious software could attack the Services’ business critical
IT systems, taking critical services offline, and even leading to a compromise of personal or
sensitive data.
Recommendation 2

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Marcus Boyce

Summary of Weakness: Trend Micro OfficeScan Agent
was not installed on 12 Windows 10 desktops/laptops.
Another Windows 10 laptop was also running a
significantly outdated version of the Agent.

Issue Accepted

Suggested Actions: We recommend that management
reviews the deployment of Trend Micro OfficeScan
Agent and resolves any compliance issues as a matter
of priority.

Agreed Actions: The ICT Team will investigate and
then resolve why the Trend Micro OfficeScan agent has
not been installed on the 12 desktops/laptops. The
laptop will be investigated as to why it is running an
outdated version.
Implementation Date: 31/05/2020

2.1.3

We expected that the Service would have deployed automated software update tools in order to
ensure that operating systems and server applications are running the most recent security updates
provided by Microsoft.
We found that the Service had an automated way of deploying critical Microsoft security updates
(System Centre Configuration Manager (SCCM)). However, detailed analysis of last security hot
fixes applied to a sample of approximately 500 online systems (servers and client devices) identified
that over 60 devices had not been applied with Microsoft security updates in over 12 months, and 5
devices with no patches applied since 2016.
Some of the systems with no recent updates applied were associated with live systems, such as
Snowdrop. It was found through discussions with the ICT Security & Projects Manager that one
challenge IT had found in applying the updates was agreeing an acceptable downtime/maintenance
window with the service users when patches could be applied.
There is a risk that failure to apply critical security updates to the Services’ systems increases the
likelihood of security compromise, ransomware attacks, and unauthorised exposure of personal
data, all of which could have significant reputational and non-compliance issues for the Service.
Recommendation 3

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Marcus Boyce

Summary of Weakness: Application of critical
Microsoft security updates was not consistent across
the network, and left live systems vulnerable to known
exploits.

Issue Accepted

Suggested Actions: We recommend that management
reviews its patching processes to ensure all critical
updates are applied in line with agreed targets, such as
within 4-8 weeks for critical updates.

Agreed Actions: The ICT Team will review its patching
process to ensure that all critical updates are applied
within 4-8 weeks. Patching windows are being set up
for servers to provide the required time to patch.
A "Patching Overview" document outlining a revised
approach to patching has been developed.
Implementation Date: 30/09/2020
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2.1.4

We expected that the Service would have also deployed automated software update tools in order
to ensure that third-party software on all systems are running the most recent security updates
provided by the relevant software vendor.
We found that there were a number of outdated 3rd party applications installed on the Virtual
Desktop infrastructure and physical devices attached to the Service’s private network. This included
issues and significant variances with the version of common applications such as Java, Google
Chrome, Adobe Flash, Adobe Reader, iTunes etc.
A detailed software inventory produced at the time of the review identified that from approximately
500 online systems, over 1200 unique software products and versions were in operation across the
environment, highlighting the significant task in keeping the Service’s network free from known
vulnerabilities. This also emphasises the need for tighter software management and application
rationalisation.
There is a risk that failing to address critical vulnerabilities on all software (Microsoft and 3rd party
applications) in a timely manner can expose the Service’s network to unauthorised access. This
could result in exploitation of personal and sensitive data leading to data breaches, reputational
damage to the Service and the potential for penalties from the Information Commissioner's Office.
Recommendation 4

2.1.5

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Marcus Boyce

Summary of Weakness: Patching of 3rd party
applications (i.e. iTunes, Google Chrome, Adobe
Reader, Adobe Flash, Java etc.) had left some devices
significantly outdated and therefore left the Service’s
network vulnerable to known security exploits.

Issue Accepted

Suggested Actions: We recommend that management
reviews it procedures for patching of 3rd party
applications to ensure critical vulnerabilities on all
software installed on devices and infrastructure joined to
the Service’s network is addressed in a timely manner.
Consideration should also be given to rationalising the
amount of unique applications across the environment
to assist with overall patch management efforts.

Agreed Actions: A "Patching Overview" document
outlining a revised approach to patching has been
developed. This outlines how applications (such as
iTunes Google Chrome, Adobe Reader, etc.) will be
patched.
Implementation Date: 30/09/2020

We expected that the Service would have developed an effective upgrade/migration plan to address
unsupported software versions.
We found that obsolete out of support operating systems (e.g. Windows 7 installed on laptops), and
server applications (e.g. SQL Server versions missing numerous relevant service packs) were still in
active use, demonstrated by recent domain activity.
Unsupported software versions are not patched by suppliers such as Microsoft to address newly
discovered security issues. Therefore, an unpatched version is vulnerable to attack. Developing and
implementing an upgrade plan prior to a lapse in support helps to protect the Service against
published vulnerabilities.
Recommendation 5

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Marcus Boyce

Summary of Weakness: Software version upgrade
plans were not completely effective as obsolete out of
support software (e.g. Windows 7) was still running on a
number of devices actively connecting to the Service’s
network.

Issue Accepted

Suggested Actions: We recommend that management
seeks to formally document an upgrade plan for
obsolete or expiring software products.

Agreed Actions: Work has taken place to
update/replace operating systems and server
applications.
A plan will be put in place that outlines the operating
systems and server applications that are now obsolete.
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This will include a 6 monthly review to ensure that the
plan contains any operating systems/server applications
that have recently become obsolete.
Implementation Date: 30/10/2020
2.1.6

We expected that the Service would be utilising an up-to-date SCAP (Security Content Automation
Protocol) compliant vulnerability scanning tool to automatically scan all systems on the network on a
frequent basis to identify all potential vulnerabilities on the Service's information systems.
We found that the Service had not as yet introduced a process of scanning the
network/infrastructure on a frequent basis to identify all potential vulnerabilities on the network.
Although, it had been identified that the Service had purchased the relevant licences for a
commercial vulnerability scanning tool and a process of running frequent scans would commence in
the coming weeks.
There is a risk that failing to identify and address vulnerabilities in a timely manner increases the
likelihood of a vulnerability being exploited and the subsequent potential compromise of the
Service’s network, business critical ICT systems, or personal data processed by the Service.
Recommendation 6

Summary Response

Risk Rating: Moderate Risk

Responsible Officer: Marcus Boyce

Summary of Weakness: Whilst licences had been
purchased for a commercial vulnerability scanning tool,
at the time of review there had not been a process in
place to frequently scan the network for potential
vulnerabilities on a weekly/monthly basis.

Issue Accepted

Suggested Actions: We recommend that management
formally defines, documents and implements a process
and responsibility for scanning all systems on the
network at a set frequency (e.g. weekly/monthly).

Agreed Actions: A procedure will be put in place that
defines a process and responsibility for scanning of all
systems using a vulnerability scanning tool.
Procedure to be adopted and applied across server
infrastructure.
Implementation Date: 30/09/2020
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1

Executive Summary

1.1

Scope of Audit

1.1.1

This audit focused on ensuring that Business Continuity Management arrangements had been
established and were fully embedded within the Fire Service.

1.2

Summary of Audit Findings
Control Objectives Examined
Appropriate Business Continuity Management
arrangements have been established, which are efficient
and are fully embedded within the organisation, in
accordance with the Civil Contingencies Act 2004.
TOTALS

1.2.1

No of
Controls
Evaluated

No of
Adequate
Controls

No of
Partial
Controls

No of Weak
Controls

12

5

7

0

12

5

7

0

The following issues were considered to be the key control weaknesses:
Rec
Number
1

Risk
Rating
Low Risk

2
3

Low Risk
Low Risk

4

Low Risk

5

Low Risk

6

Low Risk

7

Low Risk

Summary of Weakness
The officer temporarily undertaking the role of the Business Continuity Adviser
was unable to deliver all of the duties assigned to the role due to competing
demands on their time.
Not all Business Continuity Plans had been subject to annual review.
Information was not available to evidence how many Fire Service personnel
had completed the Business Continuity e-learning training package.
A central register of business continuity exercises, as per the Service
Procedure was not being maintained.
The Service Procedure for Business Continuity Management had not been
subject to review in accordance with the review period stipulated.
The Fire Service had a large number of Business Continuity Plans in place
and had not conducted an exercise to identify opportunities to reduce these in
number by streamlining similar plans.
The Fire Service had not cross referenced the contingency
arrangements/alternative locations that departments had specified within their
plans so there was the potential of duplication leading to capacity issues.

Agreed Action
Date
Implemented
Implemented
01/07/2020
01/08/2020
01/07/2020
31/12/2020
Implemented

1.2.2

This report focuses on the weaknesses in the Organisation’s systems of control that were
highlighted by this audit and recommends what Audit considers to be appropriate control
improvements. This report contains 7 recommendations. All 7 are considered a low risk.

1.3

Summary of Control Assurance Provided

1.3.1

Reasonable - We are able to offer reasonable assurance as most of the areas reviewed were
found to be adequately controlled. Generally risks were well managed, but some systems required
the introduction or improvement of internal controls to ensure the achievement of objectives.
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1.4

Distribution & Communication

1.4.1

The draft report was issued to Dean Gazzard, Group Manager in Organisational Development for
comment. A copy was also issued to Simon Allsop, Joint Director of Finance & Business Services,
for information.
This final version has been issued to Gavin Tomlinson, Chief Fire Officer / Chief Executive with
copies to:
 Simon Allsop, Joint Director of Finance & Business Services.
 Mark Nash, Head of Corporate Financial Services.
 Dean Gazzard, Group Manager in Organisational Development.
 Judi Beresford, Director of Corporate Services.
This report was produced by Lynne Parkin, Principal Auditor and reviewed by Hannah McDonald,
Group Auditor and Mandy Marples, Audit Manager. Any enquiry concerning the content of this
report or associated issues may be made to Lynne Parkin, Principal Auditor on 01332 643258.
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2

Positive Assurance

2.1.1

We attempted to establish whether the organisation's system of control for the following areas
contained all the key controls expected of a sound and robust process. Through a combination of
control evaluation and testing we confirmed that the following adequate controls were in operation:

2.2

Business Continuity


We found that all Business Continuity Plans were stored on the Fire Services intranet site,
Fireview, which rendered them accessible by employees across the Service. Each station and
support function had its own plan with the details of the service area, the date of the plan, date it
was last amended and the responsible officer(s) being detailed. Hard copies of the plans were
also held in respective departments.



We found that the Fire Service had established a performance measure to report and monitor
the completion of Business Continuity Plans. Key performance measure SM13.1 had been
developed to report the percentage number of plans in date.



We were informed that post incident reviews were undertaken with the details of the review
being posted to the "De-Brief" page on Fireview. Whilst in the main, these related more to
station call outs, any major reviews in relation to Business Continuity were also posted there.
The Group Manager informed us that a review had been undertaken following the Toddbrook
Reservoir (Whaley Bridge) incident in the summer of 2019, to identify not only the lessons
learned that could be acted upon for future reference but also identify those practices that
worked well. We were also informed that a new Corporate Action Plan had been established
where high level actions (such as Toddbrook) were reported to the Strategic Leadership Team
(SLT).



We found that there were standard templates in place for Business Continuity Plans, although
the templates differed between station and non-station plans. We obtained a copy of the
Business Continuity Plan for ICT Service Delivery and found that the plan was very
comprehensive in its content. The plan listed details such as;
 The invocation details
 Details of personnel who could invoke the plan
 ICT Business Continuity Team
 Business Impact Analyses
 Vital records
 Alternative locations
 Documentation control
 Key officer contact details as well as the contact details of external third parties
 Business Continuity Checklist including the options for taking action and
recovery plans
 The Document Control section of the plan also included version control and
identified not only the officer who had issued the plan but the officer who had
approved and reviewed its content.



We confirmed that review of Business Continuity Plans for stations had been incorporated into
the annual Station Assurance Visits that were undertaken. Issues arising out of the Station
Assurance Visits were flagged and discussed at the Local Performance Action Group and Area
Performance Action Group or, if necessary, an Improvement Action Plan was put together to
facilitate the station addressing those weaknesses that had been identified.
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3

Control Weaknesses & Recommendations

3.1

Business Continuity

3.1.1

We expected that a designated officer would have been formally appointed as the Fire Services'
Business Continuity Adviser.
We found that the Fire Service had a Service Procedure to direct the management of its Business
Continuity arrangements. The Service Procedure included detail on the roles and responsibilities of
officers within the Fire Service and identified those who had key roles to play in the delivery of
Business Continuity arrangements, one of those being the Business Continuity Adviser. We were
informed that the post of Business Continuity Adviser was currently vacant on the establishment but
some of the role was being undertaken by the Group Manager in Organisational Development,
although this officer was unable to deliver all of the duties assigned to the role due to competing
demands for their time. We understood the Business Continuity Adviser role was to be discussed
as part of a Service Delivery restructure later this year.
If there is no designated Business Continuity Adviser in post, there is a risk that the duties and
responsibilities assigned to that post will not be adequately fulfilled. As such, the effective
management of the Fire Service's Business Continuity arrangements could suffer and may
ultimately fail. This could significantly impact on the delivery of the Service and put the safety of the
public and officers at risk.
Recommendation 1

3.1.2

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: The officer temporarily
undertaking the role of the Business Continuity Adviser
was unable to deliver all of the duties assigned to the
role due to competing demands on their time.

Issue Accepted

Suggested Actions: We recommend that the Fire
Service formally consider the key role of the Business
Continuity Adviser and the role and responsibilities this
officer has in delivering the Fire Service's Business
Continuity arrangements. The role should be properly
designated to an appropriate officer who is best placed,
both with experience and resources, to be able to
effectively deliver the responsibilities assigned to it
within the Business Continuity Management Service
Procedure.

Agreed Actions: Capacity has been increased in the
department with the introduction of a Station Manager.
The Station Manager role has Business Continuity
reference and has previous experience of carrying out
this role. Links have been made into the National Fire
Chiefs Council Business Continuity sub-group
Implementation Date: Implemented

We expected that, in accordance, with the Business Continuity Management Service Procedure,
plans would have been reviewed annually, commencing in January to be completed by 31 March.
As per the Service Procedure, we found that Business Continuity Plans were subject to review on
an annual basis. The review process commenced in January each year, with all reviews to be
completed by 31 March. An automated process had been established which issued a reminder to
the responsible officer to prompt them to review their plan. Fireview, the intranet site, also escalated
reminders to the responsible officers' Line Manager in the event that the plan was not subject to
review within the required timescale.
However, at the time of reporting (April 2020), we noted that there were four Business Continuity
Plans that were dated in 2018. We could not confirm that these had been subject to an annual
review in 2019 or 2020 and on the basis of the date alone, now looked to be two years out of date.
Two of the four out of date plans related to on-call stations so could be considered critical to the
delivery of the emergency service whilst the remaining two related to support services. It should be
noted that one of the responsibilities assigned to the Business Continuity Adviser, within the Service
Procedure was "Ensuring all BCPs and LRP's are maintained annually". Furthermore, the Service
Procedure stated that "any out of date plans are reported monthly to Strategic Leadership Team
Page 7 of 13

Final Audit Report

Derbyshire Fire & Rescue - Business Continuity
(SLT) commencing in April". To confirm that SLT were receiving monthly reports regarding out of
date plans, we requested sight of minutes from SLT meetings to assure us that this issue was being
identified, discussed and followed up with plan administrators. We were informed that whilst SLT
received an automated report each month, no minutes were available to confirm out of date plans
were being discussed. Therefore, we could not gain assurance that this reporting mechanism to
highlight and address out of date plans was in place and working effectively.
If Business Continuity Plans are not subject to review on an annual basis, there is a risk that their
content may not reflect current arrangements and therefore, may not be fit for purpose. As such,
there is a risk that in the event of an incident, referring to an out of date plan may detrimentally
impact on the ability of the Service to continue and recover as quickly as possible. This may put the
lives of the public and Fire Service officers at risk.
Recommendation 2

3.1.3

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: Not all Business Continuity
Plans had been subject to annual review.

Issue Accepted

Suggested Actions: We recommend that the Fire
Service actively and formally pursues out of date
Business Continuity Plans with the plan administrators.
As per the Service Procedure, SLT, Functional Heads of
Departments and the Business Continuity Adviser all
have responsibilities in this regard and SLT should be
actively pursuing out of date plans via the monthly
reporting mechanism set out in the Service Procedure.
Evidence should be available (redacted if necessary) to
demonstrate this control and adherence to the Service
Plan requirement happening in practice.

Agreed Actions: All Business Continuity plans have
now been reviewed and updated where required.
Implementation Date: Implemented

We expected that all Service personnel would have received appropriate training in respect of their
Business Continuity responsibilities.
We found that the Fire Service had established an e-learning package on IGNIS (e-learning
navigator) in relation to Business Continuity Plans which all personnel were required to complete by
April each year. This was as per the Service Procedure for Business Continuity Management. In the
event that any officers failed to complete the training, we were informed that this was identified
through the Competency Recording System (Redkite). The completion of training had been
incorporated in to and checked via the Station Assurance Visits which sought to ensure that "All
training was recorded on Redkite" and "All training completed and recorded......ensuring all required
skills are in date and courses booked where appropriate". Any issues identified from the station
visits were taken forward for further discussion at the Local Performance Action Group and
subsequent Area Performance Action Group where necessary. It should be noted that assurance
visits were only conducted on stations so the same level of checks on the completion of training
was not in place for support service functions. See also comment at 3.1.4.
However, to gain some assurance that all personnel had completed the e-learning training package
on IGNIS, we requested information which indicated the percentage of personnel that had
undertaken and completed the Business Continuity e-learning training. We were informed that the
e-learning package was being revised alongside other activities but ultimately, there was no data
available to confirm that the e-learning had taken place. As such, we could not gain assurance that
all Fire Service personnel had completed the Business Continuity e-learning training package as
stipulated by the Service Procedure.
If employees do not receive appropriate training to enable them to understand their roles and
responsibilities in respect of Business Continuity, there is a risk that they will not understand the part
they have to play in helping the Fire Service to continue with its services and recover as quickly as
possible from an incident. If employees fail to understand their roles, there is a risk that the impact
of an incident could be much greater and the ability of the Service to recover could be slower. This
could impact on the safety of the public and colleagues.
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Recommendation 3

3.1.4

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: Information was not available
to evidence how many Fire Service personnel had
completed the Business Continuity e-learning training
package.

Issue Accepted

Suggested Actions: We recommend that the Fire
Service consider utilising reporting tools within their elearning navigator to actively monitor the completion of
e-learning training, not just for Business Continuity but
for other activities too. This would provide a useful
mechanism to ensure training was completed as
required and would assure management that Business
Continuity arrangements were being promoted and
personnel were aware of their roles and responsibilities.

Agreed Actions: The Station manager has rewritten the
training package for Business Continuity. This will sit on
the Services Ignis training platform and training will be
recorded via access to the platform.
Implementation Date: 01/07/2020

We expected that a regular programme of exercises would have been established and documented
with a central register recording all exercises with any outcomes noted for future audit purposes.
The Business Continuity Management Service Procedure included a section entitled "Exercising
and maintaining plans" and directed plan owners to validate their Business Continuity Plans to
ensure they were comprehensive and realistic. The Service Procedure also informed that "Following
initial validation, a regular programme of exercises shall be established and documented. The BCA
[Business Continuity Adviser] can provide support in the planning and execution of any exercise
and has established a central register to ensure all exercises are documented and any outcomes
noted for future audit purposes". To gain assurance that this was working in practice, we requested
sight of the central register maintained by the Business Continuity Adviser to ensure plan owners
were regularly exercising their plans.
However, a central register was not supplied to us. As the Business Continuity Adviser post was
currently vacant with some of the role being undertaken by the Group Manager in Organisational
Development, we were advised that Business Continuity exercises were recorded on station and via
Station Assurance Visits. We were advised that the register of exercises would form part of the
review of the Service Procedure planned for June 2020. We were, however, provided with copies of
registers from stations which did provide some evidence of Business Continuity Plans being
exercised although it was difficult to determine the degree of regularity with which these specific
exercises were undertaken. For further assurance, we also reviewed an example of the results from
a Station Assurance Visit. We found that the assurance visits did include specific criteria relating to
Business Continuity in particular "Business Continuity folder, plans and log book are present and up
to date" and "Recent Business Continuity exercise undertaken, recorded on Redkite and Business
Continuity Exercise Register".
Considering the absence of an appointed Business Continuity Adviser and as a means of ensuring
plans were still being exercised, not just on stations but within support services too, we obtained
evidence of the Business Continuity Plan exercises being undertaken by the Tri-Service Fire Control
as a critical service area for the Fire Service. Evidence of a monthly exercise plan was provided
albeit it was advised, by the Area Manager for Tri-Service Fire Control, that in months where a
direct exercise had not been undertaken, maintenance works had been undertaken which utilised
the Business Continuity Plans. Furthermore, the Business Continuity Plan for ICT Service Delivery
also included a section relating to "Exercise Planning". Whilst this section also referred to the
involvement of the Business Continuity Adviser in planning exercises etc., it did stipulate the types
of exercise that would be undertaken, the existence of an incident log recording Business Continuity
incidents and the action taken (most recent entry made in February 2020) and that a table top
Cyber Attack exercise would be completed every six months (most recent results from this exercise
in October 2019 were provided to us).
Through our discussion with the Area Manager for Operational Training, Policy & Assurance and
the Group Manager in Organisational Development, we understood that the current regime of
assurance visits did not currently include a review of the functions provided by the support services.
Hence, there was no supporting check in place to ensure Business Continuity Plans had been
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exercised within the Fire Services' support services, such as for example, Finance, Human
Resources etc. We were informed that proposals had been made to extend the assurance visits to
include the support service functions but a final decision had not yet been made.
If there is no central register of Business Continuity exercises having been undertaken, there is a
risk that the exercising and testing of plans, as part of a regular programme, is not being monitored.
If plans are not regularly tested, there is a risk that their content may be unrealistic and inadequate.
There is also a risk that those officers named in the plan may not fully understand their roles and
responsibilities in respect of the Business Continuity arrangements. Therefore, should an instance
arise where the plan is called into action, the Service may not be able to recover and function as
quickly as planned. This may also impact on the successful delivery of other services and may
result in a financial cost to the Fire Service.
Recommendation 4

3.1.5

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: A central register of business
continuity exercises, as per the Service Procedure was
not being maintained.

Issue Accepted

Suggested Actions: We recommend that a central
register and programme of exercises to test Business
Continuity Plans across the Service is put in place. This
would serve to monitor that regular testing is completed.
Checks to ensure that plans are in place, up to date and
have been tested to ensure they are comprehensive
and realistic should continue to be included in the
Station Assurance Visits with the proposal to extend
these annual visits to support services being properly
considered. This would provide further assurance that
Business Continuity Plans were being exercised on a
regular basis.

Agreed Actions: The service’s exercise planner
platform is currently being developed to capture
exercising of Business Continuity plans.
Implementation Date: 01/08/2020

We expected that the Service Procedure relating to Business Continuity would be subject to regular
review to ensure its contents remained accurate and up to date.
We found that the Service Procedure provided to us relating to Business Continuity Management
was dated June 2017 and had been due for review in June 2019. As such, we requested sight of
the revised version, having been informed that the Service Procedure had been reviewed in 2019 in
preparation for the inspection undertaken by Her Majesty's Inspectorate of Constabulary and Fire &
Rescue Services (HMICFRS) although it had not been published on Fireview.
However, we were subsequently informed that the review of the Service Procedure had been put on
hold due to work being carried out to ascertain whether the Fire Service could collaborate and
utilise the service of Derbyshire Constabulary's Business Continuity Adviser. As such, the review of
the Service Procedure had been postponed until June 2020.
If the Service Procedure is not reviewed in line with the timeframe stipulated, there is a risk that the
guidance could contain inaccurate information. This may lead to officers following incorrect advice
and guidance and could compromise the efficient and effective working of the Service's Business
Continuity arrangements.
Recommendation 5

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: The Service Procedure for
Business Continuity Management had not been subject
to review in accordance with the review period
stipulated.

Issue Accepted

Suggested Actions: We recommend that the Service
Procedure is reviewed in line with the review period
stipulated. This would serve to ensure its content

Agreed Actions: The Station Manager is currently
reviewing and updating the Business Continuity Service
Procedure. This will reference the new training package
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remains accurate and fit for purpose with organisational
changes and any key process changes appropriately
documented. Once reviewed and approved, the Service
Procedure should be published on Fireview in the month
of issue.

3.1.6

which has been developed and the exercising and
recording of Business Continuity plans in all portfolios.
Implementation Date: 01/07/2020

We expected that consideration would have been made regarding the potential to merge Business
Continuity plans where other blue light services share the same building or departments share
office areas.
We found that the Fire Service had a total of 46 Business Continuity Plans, covering each function
within the Service. Prior to undertaking this internal audit review, we understood that the Fire
Service had acknowledged the number of plans in place was considered to be excessive and were
intending to conduct a review to ultimately, reduce these in number. This would be achieved by the
potential to merge plans where it was considered possible to do so, particularly where departments
shared office areas or where other blue light services shared the same building.
We were informed by the Area Manager for Operational Training, Policy and Assurance and the
Group Manager in Organisational Development that whilst that had been the intention, this work
had been put on hold, primarily because of the summer 2019 inspection by Her Majesty's
Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) and also because the
current Business Continuity arrangements work. Whilst it was acknowledged it may not be
considered efficient or effective to have 46 plans in place, the Fire Service had decided to continue
with the current arrangement as it had been recognised that the processes were thorough and
worked. However, we were informed that a potential future review in this area had not been ruled
out to seek to reduce the number of plans in place.
If the Fire Service continues to operate with a large number of Business Continuity Plans in place,
there is a risk that resources will be wasted through the administrative burden brought about by
maintaining an excessive number of plans. This would not be considered an efficient and effective
way of using resources and takes officer time away from other tasks. As such, there is a risk of a
financial cost to the Fire Service.
Recommendation 6

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: The Fire Service had a large
number of Business Continuity Plans in place and had
not conducted an exercise to identify opportunities to
reduce these in number by streamlining similar plans.

Issue Accepted

Suggested Actions: We recommend and support the
Fire Services' intention to review its current Business
Continuity arrangements. We recommend that the Fire
Service consider how best it can seek to reduce the
number of plans in place, particularly where
departments share the same office areas or other blue
light services share the same building with the Fire
Service.

Agreed Actions: While the Service does have a large
amount of plans in place this area was marked highly in
the HMICFRS audit and report. A review will take place
but this review may not recommend the reduction in the
number of plans. It may recommend the streamlining of
plans and ensuring the removal of any duplication.
Business Continuity plans have worked well during the
current pandemic and have ensured the Services ability
to provide frontline services and the continuation of
essential support services
Implementation Date: 31/12/2020

3.1.7

We expected that the contingency arrangements documented within the Business Continuity Plans
would be practical and efficient and accord with the contingency arrangements of other Services
plans.
As referred to above, we found that there were 46 Business Continuity Plans in place. As such, we
queried whether there was the potential for the same or similar contingency arrangements to have
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been stated by different departments within their plans which could, in turn, lead to a lack of
capacity at the alternative location etc.
We discussed this issue with the Area Manager for Operational Training, Policy and Assurance and
the Group Manager in Organisational Development who confirmed that there was the potential for
several departments to have recorded the same alternative location/arrangements within their
Business Continuity Plans. However, the Group Manager in Organisational Development stated that
he considered this to be less of an issue as there was considered to be sufficient capacity
throughout the county to accommodate support staff, coupled with the ability to work from home.
During our discussions, several random plans were viewed and all had different alternative
locations recorded as their contingency arrangements. As such, this was deemed to be less of a
risk to the Fire Service than first thought, although it was agreed that there was a benefit to be had
from undertaking a cross referencing exercise to gain assurance that any risk did not become a
reality.
If an exercise is not undertaken to cross reference the contingency arrangements/alternative
locations specified in Business Continuity Plans, there is a risk that the same arrangements will
have been recorded in several plans. This could result in capacity issues at the alternative location
which could impact on the Fire Services' ability to recover and deliver its services. This could result
in a financial cost to the Service and reputational damage in the event the incident became public
knowledge.
Recommendation 7

Summary Response

Risk Rating: Low Risk

Responsible Officer: Dean Gazzard

Summary of Weakness: The Fire Service had not
cross referenced the contingency
arrangements/alternative locations that departments had
specified within their plans so there was the potential of
duplication leading to capacity issues.

Issue Accepted

Suggested Actions: We recommend the Fire Service
consider cross referencing the contingency
arrangements specified in Business Continuity Plans.
This would serve to ensure duplicate arrangements have
not been recorded in the plans leading to capacity
issues should departmental officers all descend on the
same alternative location.

Agreed Actions: Duplicate areas have been removed
from plans. All plans have been effective during the
current pandemic.
Implementation Date: Implemented
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AUDIT PLAN
Progress on Audit Assignments
The following table provides the Governance & Performance Working Group with information on how
audit assignments were progressing as at 12 June 2020.

2020-21 Jobs
Treasury Management
Risk Management
Joint Working Arrangements
Data Recovery Capabilities
Security Awareness
IT Infrastructure
Workforce Planning
B/Fwd Jobs
Joint Assets
Business Continuity
Data Quality & Performance Management
Cyber Security

Status
Allocated
Not Allocated
Not Allocated
Final Report
In Progress
Not Allocated
Not Allocated
Status
Draft Report
Final Report
Final Report
Final Report

%
Complete
0%
0%
0%
100%
20%
0%
0%
%
Complete
95%
100%
100%
100%

Assurance Rating

Limited

Assurance Rating
Reasonable
Reasonable
Limited

Audit Plan Changes
It is highly likely that the delivery of the 2020-21 Audit Plan will be affected by the Covid-19 pandemic.
The disruption to services caused by the lockdown, staff secondments into front-line services and
increased sickness levels will inevitably lead to delays in our audits and a reduction in audit coverage.
We are not currently in a position to determine exactly what that reduction will be. Accordingly, we
have decided not to make any changes to the 2020-21 Audit Plan at this time.
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AUDIT COVERAGE
Completed Audit Assignments
Between 1 Feb 2020 and 12 June 2020, the following audit assignments have been finalised since the
last progress update was given to the Governance & Performance Working Group.

Audit Assignments Completed in Period

Cyber Security
Data Quality & Performance Management
Business Continuity
Data Recovery Capabilities

Assurance Rating
Limited
Reasonable
Reasonable
Limited

TOTALS

Recommendations Made
Critical Significant
Moderate
Risk
Risk
Risk
0
0
6
0
0
1
0
0
0
0
1
3
0
1
10

Low
Risk
0
4
7
2
13

% Recs
Closed
33%
0%
43%
0%
21%

Cyber Security

Control Objectives Examined

Ensure the Service has an effective vulnerability management
program in operation.
TOTALS

Controls
Evaluated

Adequate
Controls

Partial
Controls

Weak
Controls

6

0

0

6

6

0

0

6

Summary of Weakness

Risk Rating

Agreed Action Date

Sensitive data extracts and backup files relating to Snowdrop (HR), Gartan (files
relating to Payroll) and IRS (Incident Recording System) were accessible to all
users of the DFRS network, which breached data protection principles.

Moderate
Risk

Implemented

Trend Micro OfficeScan Agent was not installed on 12 Windows 10
desktops/laptops. Another Windows 10 laptop was also running a significantly
outdated version of the Agent.

Moderate
Risk

31/05/2020

Application of critical Microsoft security updates was not consistent across the
network and left live systems vulnerable to known exploits.

Moderate
Risk

30/09/2020

Patching of 3rd party applications (i.e. iTunes, Google Chrome, Adobe Reader,
Adobe Flash, Java etc.) had left some devices significantly outdated and therefore
left the Service’s network vulnerable to known security exploits.

Moderate
Risk

30/09/2020
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Software version upgrade plans were not completely effective as obsolete out of
support software (e.g. Windows 7) was still running on a number of devices
actively connecting to the Service’s network.

Moderate
Risk

30/10/2020

Whilst licences had been purchased for a commercial vulnerability scanning tool,
at the time of review there had not been a process in place to frequently scan the
network for potential vulnerabilities on a weekly/monthly basis.

Moderate
Risk

30/09/2020

Data Quality &
Performance
Management
Controls
Evaluated

Adequate
Controls

Partial
Controls

Weak
Controls

The reported performance figures have been accurately
calculated.

5

5

0

0

The correct definition and/or guidance has been applied.

3

2

1

0

The systems used for collecting and recording the performance
data are adequate and robust.

7

6

1

0

The new website does not contain errors or inaccuracies.

4

0

0

4

19

13

2

4

Control Objectives Examined

TOTALS
Summary of Weakness

Risk Rating

Agreed Action Date

Guidance documents for the Service’s performance measures were aged or had
not been developed.

Low Risk

31/07/2020

Spelling errors existed on a small number of pages on the Fire Service’s website
at the time of testing.

Low Risk

31/10/2020

A number of accessibility issues existed on the website, including non-compliance
against the WCAG guidelines (web content accessibility guidelines), and the Fire
Service’s own accessibility policy.

Moderate
Risk

31/10/2020

A number of broken hyperlinks existed on pages on the Fire Service’s website.

Low Risk

31/10/2020

19 hyperlinks required usernames and passwords in order to view the content on
the Service’s website. These issues were found on a number of important pages,

Low Risk

31/10/2020
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such as those relating to the annual Statement of Accounts.

Business Continuity

Control Objectives Examined

Appropriate Business Continuity Management arrangements
have been established, which are efficient and are fully
embedded within the organisation, in accordance with the Civil
Contingencies Act 2004.
TOTALS

Controls
Evaluated

Adequate
Controls

Partial
Controls

Weak
Controls

12

5

7

0

12

5

7

0

Summary of Weakness

Risk Rating

Agreed Action Date

The officer temporarily undertaking the role of the Business Continuity Adviser
was unable to deliver all of the duties assigned to the role due to competing
demands on their time.

Low Risk

Implemented

Not all Business Continuity Plans had been subject to annual review.

Low Risk

Implemented

Information was not available to evidence how many Fire Service personnel had
completed the Business Continuity e-learning training package.

Low Risk

01/07/2020

A central register of business continuity exercises, as per the Service Procedure
was not being maintained.

Low Risk

01/08/2020

The Service Procedure for Business Continuity Management had not been subject Low Risk
to review in accordance with the review period stipulated.

01/07/2020

The Fire Service had a large number of Business Continuity Plans in place and
had not conducted an exercise to identify opportunities to reduce these in number
by streamlining similar plans.

Low Risk

31/12/2020

The Fire Service had not cross referenced the contingency
arrangements/alternative locations that departments had specified within their
plans so there was the potential of duplication leading to capacity issues.

Low Risk

Implemented
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Data Recovery
Capabilities

Control Objectives Examined

Ensure the Service has defined, documented and implemented
appropriate data recovery capabilities.
TOTALS

Controls
Evaluated

Adequate
Controls

Partial
Controls

Weak
Controls

13

7

0

6

13

7

0

6

Summary of Weakness

Risk Rating

Agreed Action Date

Some production servers were not subject to regular automated backups. In
addition, ICT projects did not always incorporate back up requirements for all
production servers within scoping documents or as part of defining business
requirements.

Moderate
Risk

31/07/2020

The Service was not conducting test restoration processes of backups in line with
a formal schedule to ensure backups were working properly.

Moderate
Risk

31/07/2020

Backups were not encrypted when stored on the Service’s network attached
storage devices.

Low Risk

31/07/2020

There was no Air Gapped backup source for production servers, and all backups
were written to network attached storage devices attached to the production
network infrastructure, in the same physical locations.

Significant
Risk

31/03/2021

The Service was only storing 8 weeks of backups for critical systems, which could
leave them susceptible to data recoverability risks if they were subject to a serious
'delayed payload' malware/ransomware 'time bomb' attack.

Moderate
Risk

31/12/2020

The latest security updates for the network attached storage management
software (QTS) had not been applied, and the software version in place at the
time of testing (March 2020) was only current as of December 2019.

Low Risk

31/07/2020
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RECOMMENDATION TRACKING
Final Report
Date

26-Mar-18
16-May-18
29-Apr-19
29-Apr-19
21-Oct-19
25-Nov-19
31-Jan-20
28-Apr-20
20-Apr-20
10-Jun-20
08-Jun-20

Audit Assignments with Open
Recommendations
Data Matching
Joint Contracts Review
Payroll
Main Accounting System
Fireview
Financial Management 2019-20
Corporate Credit Cards
Cyber Security
Data Quality & Performance
Management
Business Continuity
Data Recovery Capabilities

Recommendations Open
Action
Being
Future
Due
Implemented
Action

Assurance Rating

N/A
Reasonable
Comprehensive
Reasonable
Reasonable
Reasonable
Comprehensive
Limited

0
0
0
0
2
0
0
0

1
2
1
5
1
3
5
0

0
0
0
0
2
0
0
4

Reasonable

0

0

5

Reasonable
Limited

0
0
2

0
0
18

4
6
21

TOTALS

Action Due = The agreed actions are due, but Internal Audit has been unable to ascertain any
progress information from the responsible officer.
Being Implemented = The original action date has now passed and the agreed actions have yet to
be completed. Internal Audit has obtained status update comments from the responsible officer and
a revised action date.
Future Action = The agreed actions are not yet due, so Internal Audit has not followed the matter up.

Audit Assignments with
Recommendations Due
Data Matching
Joint Contracts Review
Payroll
Main Accounting System
Fireview
Financial Management
2019-20
Corporate Credit Cards
TOTALS

Significant
Risk
0
0
0
0
0

Action Due
Moderate
Risk
0
0
0
0
0

Low Risk
0
0
0
0
2

Being Implemented
Significant
Moderate
Low Risk
Risk
Risk
0
0
1
0
1
1
0
1
0
0
0
5
0
0
1

0

0

0

0

0

3

0
0

0
0

0
2

0
0

1
3

4
15

Page 9 of 11

Governance & Performance Working Group – 6 July 2020

Derbyshire Fire & Rescue – Audit Progress Report
Highlighted Recommendations
The following recommendations have not yet been implemented and are detailed for the
Performance & Governance Working Group’s scrutiny.

Being Implemented Recommendations
Joint Contracts Review
Summary of Weakness / Recommendation
A separate Call-Off Contract had not been signed between the Fire Authority and the
Waste Contractor for the supply of services.

Rec No. 9
Risk Rating

Moderate Risk

We recommend that the Fire Authority make arrangements for a Call-Off contract to
be drawn up and signed between themselves and the Waste Contractor, as soon as
practically possible, to ensure that terms and conditions are duly recognised and
legally enforceable.
Management Response/Action Details
The Solicitor/Monitoring Officer will draw up an agreement for both parties to sign.

Action Date
30/09/2018

Status Update Comments
Due to the new Temp Joint Director of Finance for Derbyshire Fire and Rescue Service
and Derbyshire Constabulary role, this matter may now be picked up elsewhere within
the Fire Service. Subsequently implementation of this recommendation has been
delayed and will be picked up later in the year.

Revised Date
31/03/2020

This is being dealt with by the Derbyshire Fire & Rescue Service Solicitor and has not yet
been finalised. This is being chased up and due for completion by 31 March 2020.

Corporate Credit Cards
Summary of Weakness / Recommendation
Two card holders had not signed to confirm they agreed to the usage and terms and
conditions of the corporate cards and one other card holder had not attended a
fraud briefing and awareness session.

Rec No. 2
Risk Rating

Moderate Risk

We recommend that all card holders are asked to read and sign the credit card
agreement, and attend a fraud awareness and briefing session to help to evidence
awareness and understanding of appropriate use of the card, safeguarding of the
card, and associated terms and conditions.
Management Response/Action Details
We need to brief one officer as all other card holders had been briefed as the cards
were issued to them.

Action Date
31/03/2020

Status Update Comments
Management requested additional time to implement the agreed actions due to the
COVID-19 crisis and its impact on workloads, resources and priorities.

Revised Date
31/10/2020
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Payroll
Summary of Weakness / Recommendation
There was an element of duplication in data entry on the HR and Payroll systems.
Additionally, the functionality of the systems also prohibits establishment checks to be
undertaken.

Rec No. 1
Risk Rating

Moderate Risk

We recommend that as part of plans to explore an integrated HR and Payroll system
(or alternative options to this) data entry, sharing of data, and system/module
interfaces should be explored and developed to ensure efficiency in the process and
prevent duplication of data entry wherever possible. Where data is entered only
once, a greater emphasis should be placed on checking the accuracy and
completeness of data, including establishment checks.
Management Response/Action Details
SLT have recommended that consideration be given to exploring the option of
replacing the current HR system, this would include, where possible, integration of
associated systems. Until this avenue is explored current processes will continue to be
followed.

Action Date
31/03/2020

Status Update Comments
Actions to address this issue were being aligned as part of the HR project. Officers
were anticipating a replacement IT system that would eliminate the issue from
reoccurring.

Revised Date
31/03/2021
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Appendix 1
DERBYSHIRE FIRE AND RESCUE AUTHORITY
ANNUAL GOVERNANCE STATEMENT 2019/20
Scope of Responsibility
Derbyshire Fire and Rescue Authority (the Authority) is responsible for ensuring that
its business is conducted in accordance with the law and proper standards, and that
public money is safeguarded and properly accounted for, and used economically,
efficiently and effectively. The Authority also has a duty under the Local Government
Act 1999 to make arrangements to secure continuous improvement in the way in
which its functions are exercised, having regard to a combination of economy,
efficiency and effectiveness.
In discharging this overall responsibility, the Authority is responsible for putting in
place proper arrangements for the governance of its affairs facilitating the effective
exercise of its functions, and which includes arrangements for the management of
risk.
The Authority has approved and adopted an updated Code of Corporate
Governance, which is consistent with the principles of the CIPFA/SOLACE
Framework.
“Delivering Good Governance in Local Government.”
Included within the Code are the following core principles:1.

Behaving with integrity, demonstrating strong commitment to ethical values,
and respecting the rule of law.

2.

Ensuring openness and comprehensive stakeholder engagement.

3.

Defining outcomes in terms of sustainable economic, social, and environmental
benefits.

4.

Determining the interventions necessary to optimise the achievement of the
intended outcomes.

5.

Developing the entity’s capacity, including the capability of its leadership and
the individuals within it.

6.

Managing risks and performance through robust internal control and strong
public financial management.

7.

Implementing good practices in transparency, reporting, and audit to deliver
effective accountability.

(A copy of the code, setting out the core and supporting principles, what the
Authority commits itself to do and how it will do this can be found on our website at:
Link to be inserted following approval of the Local Code of Corporate Governance
(Appendix B) and uploaded to the Website
DRAFT Annual Governance Statement 2019/20
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This statement explains how the Authority has complied with the code and also
meets the requirements of regulation 6(2) of the Accounts and Audit Regulations
2015 in relation to the publication of a statement on internal control.
The Purpose of the Governance Framework
The Governance Framework primarily includes systems and processes and culture
and values by which the Authority directs and controls its activities and engages with
the community. It enables the Authority to monitor the achievement of its strategic
objectives and to consider whether those objectives have led to the delivery of
appropriate, cost-effective services.
The system of internal control is a significant part of that framework and is designed
to manage risk to a reasonable level. It cannot eliminate all risk of failure to achieve
policies, aims and objectives and can therefore only provide reasonable and not
absolute assurance of effectiveness. The system of internal control is based on an
on-going process designed to identify and prioritise the risks to the achievement of
the Authority’s policies, aims and objectives, to evaluate the likelihood of those risks
being realised and the impact should they be realised, and to manage them
efficiently, effectively and economically.
The Governance Framework has been in place at the Authority for the year ended
31 March 2020 and up to the date of approval of the 2019/20 Statement of Accounts.
The Governance Framework
The key elements of the Authority’s governance framework include:
a)

The Members Handbook which includes key documents such as the Standing
Orders, Scheme of Delegation, Code of Corporate Governance and the
Members’Code of Conduct sets out the Authority’s powers, services and forms
part of the Authorities Constitution which sets out the Authority’s powers,
services and the procedures to be followed to ensure that decisions made by
the Authority are transparent and properly accounted for.

b)

The Authority operates a Committee Structure aligned to strategic objectives,
with agreed Terms of Reference:
 The Governance, Performance and Working Group (GPWG) Audit
Committee - to advise on the adequacy and effectiveness of the Authority's
internal and external audit service and risk management arrangements,
which operates in line with the core functions identified in CIPFAs Audit
Committees – Practical Guidance for Local Authorities.
 Members Standards Committee – to provide advice and training for
Members and Co-opted members regarding matters relating to the Members
Code of Conduct and ethics.
 Inclusion and Equality Forum Committee - to monitor and constructively
challenge evidence of performance progress against objectives in the
Diversity & Inclusion Strategy and associated Fire and Rescue Service
Equality Framework.
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 Pensions Board - to assist Derbyshire Fire and Rescue Authority (the
Authority) in its role as the Scheme Manager of the Firefighters Pension
Scheme 1992, 2006 and 2014 (Scheme) A Pension Board, as required
under The Firefighters’ Pension Scheme (Amendment) (Governance)
Regulations 2015, was formed in 2015 to oversee compliance in the
operation of the Firefighters’ Pension Scheme (FPS). The Pension Board
met twice during 2018/19 and also had at least four training input sessions.
c)

The Governance and Performance Working Group (GPWG), as well as the
Authority itself, received regular reports on the Service’s performance
arrangements. Annual Performance and engaging easy to read Quarterly
Performance Reports are published on our website and shared through social
media channels.

d)

An approved Corporate Risk Register reported to GPWG, who will monitor and
make recommendations to the Fire Authority when necessary.

e)

An approved ‘Local Code of Corporate Governance’ in accordance with the
CIPFA/SOLACE Framework for Corporate Governance.

f)

The designation of the Chief Fire Officer as Chief Executive responsible to the
Authority for all Fire and Rescue matters.

g)

The designation of the Deputy Chief Fire Officer (DCFO) responsible on behalf
of the Chief Fire Officer/Chief Executive for ensuring that Health and Safety is
adopted within the strategic management and decision making processes of
the Service.

h)

The designation of the Solicitor as Monitoring Officer with the requirement to
report to the full Authority if it is considered that any proposal, decision or
omission would give rise to unlawfulness or maladministration.

i)

The designation of the Joint Director of Finance and Business Services
responsible for ensuring lawfulness and financial prudence of decision making.
The Joint role and financial management arrangements align with requirements
set out in CIPFAs Statement on the Role of the Chief Financial Officer in Local
Government.

j)

Following a review of the Strategic Leadership Team (SLT) and a consultation
process, a revised SLT structure was approved by the Authority to provide
resilience, balance workloads and also realign line management across the
wider Support Services. The new structure removed the Area Manager, People
and Organisation Development (Green/Grey Book) role and replaced this with a
Director of Corporate Services (Green/Grey Book) role. This post is to ensure
future resilience of decision making and day to day running of the Service in the
event of a major incident. The post will also place greater focus on providing
assurance to the Service.

k)

Clear management structure within the Service. The SLT is responsible for
determining policy, monitoring performance and developing service plans in line
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with the Authority’s overall strategic objectives and is assisted in this process
by the Service Management Team (SMT).
l)

Finance Planning process which includes the Medium Term Financial Strategy
and Plan. Compliance with data transparency requirements, including
publication of all key documents, committee agenda and minutes, pay policy
and publication scheme on the internet.

m)

In accordance with the Service Planning Cycle “Our Plan” (IRMP) for 2020/23 is
a three year plan linked to financial planning.

n)

“Our Plan” (IRMP) 2020/23 takes account of the requirements of the 2018 Fire
and Rescue National Framework for England, providing an assessment of the
risks facing our communities and personnel and the measures taken to mitigate
those risks. Our Plan (IRMP) describes our aims, priorities, equality objectives
and values, setting out our ambitions and how we will deliver them in the
medium term. The current plan covering 2020-2023 can be found on our
website at:
https://www.derbys-fire.gov.uk/about-us/corporate-plans

o)

Annual Action Plan details the activities we will undertake to deliver the strategy
set out in “Our Plan”. The current plan covering 2020/21 was approved this
year and can be found on our website at:
https://www.derbys-fire.gov.uk/about-us/corporate-plans

p)

Staff are informed of the Whistleblowing Policy which is available on the
internal intranet and also published on the external website together with well
publicised arrangements for dealing with complaints. The service recorded 12
complaints from members of the public for this reporting period. The majority of
complaints resulted in corrective action and information sharing between
departments for service improvement.

q)

A Fire / Police Strategic Collaboration Board and Fire / Fire Strategic
Collaboration Board are in place to develop a number of collaborative
workstreams.

r)

Staff at all levels within the Service have been actively engaged and consulted
with during 2019/20 in the form of a cultural suvey and Engagement Forums.
The outcomes have been considered and areas included in portfolio action
plans to ensure areas raised by staff are included in the future development of
the Service.

s)

SLT and SMT undertook 360 degree appraisal and feedback via an external
coach to support personal and leadership development. The Monitoring Officer
and a member of SLT were all successful in securing a place on the Executive
Leadership Programme 2019. Member development days during 2019/20
included input from Her Majesty’s Inspectorate of Constabulary and Fire &
Rescue Services inspection, Operational Learning from Toddbrook, Grenfell
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and EU Exit preparations. There is a Member ‘Buddy’ system in place whereby
a member of SLT is partnered with Members and also the Police and Crime
Commissioner (PCC) to provide coaching and support.
t)

The DCFO chairs the Health and Safety Committee and ensures the Service
has robust internal controls including appropriate targets to measure its
performance and systems for review and learning which in turn sets a positive
safety culture.

u)

Four scheduled Members Planning Days.

v)

An approved Treasury Management Strategy and Prudential Indicators.

w)

An approved Derbyshire Fire and Rescue Authority Performance and Risk
Framework supported by the Performance and Risk Framework Policy.

x)

A Protective Marking Scheme (based upon the Her Majesty’s Government
Security Policy Framework 2018).

y)

Awards received by DFRS:
 Emergency Service of the Year 2019 – Excellence in Fire and Emergency
Awards 2019
 Leader of the Year – APD Control Room Awards 2020
 Stonewall Top 100 Employer 2020
 East Midlands Regional LGBT Champion 2020
 East Midlands Regional LGBT Role Model of the Year 2020

z)

The Authority and the Police Fire Strategic Collaboration Board approved a
move to form a joint Property department for Derbyshire Police (DP) and DFRS
subject to appropriate consultation using Transfer of Undertakings Protection of
Employment Regulations (TUPE). This was identified as part of a second
phase of collaboration between DP and DFRS and came as a recommendation
from an evaluation of the Head of Joint Strategic Assets (Police and Fire) role
carried out by an external company (RealWorldHR Limited). The joint Property
department for DP and DFRS was completed in December 2019.

aa) Consultation took place on our Council Tax Precept for 2019/20 and a number
of responses were received from our community. This allowed Fire Authority
Members to make decisions on this matter.
bb) In line with legislative requirements DFRS published its Gender Pay Gap
Report by the end of March 2020.
cc)

Comprehensive suite of strategies and policies in place and regularly reviewed.

dd) DFRS Programme Board provides oversight across servicewide projects and
corporate programmes of work chaired by the DCFO.
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ee) A Communication Strategy and Consultation Strategy for employees and
stakeholders.
ff)

A Statement of Assurance and Annual Report (Our Year) setting out the
Authority’s priorities, how the Authority spent money on achieving these during
the last financial year.

Review of Effectiveness
The Authority has responsibility for conducting, at least annually, a review of the
effectiveness of its governance framework including the system of internal control.
Each year the Monitoring Officer produces an annual report to the the DFRS
assurance on legal and ethical issues. The review of effectiveness is informed by
the work of the GPWG within the Authority who have responsibility for the
development and maintenance of the governance environment, the Internal Auditors
annual report, and also comments made by the External Auditors and other review
agencies and inspectorates.
In maintaining and reviewing the effectiveness of the Authority’s governance
arrangements the following have been considered:

A new Integrated Risk Management Plan named ‘Our Plan 2020-2023’ was
approved as a draft by the Authority in February 2020 and as a final version in
March 2020 under delegated powers by the CFO. An update to ‘Our Plan’ will
be added to advise the public of the impact of the coronavirus pandemic on
year one projects.



A revised Annual Service Plan has been agreed for 2020/21, providing clarity,
both internally and externally, on our priorities set out in the IRMP, as well as
setting out the projects and actions that will be delivered, developed or
reviewed during the coming year against each of our priorities. This is
supported by Portfolio Delivery Plans and area and local performance groups to
ensure performance targets are met.



A Fire and Police Strategic Collaboration Board and Fire / Fire Collaboration
Board meet regularly, reporting through to Members.



Comprehensive service review process in place, comprising external views in
the form of HMICFRS Inspection/Peer Assessment/Operational Assurance
review, External Audit reviews, Internal Audit reviews and internal reviews
undertaken by our own staff.



The first independent review by Her Majesty’s Inspectorate of Constabulary and
Fire and Rescue Services (HMICFRS) has seen Derbyshire Fire & Rescue
Service (DFRS) awarded a ‘good’ rating in all three assessment areas and
acknowledged as ‘outstanding’ for promoting the right values and culture
across the Service.
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GPWG has continued its scrutiny reviews for the period 2019-20 as follows:
 Joint Control Project
 Human Resources System Replacement
 HMICFRS and Home Office Response Statistics



Under the Regulatory Reform (Fire Safety) Order 2005, the Authority has the
power to prosecute for failures in fire safety in non-domestic premises. In
2019/20 four matters were successfully prosecuted with costs awarded. As a
result of fire investigations and routine Fire Safety Audits there are currently
four cases being prosecuted and other cases are being considered for
prosecution.



A Risk Management Strategy and framework which ensures that risks to the
Service’s objectives are identified and appropriately managed.



Comprehensive Business Continuity arrangements are in place and tested on a
regular basis.



An Operational Assurance Team undertake a programme of service wide
station assurance visits to identify areas for improvement and track these
through to completion, publicising any improvements through a regular
newsletter, thus enhancing operational preparedness, operational response
and operational learning.



Central Midlands Audit Partnership, our Internal Auditor, have reached the
overall opinion that there is a ‘Satisfactory System of Governance, Risk and
Internal Control’. Findings indicate that on a whole, controls are satisfactory,
although some enhancements may have been recommended. The audit plan
for the period 2019/20 covered:











Financial Management 2019-20
Joint Assets
Financial Assurance
Data Quality & Performance Management
Corporate Credit Cards
Fireview
Cyber Security
Business Continuity
Main Accounting System*
Payroll/Officers Expenses & Allowances*

*Note: Carried forward jobs from 2018/19



Ernst & Young LLP, are the appointed External Auditor. We await an audit
opinion for the period 2019/20. Ernst & Young LLP’s external audit plan
summarises their initial assessment of the key risks driving the development of
an effective audit for the Authority, and outlines their planned audit strategy in
response to those risks.
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The effectiveness of the governance framework is considered throughout the
year by SLT, GPWG and the Authority. Much of this is discharged through
internal reports such as the quarterly financial accounts and the quarterly
Performance Reports as well as the work of Internal and External Audit. Any
significant issues are captured via the risk management system and considered
by the Fire Authority where appropriate.

Coronavirus impact on Governance Arrangements
In the Coronavirus Act provision has been made for regulations to be issued to
amend the legislation around loacal authority meetings. The local Authorities and
Police and Crime Panels (Coronavirus) (Flexibility of Local Authority and Police and
Crime Panel Meetings) (England and Wales) Regulations 2020 are available and
provide a guide to the provision of online meetings and allow decisions to be made.
As a result, approval of the AGS and statement of accounts, can proceed even if a
physical meeting cannot be held.
The ability of the service to ensure provision to carry out its core duties has and
continues to be affected by the current pandemic however our emergency response
has not been affected to date. An organisational Business Continuity plan has been
produced which is being continuously monitored by the SLT. Leads have been
nominated to carry out the requirements of the plan to ensure the service is able to
respond to emergency incidents. All non-essential services are continually under
review and in some cases have been withdrawn/suspended.
In view of the coronavirus pandemic, a strategic decision was made to mitigate
against a potential spread of the virus by creating smaller “self contained” Districts
across the county. This was done to ensure the ability to maintain an effective
operational response and minimise sickness levels. This strategy has proved
successful and will feed in to the current review of our Service Delivery model, which
is intended to realign our ways of working to the evolving needs of our communities.
As part of the national response to Coronavirus a national tri-partite agreement was
reached between the National Fire Chiefs Council, National Joint Council and the
Fire Brigades Union detailing areas of work which could be undertaken by Fire and
Rescue Service personnel.
Derbyshire Fire & Rescue Service (DFRS) have undertaken additional activities
outside of its normal business in line with the national agreement.
DFRS carried out work in the following areas:







Delivery of pharmaceuticals to vulnerable people
Driving acute care ambulances
Delivery of Personal Protective Equipment to ambulance stations
Distribution of food parcels
Telephone befriending service
Face fit testing for hospital staff

The quarterly Health and Safety Committee has been rescheduled to a weekly to
review rapid changes furing the response to the Covid pandemic. Comprehensive
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risk assessments were carried out for each work stream in agreement with
representative bodies. All employees carried out work under their current terms and
conditions of employment. Where required full training and inductions were given to
employees to allow them to carry out additional activities safely. Service level
agreements were put in place and signed off by all relevant parties.
Significant Governance Issues and Risks
The Corporate Risk Register is reported to GPWG by the Director of Corporate
Services, who will monitor and make recommendations to the Fire Authority where
necessary.
The service as part of the wider public sector faces significant uncertainty in relation
to the impact of coronavirus. Whilst the direct impact of the pandemic has not been
felt as acutely as some other NHS and local authority partners, the medium term
financial affect will be undeniable.
The Medium Term Financial Plan (MTFP) outlines the assumptions, including pay
and inflation increases, growth and savings, contained within budget estimates. The
most significant financial impact of the virus will be on future income and government
funding. At present the effect on future NNDR and Council Tax income is
unknown.
In addition the government has provided significant funding to combat the virus and
support individuals, businesses and front line services. However the level of ongoing
government support and the effect of any potential measures introduced to help fund
the national Covid 19 bill are currently unknown. Further uncertainty has been
introduced by the understandable delay of the fair funding review and the retained
business rate review. Both of these areas have the potential to significantly affect
the future financial position of the service. The service remains in on going contact
with the billing authorities to understand the pandemics effect on the local economy
and tax payers and awaits further guidance from the government.
The emerging changes will be reflected in the MTFP as soon as further information
is available. The service continues to work to the published ‘Our Plan 2020-2023
(IRMP) and MTFP.
Following the first inspection of Effectiveness, Efficiency and People, by HMICFRS in
June 2019, steps have been taken to react to inspection outcomes and prepare
the Service for the next inspection in 2021. This includes development of an action
plan to address areas for improvement identified, monitored through the SMT and
Programme Board.
Reviews of policies and procedures and action plans in place to address the
outcomes from the Grenfell phase one report.
Improvement Areas
Whilst no significant governance issues were identified, the following new areas for
improvement, are listed below.
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Conduct a lessons learned review of the arrangements put in place for the
coronavirus pandemic.
We continue to proactively identify collaborative opportunities with the Police, Fire
and other bodies. Collaboration opportunities realised during this financial year
include:








Procurement of a joint IT Fleet Management system and co-location with DP.
Joint Prevention and Inclusion Strategy with DP.
Body Worn Videos
Method of Entry to assist EMAS in medical emergencies
Joint Control live since July 2019.
Joint project to audit and inspect tall, multi-occupied, residential buildings
launched with Derby City Council (Housing Standards)

Organisational learning from the emergency incident involving the dam at Toddbrook
reservoir, Whaley Bridge.
Conclusion
On the basis of the review of the sources of assurance set out in this statement, we
are satisfied that Derbyshire Fire and Rescue Authority and Derbyshire Fire and
Rescue Service has in place a satisfactory system of internal control which facilitates
the effective exercise of its functions and which includes arrangements for the
management of risk.
The Annual Governance Statement is therefore recommended to the Authority for
approval.

Signed…………………………………………………..
Councillor Kevin Buttery - Chair of Derbyshire Fire & Rescue Authority

Signed…………………………………………………..
Gavin Tomlinson – Chief Fire Officer/Chief Executive of Derbyshire Fire &
Rescue Service
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Appendix 2

DERBYSHIRE FIRE & RESCUE
SERVICE
LOCAL CODE OF CORPORATE
GOVERNANCE
Providing Assurance by making sure
“The right things are being done in the
right way, for the right people in a timely
inclusive open honest and accountable
way”
Introduction
Our Local Code of Governance has been created to provide
assurances to our communities of our obligation to deliver good
governance in all that we do. Under the Accounts and Audit
Regulations 2015 regulation 4(3), all authorities are required to
undertake a review of their governance arrangements each year.

Core Principles
The code is divided into seven core principles, these have been
adopted from the CIPFA/SOLACE framework document ‘Delivering
Good Governance in Local Government’ (2016).
Each of the core principles (A-H) covers a particular aspect of The
Authorities responsibilities for corporate governance. Under each
of the principles, the means by which The Authority will meet and
demonstrate its commitment is evidenced in more detail in the Local
Code of Corporate Governance Framework.
Defining the Core Principles and Sub Principles of good
governance
The diagram below, from the Delivering Good Governance
Framework (2016), illustrates how the principles for good
governance in the public sector relate to each other. Principles A
and B inform implementation of principles C-G, Principle H is the
requirements aligned to the Fire National Framework:

Derbyshire Fire & Rescue Authority (the Authority) is responsible for
ensuring that its business is conducted in accordance with the law
and proper standards, and that public money is safeguarded,
properly accounted for and used economically, efficiently and
effectively. The Authority also has a duty under the Local
Government Act 1999 to make arrangements to secure continuous
improvement in the way in which its functions are exercised, having
regard to a combination of economy, efficiency and effectiveness.

1
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Principle A: Behaving with integrity, demonstrating strong commitment to ethical values, and respecting the rule of law
Supporting
Principles
Behaving with
integrity

The Authority will meet the requirements of this principle by:
Ensuring Members and officers behave with integrity and lead a
culture where acting in the public interest is visibly and
consistently demonstrated thereby protecting the reputation of
the organisation.

This will be evidenced by:






Members Code of Conduct
Employee Code of Conduct
Induction for new Members and staff on
standard of behaviour expected
Performance appraisals
Financial Regulations, Procedures and
Standing Orders

Ensuring Members take the lead in establishing specific standard
values for the organisation and its staff and that they are
communicated and understood. These should build on the Seven
Principles of Public Life (the Nolan Principles).




Authority values
Our Plan
2020-2023
(IRMP)

Leading by example and using these values as a framework for
decision making and other actions.





Declarations of interests
Members Handbook
Governance and Performance Working
Group
Committee terms of reference
Annual Governance Statement link to
be added once approved
Annual Assurance Statement – link to be
added once approved





Demonstrating, communicating and embedding the values
through appropriate policies and processes which are reviewed
on a regular basis to ensure that they are operating effectively.








Whistleblowing policy
Complaints procedure
Dignity at Work Policy
Register of interests (members
and staff) Register of gifts and
hospitality
Annual Governance Statement
Annual Assurance Statement
2
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Demonstrating
strong
commitment to
ethical values

Respecting the
rule of law

Seeking to establish, monitor and maintain the organisation’s
ethical standards and performance.






Underpinning personal behaviour with ethical values and
ensuring they permeate all aspects of the organisation’s culture
and operation.

 Codes of conduct
 Authority values
 Annual appraisal

Developing and maintaining robust policies and procedures
which place emphasis on agreed ethical values.

 Annual appraisal
 Procurement strategy

Ensuring that external providers of services on behalf of the
organisation are required to act with integrity and in compliance
with high ethical standards expected by the organisation.

 Partnerships
 Procurement strategy

Ensuring members and staff demonstrate a strong commitment
to the rule of the law as well as adhering to relevant laws and
regulations.

 Financial regulations
 Statutory officers

Creating the conditions to ensure that the statutory officers, other
key post holders and members are able to fulfil their
responsibilities in accordance with legislative and regulatory
requirements.

 Job description/specifications
 Compliance with CIPFA’s Statement on the
Role of the Chief Financial Officer in Local
Government (CIPFA, 2015)
 Scheme of delegation

Dealing with breaches of legal and regulatory provisions
effectively.

 Solicitor and Monitoring Officer

Ensuring corruption and misuse of power are dealt with
effectively.

 Financial regulations
 Anti-fraud policies and procedures

Bullying and harassment strategy
Codes of conduct
Authority values
Annual appraisal
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Principle B: Ensuring openness and comprehensive stakeholder engagement
Supporting
Principles
Openness

Engaging
comprehensively
with institutional
stakeholders

The Authority will meet the requirements of this principle
by:
Ensuring an open culture through demonstrating, documenting
and communicating the organisation’s commitment to
openness.

This will be evidenced by:
 Annual report – link to be added once
approved
 Freedom of Information Requests link to be
added once this years uploaded
 Publication scheme
 Annual Governance Statement
 Annual Assurance Statement
 Compliance with the Transparency code
2015
 Authority website

Making decisions that are open about actions, plans, resource
use, forecasts, outputs and outcomes. The presumption is for
openness. If that is not the case, a justification for the reasoning
for keeping a decision confidential should be provided.

 Publication of Committee agendas and
minutes
 Public meetings

Providing clear reasoning and evidence for decisions in both
public records and explanations to stakeholders and being
explicit about the criteria, rationale and considerations used. In
due course, ensuring that the impact and consequences of
those decisions are clear.

 Authority/Committee timetable Reporting
format
 Authority agendas and minutes

Using formal and informal consultation and engagement to
determine the most appropriate and effective interventions/
courses of action.

 Consultation website page – Have your say

Effectively engaging with stakeholders to ensure that the
purpose, objectives and intended outcomes for each stakeholder
relationship are clear so that outcomes are achieved successfully
and sustainably.
Developing formal and informal partnerships to allow for
resources to be used more efficiently and outcomes achieved
more effectively.

 Consultation website page – Have your say

 Partnership framework
 Police/Fire Strategic Collaboration Board
 Fire/Fire Strategic Collaboration Board
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Engaging
stakeholders
effectively,
including individual
citizens and service
users

Ensuring that partnerships are based on:
 trust
 a shared commitment to change
 a culture that promotes and accepts challenge among
partners
 and that the added value of partnership working is explicit

 Partnership framework

Establishing a clear policy on the type of issues that the
organisation will meaningfully consult with or involve individual
citizens, service users and other stakeholders to ensure that
service (or other) provision is contributing towards the
achievement of intended outcomes.

 Consultation strategy

Ensuring that communication methods are effective and that
members and officers are clear about their roles with regard to
community engagement.

 Consultation strategy

Encouraging, collecting and evaluating the views and
experiences of communities, citizens, service users and
organisations of different backgrounds including reference to
future needs.

 Consultation

Implementing effective feedback mechanisms in order to
demonstrate how their views have been taken into account.

 Consultation website page – Have your say
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Principle C: Defining outcomes in terms of sustainable economic, social, and environmental benefits
Supporting
Principles

Sustainable
economic, social
and environmental
benefits

The Authority will meet the requirements of this principle
by:
Having a clear vision which is an agreed formal statement of the
organisation’s purpose and intended outcomes containing
appropriate performance indicators, which provides the basis for
the organisation’s overall strategy, planning and other
decisions.
Specifying the intended impact on, or changes for, stakeholders
including citizens and service users.

This will be evidenced by:
 Our Plan 2020 -2023 (IRMP)
 Annual Service plan

 Our Plan 2020 - 2023 (IRMP)
 Annual Service plan

Delivering defined outcomes on a sustainable basis within the
resources that will be available.

 Performance reports (quarterly reports to
be uploaded to this page

Identifying and managing risks to the achievement of outcomes.

 Risk management policy
 Corporate Risk Register

Considering and balancing the combined economic, social and
environmental impact of policies, plans and decisions when
taking decisions about service provision.

 Capital Programme

Taking a longer-term view with regard to decision making,
taking account of risk and acting transparently where there are
potential conflicts between the organisation’s intended
outcomes and short-term factors such as the political cycle or
financial constraints.
Determining the wider public interest associated with balancing
conflicting interests between achieving the various economic,
social and environmental benefits, through consultation where
possible, in order to ensure appropriate trade-offs.








Ensuring fair access to services.

 Equality Impact Assessments

Our Plan 2020 - 2023 (IRMP)
Medium Term Financial Strategy
Medium Term Financial Plan
Corporate Risk Register
Member briefings
Consultation strategy
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Principle D: Determining the interventions necessary to optimise the achievement of the intended outcomes
Supporting
Principles
Determining
interventions

Planning
interventions

The Authority will meet the requirements of this principle
by:
Ensuring decision makers receive objective and rigorous
analysis of a variety of options indicating how intended
outcomes would be achieved and including the risks associated
with those options. Therefore ensuring best value is achieved
however services are provided.

This will be evidenced by:
 Committee report template
 Member briefings

Considering feedback from citizens and service users when
making decisions about service improvements or where
services are no longer required in order to prioritise competing
demands within limited resources available including people,
skills, land and assets and bearing in mind future impacts.






Establishing and implementing robust planning and control
cycles that cover strategic and operational plans, priorities and
targets.

 Authority/Committee timetable
 Calendar of dates for developing and
submitting plans and reports that are adhered
to
 Consultation strategy
 Representative body consultation
 Internal network groups
 Partnership framework

Engaging with internal and external stakeholders in determining
how services and other courses of action should be planned
and delivered.
Considering and monitoring risks facing each partner when
working collaboratively including shared risks.

Consultation strategy
Our Plan 2020 – 2023 (IRMP)
Annual Service Plan
Budget/Financial strategy

Establishing appropriate key performance indicators (KPIs) as
part of the planning process in order to identify how the
performance of services and projects is to be measured.

 Performance reporting

Ensuring capacity exists to generate the information required to
review service quality regularly.

 Performance reporting
 Strategic Planning Cycle

Preparing budgets in accordance with organisational objectives,
strategies and the Medium Term Financial Plan.

 Budget/Medium Term Financial plan
 Efficiency Plan
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Optimising
achievement of
intended outcomes

Informing medium and long term resource planning by drawing
up realistic estimates of revenue and capital expenditure aimed
at developing a sustainable funding strategy.

 Budget/Medium Term Financial Plan
 Efficiency Plan

Ensuring the medium term financial strategy integrates and
balances service priorities, affordability and other resource
constraints.

 Our Plan 2020 – 2023 (IRMP)
 Annual Service Plan
 Budget/Financial Strategy

Ensuring the budgeting process is all-inclusive, taking into
account the full cost of operations over the medium and longer
term.

 Budget/Medium Term Financial Plan
 Efficiency Plan

Ensuring the medium term financial strategy sets the context for
ongoing decisions on significant delivery issues or responses to
changes in the external environment that may arise during the
budgetary period in order for outcomes to be achieved while
optimising resource usage.

 Budget/Medium Term Financial Plan
 Efficiency Plan

Ensuring the achievement of ‘social value’ through service
planning and commissioning. The Public Services (Social
Value) Act 2012 states that this is “the additional benefit to the
community...over and above the direct purchasing of goods,
services and outcomes.”

 Procurement Strategy
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Principle E: Developing the entity’s capacity, including the capability of its leadership and the individuals within it
Supporting
Principles
Developing the
entity’s capacity

Developing the
capability of the
entity’s leadership
and other
individuals

The Authority will meet the requirements of this principle
by:
Reviewing operations, performance use of assets on a regular
basis to ensure their continuing effectiveness.

This will be evidenced by:
 Performance reports

Improving resource use through appropriate application of
techniques such as benchmarking and other options in order to
determine how the authority’s resources are allocated so that
outcomes are achieved effectively and efficiently.

 Service review

Recognising the benefits of partnerships and collaborative
working where added value can be achieved.

 Partnership framework

Developing and maintaining an effective workforce plan to
enhance the strategic allocation of resources.

 Workforce plan
 Organisational development plan

Developing protocols to ensure that elected and appointed
leaders negotiate with each other regarding their respective
roles early on in the relationship and that a shared
understanding of roles and objectives is maintained.
Publishing a statement that specifies the types of decisions that
are delegated and those reserved for the collective decision
making of the governing body.

 Job descriptions
 Member/officer protocol
 Member briefings





Scheme of delegation
Standing orders
Financial regulations
Terms of reference

Ensuring the leader and the chief executive have clearly defined
and distinctive leadership roles within a structure whereby the
chief executive leads the authority in implementing strategy and
managing the delivery of services and other outputs set by
members and each provides a check and a balance for each
other’s authority.







Scheme of delegation
Standing orders
Financial regulations
Terms of reference
People Strategy
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Developing the capabilities of members and senior
management to achieve effective shared leadership by:




ensuring members and staff have access to appropriate
induction
ensuring members and officers have the appropriate skills,
knowledge, resources and support to fulfil their roles and
responsibilities
ensuring personal, organisational and system-wide
development through shared learning, including lessons
learnt from governance weaknesses both internal and
external










Strategic “Buddy” Scheme
Standards Committee
Organisational Development Plan
Induction programme
Appraisals
Personal development plans
PESTLE Analysis
Job descriptions/person specifications

Ensuring that there are structures in place to encourage public
participation.

 Consultation strategy

Taking steps to consider the leadership’s own effectiveness and
ensuring leaders are open to constructive feedback from peer
review and inspections.














HMICFRS Inspection report
HMICFRS Action Plan
Standards Committee
Organisational Development Plan
Induction programme
Appraisals
Personal development plans
Standards Committee
Induction programme
Appraisals
Personal development plans
Debrief process







OHU
Fitness advisor
MIND blue light programme
Employee Assistance Programme
Critical Incident Welfare Support

Holding staff to account through regular performance reviews
which take account of training or development needs.

Ensuring arrangements are in place to maintain the health and
wellbeing of the workforce and support individuals in
maintaining their own physical and mental wellbeing.
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Principle F: Managing risks and performance through robust internal control and strong public financial management
Supporting
Principles
Managing risk

Managing
performance

Robust internal
control

The Authority will meet the requirements of this principle
by:
Recognising that risk management is an integral part of all
activities and must be considered in all aspects of decision
making.

This will be evidenced by:
 Risk management policy
 Corporate Risk Register

Implementing robust and integrated risk management
arrangements and ensuring that they are working effectively.

 Risk management policy
 Corporate Risk Register

Ensuring that responsibilities for managing individual risks are
clearly allocated.

 Risk management policy
 Corporate Risk Register

Monitoring service delivery effectively including planning,
specification, execution and independent post implementation
review.
Making decisions based on relevant, clear objective analysis
and advice pointing out the implications and risks inherent in the
organisation’s financial, social and environmental position and
outlook.

 Performance Reporting
 Programme Board

Encouraging effective and constructive challenge and debate on
policies and objectives to support balanced and effective
decision making.
Providing members and senior management with regular
reports on service delivery plans and on progress towards
outcome achievement.

 Terms of reference
 Training for Members






Committee timetable
Committee report template
Member briefings
Performance Reporting
Programme Board

Aligning the risk management strategy and policies on internal
control with achieving the objectives.






Risk Management Strategy
Internal Audit plan
External Audit Plan
Audit reports

 Committee timetable
 Committee report template
 Member briefings
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Managing data

Strong public
financial
management

Evaluating and monitoring the authority’s risk management and
internal control on a regular basis.

 Risk Management Policy
 Annual Governance Statement
 Annual Assurance Statement

Ensuring effective counter fraud and anti-corruption
arrangements are in place.

 Anti-fraud policy

Ensuring additional assurance on the overall adequacy and
effectiveness of the framework of governance, risk management
and control is provided by the internal auditor.






Ensuring an audit committee or equivalent group or function
which is independent of the executive and accountable to the
governing body: provides a further source of effective
assurance regarding arrangements for managing risk and
maintaining an effective control environment and that its
recommendations are listened to and acted upon.

 Audit committee Terms of Reference
 Training

Ensuring effective arrangements are in place for the safe
collection, storage, use and sharing of data, including processes
to safeguard personal data.
Ensuring effective arrangements are in place and operating
effectively when sharing data with other bodies.

 Designated Data Protection Officer
 GDPR policies and procedures

Reviewing and auditing regularly the quality and accuracy of
data used in decision making and performance monitoring.

 Data validation procedures

Ensuring financial management supports both long term
achievement of outcomes and short-term financial and
operational performance.
Ensuring well-developed financial management is integrated at
all levels of planning and control, including management of
financial risks and controls.

 Budget/Medium Term Financial Plan
 Efficiency Plan

Annual governance statement
Annual Assurance Statement
Internal audit
Audit Committee

 Data sharing agreements

 Budget monitoring reports
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Principle G: Implementing good practices in transparency, reporting, and audit to deliver effective accountability
Supporting
Principles
Implementing good
practice in
transparency

The Authority will meet the requirements of this principle
by:
Writing and communicating reports for the public and other
stakeholders in an understandable style appropriate to the
intended audience and ensuring that they are easy to access
and interrogate.
Striking a balance between providing the right amount of
information to satisfy transparency demands and enhance public
scrutiny while not being too onerous to provide and for users to
understand.

Implementing good
practices in
reporting

This will be evidenced by:
 Annual report
 Compliance with Data Transparency
requirements
 Senior Salary Information
 Gender Pay Gap updated link to be
added for this year
 Public Sector Equality Duty Report
updated link to be added for this year

Reporting at least annually on performance, value for money
and the stewardship of its resources.

 Annual report
 Annual financial statements Annual
Governance Statement Annual Assurance
Statement

Ensuring members and senior management own the results.

 Appropriate approvals by officers and
members

Ensuring robust arrangements for assessing the extent to which
the principles contained in the Framework have been applied
and publishing the results on this assessment including an
action plan for improvement and evidence to demonstrate good
governance (annual governance statement).

 Annual Governance Statement
 Annual Assurance Statement

Ensuring that the Framework is applied to jointly managed or
shared service organisations as appropriate.

 Annual Governance Statement
 Annual Assurance Statement

Ensuring the performance information that accompanies the
financial statements is prepared on a consistent and timely basis
and the statements allow for comparison with other similar
organisations.

 Annual report
 Budget/Medium term financial plan
 Efficiency Plan
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Assurance and
effective
accountability

Ensuring that recommendations for corrective action made by
external audit are acted upon
Ensuring an effective internal audit service with direct access to
members is in place which provides assurance with regard to
governance arrangements and recommendations are acted
upon.

 Annual Audit Report
 Annual Internal Audit report
 Compliance with CIPFA’s Statement on the
Role of the Head of Internal Audit (2010)
 Compliance with Public Sector Internal
Audit Standards

Welcoming peer challenge, reviews and inspections from
regulatory bodies and implementing recommendations.

 Peer challenge review
 Service Delivery Assurance Team

Gaining assurance on risks associated with delivering services
through third parties and that this is evidenced in the annual
governance statement.

 Annual Governance Statement
 Annual Assurance Statement

Ensuring that when working in partnership, arrangements for
accountability are clear and that the need for wider public
accountability has been recognised and met.

 Partnership framework

The DFRA will undertake an annual review of its governance arrangements and issue an annual governance statement with the published
accounts.
If you have any concerns about the way in which the Derbyshire Fire & Rescue Authority, Derbyshire Fire and Rescue Service, its Members,
officers or agents conduct business, please contact one of the following as appropriate.
Chief Fire Officer/Chief Executive - Gavin Tomlinson
Monitoring Officer / Solicitor - Louise Taylor
Joint Director of Finance for Derbyshire Fire and Rescue Service
and Derbyshire Constabulary - Simon Allsop
Internal Auditor - Mandy Marples
External Auditor – Helen Henshaw

Derbyshire Fire and Rescue Service Headquarters, Butterley Hall,
Ripley, Derbyshire DE5 3RS. Telephone: (01773) 305 305

Derby City Council. The Council House, Corporation Street, Derby
DE1 2FS. Telephone: (01332) 293111
Ernst & Young LLP, No 1 Colmore Square, Birmingham B4 6HQ.
Telephone: (0121) 535 2000
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ITEM 11
OPEN

DECISION

GOVERNANCE & PERFORMANCE WORKING GROUP
6 JULY 2020
REPORT OF CHIEF FIRE OFFICER/CHIEF EXECUTIVE
ANNUAL GOVERNANCE STATEMENT 2019/20

1.

Purpose of Report

1.1 To present Members with the Annual Governance Statement (AGS) for
2019/20 to consider and approve (Appendix 1).
1.2 To ask GPWG to propose some key subject matters to be reviewed in 2020/21
to support the Annual Governance Framework
1.3 To present members with a revised Local Code of Corporate Governance for
approval (Appendix 2)
2.

Recommendation

2.1 Members to recommend the AGS and Local Code of Corporate Governance for
2019/20 for approval by the Fire and Rescue Authority, and propose four key
subject matters to discuss in GPWG 2020/21.
3.

Information and Analysis

3.1 The Authority is normally required to prepare and approve the draft AGS by 30
June 2020 and publish the AGS as part of the Statement of Accounts by 31
July 2020. These dates were delayed this year as a result of the Covid-19
Pandemic with a deadline for the draft AGS and Statement of Accounts of 31
August with publication on 30 September 2020.
3.2 The AGS has been developed in accordance with the principles outlined from
the CIPFA/SOLACE ‘Delivering Good Governance in Local Government
Framework 2016’. The guidance requires the AGS to be signed off by the Chief
Fire Officer / Chief Executive and the Chair of the Fire & Rescue Authority and
will be audited by External Audit. The Statement remains a live document until
the audit opinion is issued and will be amended to reflect any feedback from the
external auditors..
3.3 The evidence used to support the preparation of the AGS has been drawn from
the Local Code of Corporate Governance, the work of Internal Audit and
assurances from the Strategic Leadership Team.
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ITEM 11

Key Subject Matters
3.4 To continue with the theme of presenting key subject matters at GPWG
quarterly meetings, the group is asked to consider a subject matter to be
brought into each GPWG meeting from September 2020 until June 2021 - four
in total. It is suggested that they be;




4.

Cyber security – in response to internal audit
HR/Payroll System Replacement
Workforce Planning
Longer Term Financial Modelling

Legal Considerations

4.1 The Code was updated last year to reflect the requirements of the Accounts
and Audit Regulations 2015 for English authorities and the Local Government
(Accounts and Audit) Regulations (Northern Ireland) 2015 and has rationalised
the authorised for issue date provisions for events after the reporting period.
4.2 In England, regulations require the Statement of Accounts to be approved by a
committee or local government body and signed by the chair of the relevant
approving committee or body.
Responsibility for Financial Management
4.3 Regulation 4 Paragraph 1 - The relevant body shall be responsible for ensuring
that the financial management of the body is adequate and effective and that
the body has a sound system of internal control which facilitates the effective
exercise of that body’s functions and which includes arrangements for the
management of risk.
4.4 Regulation 4 Paragraph 2 - The relevant body shall conduct a review at least
once in a year of the effectiveness of its system of internal control.
4.5 Regulation 4 Paragraph 3 - The findings of the review referred to in Paragraph
2 shall be considered by a committee of the relevant body, or by the Members
of the relevant body meeting as a whole, and following that consideration, shall
approve a statement on internal control, prepared in accordance with proper
practices in relation to internal control.
4.6 Regulation 4 Paragraph 4 - The relevant body shall include the statement
referred to in Paragraph 3 with:–
(a) Any statement of accounts it is obliged to publish in accordance with
Regulation 7; or
(b) Any income and expenditure account, statement of balances or record
of receipts and payments it is obliged to publish or display in accordance
with Regulation 12.
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Internal Audit
4.7 Regulation 6 Paragraph 1 - A relevant body must undertake an effective internal
audit to evaluate the effectiveness of its risk management, control and
governance processes, taking into account public sector internal auditing
standards or guidance.
4.8 Regulation 6 Paragraph 2 - Any officer or member of a relevant body shall, if
the body requires:–
(a) Make available such documents of the body which relate to its
accounting and other records as appear to that body to be necessary for
the purpose of the audit; and
(b) Supply the body with such information and explanation as that body
considers necessary for that purpose.
4.9 Regulation 6 Paragraph 3 - The relevant body shall, at least once in each year,
conduct a review of the effectiveness of its system of internal audit.
4.10 Regulation 6 Paragraph 4 - The findings of the review referred to in paragraph
three shall be considered, as part of the consideration of the system of internal
control referred to in paragraph (3) of regulation 4, by the committee or meeting
referred to in that paragraph.
4.11 The Fire & Rescue Service National Framework Document for England states
that: “The statement should outline the way in which the authority and its fire
and rescue service has had regard – in the period covered by the document –
to this National Framework, the Integrated Risk Management Plan and to any
strategic plan prepared by the authority for that period. The authority must also
provide assurance to their community and to government on financial,
governance and operational matters.”
4.12 It is important to note that any significant matters affecting the AGS must be
considered up to the date of approving the annual Statement of Accounts. The
Authority will need to ensure that if a review is undertaken of a required area
under the CIPFA Code of Corporate Governance at the start of the year, the
arrangements are still operating effectively at the end of the year to be able to
sign off the statement.
5.

Risk Management Consideration

5.1 The effective review of governance and financial management controls
provides assurance that related corporate risks are being managed.
6.

Inclusion and Equality Considerations

6.1 Consideration has been given to the accessibility of the document on DFRS
website. There are no other Inclusion and Equality considerations to take into
account.
This report has been consulted upon and approved by the following officers:
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Simon Allsop – Joint Director of Finance/ Treasurer
Louise Taylor – Solicitor / Monitoring Officer
Judi Beresford – AM People and Organisational Development
Strategic Leadership Team – 24.6.20
Contact Officer: Fiona Cragg

Contact No: 01773 305305

Background Papers:
Appendix 1: Annual Governance Statement 2018/19
Appendix 2: Updated Local Code of Corporate Governance
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Annual Report 1 April 2019 - 31 March 2020

Finance

Incidents

6,200 Incidents attended

Annual Budget

£37.9m

12% Reduction on 2018/19

2,100 Total fires attended

Our Year

Ongoing Savings

22% Reduction on 2018/19

2019/20

£11m
2011-20

Toddbrook, Whaley Bridge

£455,000
6,500 		
Cost

Making Derbyshire
Safer Together

Residents evacuated

Figures are rounded up/down

Our People
DFRS employs a total of

882

Incident Response
people

40
Wholetime Firefighters 345
On-Call Firefighters 324
Support Staff 173
Joint Control Staff

Staff Cultural Survey

88

% Engagement score

Words to describe the culture
improving fair friendly fun supportive

dedicated
proud

changing

professional

developing
teamwork

progressive

open

inclusive

86

First pumps arrived at
% of life-risk
fires within
minutes of being mobilised

10
97% of 999 calls			
answered in 7 seconds
19,000 Calls taken by joint
control which resulted in incidents

Wholetime appliances available
over
%of the time

99

79%

and On-Call appliances

Mobilising system availability was

755
Personnel and

259 vehicles attended

600 Road traffic collisions

attended with 13 people killed and
a further 120 seriously injured in
these incidents

1,400 People assisted at incidents
100 Water rescues, many resulting
from storms Ciara, 				
Dennis and Jorge

99%

350 Accidental house fires
Lowest recorded 				
accidental fires
alarms
2,400 False
attended

Annual Report 1 April 2019 - 31 March 2020

Protection Activity:Protecting Derbyshire Our Fleet

4,500
Non-domestic
400
false alarms attended

41Fire appliances

Site Specific Risk
Intelligence activities

56% reduction on 2018/19

1100

12

Special appliances

Awards

66 Small vehicles
People
Efficiency
Effectiveness

Fire protection 		
audits completed

12
% of the commercial
properties within Derbyshire

saw interaction with the Service

Collaboration
Bene C

DFRS awarded ‘good’ rating for People,
Efficiency & Effectiveness and Outstanding for
promoting the right values and culture of people.

Derbyshire
Fire & Rescue Service
Making Derbyshire Safer Together

Bene C

onsulendo

Derbyshire
Fire
& Rescue Service

Derbyshire

Control Room Awards
Leader of the Year

5

Sharing
sites 			
with Police

Joint Working
Fleet Team
Assets Team
Prevention and Inclusion strategy
Fire & Rescue Service

East Midlands Regional
Stonewall Awards
Senior LGBT Champion
LGBT Role Model of the Year

Making Derbyshire Safer Together

First open days held
for deaf and visually
impaired communities

6,000 resulting
in Safe & Well Checks
In total 13,000
than

Safe & Well Checks
were completed

DFRS suspended community engagement activity in March ‘20
due to Covid-19. This has had an impact on engagement activity.

1684 Vulnerable people cases
16 Safeguarding cases 			
FireSAFE
87
Specialist FireSAFE counselling
programmes given to young people
Derbyshire Fire & Rescue Service

18 000

Joint Fire Control

1Private Sector Tenant
Sharing 8 sites
with EMAS

Engagements
16,000 Direct
undertaken, with more 		

Fire safety education talks delivered 			
children
to
,

Emergency Service
of The Year Winners

onsulendo

Derbyshire
Fire
& Rescue Service

Prevention Activity: Protecting You

Top 100

Stonewall
Employer

Young Drivers Education
delivered to
students

964

LGBT+ & Inclusivity

action events,
166 Positive
engaging with around
150,000 people

Delivered LGBT+ conference
and workshops to around

200 people

ITEM 13

Derbyshire Fire and Rescue
Service
Annual Statement of Assurance
2019-2020
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.

Foreword
Welcome to Derbyshire Fire & Rescue Service Authority’s (The Authority) Statement
of Assurance for 2019-2020 which details the financial, governance and operational
arrangements in place for the period 1 April 2019 to 31 March 2020.
The Fire and Rescue National Framework for England, published in May 2018, states
that fire and rescue authorities and their services remain free to operate in a way that
enables the most efficient and effective delivery of their services. However, this
freedom and flexibility means that fire and rescue services need to demonstrate that
they are accountable to their communities and that they are transparent. It states
that each fire and rescue authority must provide annual assurance by producing a
Statement of Assurance on the following key areas:






financial information
governance
operational matters
framework requirements
future improvements

I am satisfied that Derbyshire Fire & Rescue Authority ensured that its business was
conducted in accordance with the law and proper standards, and that public money
was properly accounted for and used efficiently and effectively. I am further satisfied
that the requirements of the Fire and Rescue National Framework for England have
been met.
On behalf of Derbyshire Fire & Rescue Authority, I am committed to developing the
Service so that it can continue to provide an effective, efficient and resilient fire and
rescue service for the people of Derbyshire, those who visit our county, and for the
wider community in case of national emergency.

Insert picture of Kevin to the right

Signed…………………………………………………..
Councillor Kevin Buttery
Chair of Derbyshire Fire & Rescue Authority
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Introduction
Our Annual Statement of Assurance covers the financial year 2019/20 and provides
details on our performance, outlining how we manage the budget to provide an
efficient and effective service to the residents and visitors of Derbyshire. ‘Our Year
2019/20’ which can be found on our website, presents key achievements from
2019/20 in infographic format, providing communities with an easy and quick read.
This year we published Our Plan 2020-2023 (Integrated Risk Management Plan)
which sets out our plan for ‘Making Derbyshire Safer Together’. Although our last
IRMP ran until 2021, we recognised as a Service our risks and resources are
changing. We therefore decided a new plan was necessary to ensure we continue to
prevent, protect and respond efficiently and effectively, meeting the needs of our
communities.
Although 2019/20 saw the lowest number of incidents on record, it was one of our
most challenging years. In August last year we were faced with a major incident at
Toddbrook Reservoir in Whaley Bridge, highlighting just one of our emerging risks
and the importance of continually reviewing them. Working with our collaborative
partners, we were able to successfully bring the incident to the safest and quickest
conclusion for the communities and residents, gaining national recognition for our
efforts along the way
In June 2019 we were inspected for the first time by Her Majesty’s Inspectorate of
Constabulary & Fire & Rescue Services (HMICFRS) in three key areas, efficiency,
effectiveness and people. We achieved a ‘good’ rating in all three key areas and
‘outstanding’ for promoting the right culture and values. I hope the report gives our
communities and partners reassurance that Derbyshire Fire & Rescue Service
(DFRS) is well placed to respond to, and protect them from fire and other
emergencies.
Like all Fire and Rescue Services, we continue to face significant financial
challenges. The impact of the devastating Covid-19 pandemic will be felt by all our
communities. As yet, we have no idea what affect this will have on our funding
arrangements and budget challenges for future years.
This Statement of Assurance together with a number of engaging supporting
documents, reports and data provides the public with transparency and openness
and DFRS will remain committed to providing an efficient, effective value for money
Fire and Rescue Service.
Insert picture of Gavin to the right

Signed…………………………………………………..
Gavin Tomlinson – Chief Fire Officer / Chief Executive
Derbyshire Fire & Rescue Service
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Financial
The Authority is responsible for ensuring our business is conducted in accordance
with the law and proper standards, and that public money is properly accounted for
and used economically, efficiently and effectively through its duty to deliver ‘best
value’.
The ‘Statement of Accounts’ shows the annual cost of providing the service and is a
statutory publication required under the Accounts and Audit Regulations and
prepared in accordance with the Code of Practice on Local Authority Accounting –
Chartered Institute of Public Finance and Accountancy.
Due to the Covid-19 pandemic the timescales included in Local Audit and Accountability Act
2014 Regulations 26, 27 & 28 have been amended by The Accounts and Audit (Coronavirus)
(Amendment) Regulations 2020.
Under the existing regulations the inspection period for the accounts must include the first 10
working days of June. During this time any person may inspect the annual accounts of
Derbyshire Fire & Rescue Authority including certain related supporting documents. Provision
is also made for any local government elector, for the area of the Fire & Rescue Authority, to ask
the auditor questions about the accounts on an appointed day. The inspection period and
appointed day are published in advance by Derbyshire Fire & Rescue Authority.
To give authorities more flexibility, the requirement for the public inspection period to include
the first 10 working days of June has been removed. Instead, for 2019/20, authorities must
commence the public inspection period on or before the first working day of September 2020.
In line with these revised regulations the inspection period for the 2019/20 Derbyshire Fire &
Rescue Authority accounts will be published at a later date.

DFRS continues to provide a responsive and high performing service to our
communities as highlighted in our Annual Report ‘Our Year 2019-20’
We have continued to change through new ways of working and shared approaches
to issues like estates, procurement and training, employment arrangements, and
mobilisation. DFRS is well placed to safeguard its emergency operations and to
continue to protect public safety through ‘Invest to Save’ initiatives and an ongoing
commitment to collaborative working.
The Authority has secured its strong financial position not least through its ability
to make key decisions, particularly around savings to its establishment (Service
restructure 2011, Review of Duty System, Swadlincote Fire Station, SLT Review
2016 and support establishment reductions, Review of Duty System, Matlock
and Glossop and Joint Control 2019). It is clear that, in light of projected budget
deficits and the unknown impact of the Covid-19 pandemic, the Authority cannot rely
on the continued use of reserves to balance the budget beyond 2020/2021. The
1.98% Council Tax increase provides additional funding to meet the costs of the
2020/21 pay award and other inflationary pressures.
The Authority approves a Medium Term Financial Plan (MTFP) each year which
outlines assumptions, including pay and inflation increases, growth and savings,
contained within the budget estimates. The MTFP and further information relating to
our ‘Income and Expenditure’, ‘Our Budget and Your Council Tax’ ‘Expenditure over
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£250’ and ‘Our Procurement Procedures’ can be found on the DFRS website:
derbys-fire.gov.uk
*The Local Code of Corporate Governance provides further details on how we provide assurance to
the community relating to financial matters.

Savings of £0.15m were delivered in the 2018/2019 financial year. Savings of £1.8m
ongoing (and £0.2m one-off) were applied to the 2019/2020 Revenue Budget.
This brings the total savings achieved by the Service over the period 2011/2012 to
2019/2020 to approximately £11m but the Service is still estimating it needs to save a
further £2.4m by 2022/23.

-5-

Governance
Corporate governance is about how the Authority ensures the right things are being
done in the right way, for the right people, in a timely, inclusive, open, honest and
accountable manner. This is demonstrated through the governance structure below
which comprises of a number of working groups and forums:

Oversight of our governance and performance is provided through the Governance
and Performance Working Group (GPWG) and a scrutiny programme approved for
the financial year across all services and functions. DFRS is subject to both internal
and external audit, and all reports have been considered through GPWG. Both
functions have distinct roles and responsibilities which, together, provide a
comprehensive statutory audit function.
An Annual Governance
Statement (AGS) is produced
explaining how the Authority
has complied with the code of
corporate governance and also
meets the requirements of
regulation 4(3) of the Accounts
and Audit (England)
Regulations 2011. The Local
Code of Corporate Governance
is published alongside the AGS
and describes how the Authority ensures it is doing the right things, in the right way,
for the right people, in a timely, inclusive, open, honest and accountable manner.
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The Authority documents are available to view on the Service’s website. Our Data
Transparency section brings together this information to make it more accessible and
is available on our website at:
https://www.derbys-fire.gov.uk/about-us/data-transparency

The Authority delegates to the Strategic Leadership Team (SLT), the effective
management of the organisation and its resources, the delivery of the primary
corporate, operational and support services and the execution of the statutory
responsibilities.
Following a review of the Strategic Leadership Team (SLT) and a consultation
process, a revised SLT structure was approved by the Authority to provide resilience,
balance workloads and also realign line management across the wider Support
Services. Both the Head of Joint Strategic Assets and Joint Director of Finance and
Business Services are roles shared on a percentage basis with Derbyshire Police.
The revised structure comprised of:

June 2020
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Operational Matters
Fire and Rescue Authorities function within a clearly defined statutory and policy
framework. The Authority consults with the community of Derbyshire on their
Integrated Risk Management Plan (IRMP) which is published on the Authority’s
website.
“Our Plan” (IRMP) 2020/23 takes account of the requirements of the 2018 Fire and
Rescue National Framework for England, providing an assessment of the risks facing
our communities and personnel and the measures taken to mitigate those risks. Our
Plan (IRMP) describes our aims, priorities, equality objectives and values, setting out
our ambitions and how we will deliver them in the medium term. The current plan
covering 2020-2023 can be found on our website at:
https://www.derbys-fire.gov.uk/about-us/corporate-plans
The Fire and Rescue National Framework states that fire and rescue authorities must
make provision to respond to incidents such as fires, road traffic collisions and other
emergencies within their area and in other areas in line with their mutual aid
agreements, and reflect this in their IRMP. Mutual aid agreements are in place with
all our neighbouring fire and rescue services in respect of arrangements to support
each other where the location of an incident makes this sensible. The resolute
efforts and response of our crews, and those of our partners, during the Whaley
Bridge, Toddbrook Dam incident received NFCC (and national) applause. We also
have similar agreements to support each other in the event of a major incident and
DFRS actively contributes to national resilience again, this has been highlighted with
the recent arrangements put in place to support East Midlands Ambulance Service
(EMAS) during the Covid-19 pandemic.
DFRS has a suite of performance indicators, which are reported quarterly to the
Service Delivery Performance Board and the Fire & Rescue Authority, for analysis,
challenge and comment. The below documents are produced to provide an
engaging and easy to read format for the public.

A summary of
Performance for 2019/20
can be viewed on the
Authority’s website
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DFRS is a member of ‘Family Group 4’ (FG4), consisting of 16 similar sized Fire and
Rescue Services created in the early 2000’s. Membership of the group was based
on factors such as, cost per head of population, deprivation, “A” Risk area, total fire
calls.
The aim of the group is to allow organisations to benchmark performance against the
then Best Value Performance Indicators (BVPI) and subsequently National Indicators
(NI) and to share information and best practice within the group.
The Authority has a responsibility to provide regular data to the Home Office as
stipulated by the Ministry of Housing, Communities & Local Government (MHCLG)
Single Data List process. The data supplied are the source for the official and
national statistics published by the Home Office and are used for the purposes of
policy development across a range of organisations including Government as well as
providing a publicly available national overview of activity by fire and rescue services.
The Authority also has a responsibility to publish certain information, including:
senior salaries; register of interests; staffing; income and expenditure; property; rights
and liabilities; and decisions of significant public interest. Fire and Rescue
Authorities must make their communities aware of how they can access data and
information on their performance.
Framework Requirements
The Fire and Rescue National Framework was revised and re-published in May
2018, setting out central government priorities and objectives for fire and rescue
authorities. The Framework identifies high-level expectations of Government but
does not prescribe operational matters, which it considers are best-managed by local
authorities in consultation with communities. The priorities in the revised Framework
are for Authorities to:






make appropriate provision for fire prevention and protection activities and
response to fire and rescue related incidents
identify and assess the full range of foreseeable fire and rescue related risks
their areas face
collaborate with emergency services and other local and national partners to
increase the efficiency and effectiveness of the service they provide
be accountable to communities for the service they provide
develop and maintain a workforce that is professional, resilient, skilled, flexible
and diverse

The Authority is satisfied that due regard has been paid to the requirements placed
upon DFRS through the National Framework and other governance and financial
frameworks as detailed in the following sections.
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Collaboration
One of the provisions of the Policing and Crime Act 2017 is the introduction of a ‘duty
to collaborate’ on all three emergency services, with the overall aim to improve
efficiency and effectiveness. Collaborative opportunities realised during this financial
year include:







Co-location and continued development with Derbyshire Police of a joint fleet
system
Joint working with strategic partners to assist during Covid-19 crisis
Joint Prevention and Inclusion Strategy with Derbyshire Police
National Operational Guidance development with regional partners
Joint Control with Nottinghamshire Fire and Rescue Service - live since July
2019
Joint Assets team merged with Derbyshire Police to provide resilience and
efficiencies

We will continue to proactively identify collaborative opportunities with the Police,
Fire and other bodies and deliver an improved service and Value for Money to our
communities.
Future Improvements
We seek to continuously improve what we do in all areas of our work, which means
developing our people, processes and systems. This commitment to continuous
improvement is vital to provide the best service possible to communities and drive
efficiencies.
The first independent review by Her Majesty’s Inspectorate of Constabulary and Fire
and Rescue Services (HMICFRS) was carried out in June 2019 and DFRS was
awarded a ‘good’ rating in all three assessment areas and acknowledged as
‘outstanding’ for promoting the right values and culture across the Service. An action
plan has been put in place to address the areas for improvement identified but also to
build on areas identified as good and outstanding to ensure we continue to be a high
performing Fire and Rescue Service.
Learning from the initial phase one report of the Grenfell Inquiry. Our protection team
are working alongside the National Fire Chiefs Council to ensure any lessons learnt
are considered and our own policies and procedures are amended where required.
‘Our Plan 2020-2023’ action plan is in place to progress our
vision in ‘Making Derbyshire Safer Together’ with some projects
now in the initial scoping phase.
Please visit our website to view the year one ‘Our Plan 2020-2023’ action
plan.
www.derbys-fire.gov.uk
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ITEM 14
PROCEDURE RULES FOR THE REGULATION OF PROCEEDINGS FOR FULL FIRE
AUTHORITY REMOTE MEETINGS
STANDING ORDER - PROCEDURE RULE No. 31
31. Remote Meetings
(1)

The Local Authorities and Police and Crime Panels (Coronavirus) (Flexibility of
Local Authority and Police and Crime Panel Meetings) (England and Wales)
Regulations 2020 make provision for remote attendance at, and remote access to,
Fire Authority meetings held on or before 7 May 2021.

(2)

The regulations enable the Fire Authority to hold meetings without all, or any, of the
members being physically present in a room. This allows for remote meetings
through electronic, digital, virtual locations, live webcast, live interactive streaming,
video and telephone conferencing.

(3)

The ‘place’ at which the meeting is held may be a Fire Authority building, or where
the organiser of the meeting is located, or an electronic, digital or virtual location, a
web address, or a conference call telephone number.

(4)

In order for Members to be able to attend meetings of the Fire Authority remotely,
they need not be physically present, provided they are able to hear and be heard
(and, where possible, see and be seen by) other Fire Authority Members or
members of the public attending remotely or in person.

(5)

The procedure rules in this constitution apply to remote meetings in the same way
as they do for other meetings of the Fire Authority except where they conflict, in
which case this procedure rule takes precedence over other procedure rules in
relation to the governance of remote meetings.

Process
(6)

The Fire Authority facilitates remote attendance and access to its meetings through
the medium of Webex or other system which enables the following to take place:
(a) Contributions to be received from people using a wide variety of devices, not
all of whom are on the Fire Authority network.
(b) Being accessible to both participants and members of the public who are not
taking an active role but just observing.
(c) Presentations and documents (maps, plans, etc) to be displayed and spoken
to.

(7)

Before the meeting, any document to be referred to during the meeting should be
shared with participants and published (where appropriate) in advance on the
Derbyshire Fire and Rescue Service website, and ensure that every page and slide
is numbered, wherever possible.

(8)

Before the meeting, all participants should be made aware of the following etiquette:
(a) Join the meeting promptly to avoid unnecessary interruptions.
(b) Mute microphones when not talking.

(c)
(d)
(e)
(f)
(g)
(9)

Switch off cameras when not speaking (to save bandwidth).
Indicate a wish to speak by using the chat function.
Only speak when invited to by the Chair.
Anyone speaking should state their name before making a comment.
If referring to a specific page or slide, mention the page or slide number.

The Chair and the clerk may:
(a) Pause (adjourn) the meeting by taking down the stream (live feed) from public
viewing and then resume it when needed.
(b) Switch on each active participant’s microphone when they are invited to speak
and switch them off afterwards.
(c) Mute someone speaking at any time.
(d) Mute everyone speaking except themselves at any time.
(e) Allocate different levels of access to people logging in (based on upon whether
they are a Fire Authority Member, an officer, a member of the public who has
registered to speak or just an observer of the meeting).
(f) Switch some active participants and the observers off, so they are paused and
have neither ‘live’ visual or audio feed whilst the committee deliberates in
private or an officer present gives the committee advice. By taking down the
live feed content from the public and just displaying a holding slide, decision
makers may hold a separate meeting on Webex or other system. The live
stream can then be resumed when needed.

Questions by members of the public
(10) Only written questions from the public, submitted in accordance with Standing Order
5, may be considered at remote meetings.
Voting
(11) Named voting will be used to record votes at remote meetings.
(12) To record a vote, the clerk will perform a roll-call of all members present and ask
them to state their voting intention (For, Against or Abstain). These will then be
counted and recorded. At the conclusion of the voting the Chair shall announce the
numbers of votes cast for, against and abstentions and announce whether the
motion has been passed or lost.
Access to information
(13) The requirement to ensure meetings are open to the public includes access by
remote means, including video conferencing, live webcast and live interactive
streaming. Where a meeting is accessible to the public through such remote means,
the meeting is open to the public whether or not members of the public are able to
attend the meeting in person.
(14) Any requirements for the Fire Authority to ensure publication, posting or making
available a document for inspection at offices of the Fire Authority include
publication on the Fire Authority’s website.

ITEM 15
SCHEME OF DELEGATION
DELEGATED POWERS TO CHIEF FIRE OFFICER/CHIEF
EXECUTIVE DERBYSHIRE FIRE & RESCUE AUTHORITY
GENERAL
1.

Power, subject to the Financial Regulations and the Standing Orders as to
contracts entered into by the Fire & Rescue Authority; strategies approved by
the Fire & Rescue Authority, the employee code of conduct, appropriate
national or other Conditions of Service relating to the employees, and any
Codes of Practice relating to specific functions which may from time to time be
adopted and the subsequent reporting as required by this scheme to Members
on decisions taken.
(a)

To take any executive, administrative or operational action necessary in
the interests of the efficient functioning of the Service.

(b)

To take any necessary action for the discharge by the Fire & Rescue
Authority of their duties with regard to Fire Safety.

(c)

To authorise expenditure in accordance with approved estimates.

2.

Any delegation to the Chief Fire Officer/Chief Executive may be exercised on
his their behalf by any officer authorised by him them either generally or
specifically in writing in advance for this purpose. The basis on which the
scheme will be applied is set out in the supporting Managers Guide. Details of
the action taken under the delegated powers to be recorded in accordance with
the recording guide for managers, in the relevant software information system,
report, minute of meeting etc. and to be open to the inspection of the Chair of
the Fire & Rescue Authority and Members of the Fire & Rescue Authority.

3.

Power to take any action between meetings which the Chief Fire Officer/Chief
Executive considers to be urgent after consultation with the Chair and Vice
Chair of the Fire & Rescue Authority subject to the details of such action being
reported for information to the next meeting of the Fire & Rescue Authority or
relevant Committee.

SPECIFIC
Human Resources
4.

To authorise the nominations and attendance of employees for all learning and
development opportunities, relevant to current and future Fire & Rescue
Service roles.

5.

6.

(a)

To appoint, promote, redeploy and dismiss employees, other than
Brigade Managers, subject to adherence of Service procedures.

(b)

In consultation with the Strategic HR Partner, to approve changes to the
establishment (other than Brigade Managers, or where employees are to
be put at risk of redundancy as a result of the decision) within the
approved corporate budget, for the purpose of economy and efficiency
e.g. creation of posts, extension of temporary posts, deletion and
substitution of posts and re-evaluation of grades of all posts. An Annual
Report on all such changes to be reported to the Fire & Rescue Authority.

(c)

To approve the payment of honoraria up to a value of £5,000 per annum
in the case of support employees who undertake a proportion of the
duties and responsibilities of a higher graded support post that they
cover due to the absence of a permanent postholder.

(d)

To approve the payment of accelerated increments to support
employees within their existing grade.

(e)

To deal with all requests relating to the ill health retirement, early
retirement and voluntary redundancy of employees, other than Brigade
Managers, subject to existing appeal mechanisms and subject to the
approval of the Director of Finance/Treasurer with regard to the financial
aspects of the proposals.

(a)
To suspend and / or discipline employees and hear grievances,
complaints and
appeals of employees, other than Brigade Managers in accordance with
Service procedures.
(b)

To be the final level of appeal for discipline at formal stage 3 of the
Discipline Policy and the Corporate Level of management as defined in
the Grievance Policy.

(c)

All powers to be delegated to appropriate levels of management as
prescribed in the Fire & Rescue Authority Disciplinary and Grievance
Policies, as well as details outlined in other Service procedures relating
to all other employment matters.

7.

To extend sick pay entitlement in accordance with the Conditions of Service for
employees.

8.

To make recommendations to the Home Office for the award of the Fire Service
Long Service and Good Conduct Medal in accordance with the Royal Warrant.

9.

To determine employee requests for Special Leave with pay not exceeding ten
days in any period of 12 months.

10.

To reduce retained fees during periods of limited attendance, in cases of failure
to attend for training, fires or for other duties.

11.

To determine applications from employees to engage in outside and secondary
employment.

12.

To negotiate and agree, with the representative bodies, issues and concerns
about local conditions for employees, subject to general conditions agreed by
the Fire & Rescue Authority.

13.

To exercise on behalf of the Fire & Rescue Authority any local discretion
afforded to the employer (but not exercised by the Authority) of the National
Conditions of Service (Gold, Grey and Green Books) and to determine local
employment policies and procedures.

14.

To make decisions required by the Fire & Rescue Authority under the
Firefighters Pension Scheme 1992, the Firefighters’ Pension Scheme 2006, the
Firefighters' Compensation Scheme (England) Order 2006, the Firefighters’
Pension Scheme 2015 and the Local Government Pension Scheme.

15.

In consultation with the Director of Finance/Treasurer of the Fire & Rescue
Authority to charge or waive fees in respect of the right of access under the
Data Protection Act 2018, and the Freedom of Information Act 2000 to data
held in Service.

16.

In consultation with the Strategic HR Partner to recruit Trainee Firefighters in
advance of predicted vacancies, to enable operational assurance of service
delivery. The delegated powers provided require appointments to be managed
within current budget availability, and to take into account workforce planning
assessments.

Finance
17.

To determine (subject to compliance with any approved scale of charges) the
use by appropriate organisations and bodies of any land or premises in the
ownership of the Fire & Rescue Authority.

18.

To approve price variations verified under the Rise and Fall Clauses in any
contract and approve increases in contract costs due to delayed starts etc,
where the cost can be contained within the original budget or by reductions in
work or from within the contingency sum.

19.

Power to waive charges and to make charges in lieu.

20.

Claims against the Authority by its employees where there is no legal liability,
may be settled by the Chief Fire Officer / Chief Executive up to £1,000 in
respect of any excess on any insurance claim and in respect of damage
caused to personal property arising from the attendance of the Service at an
operational incident.

21.

Claims against the Authority by its employees where there is no legal liability,
may be settled by the Chief Fire Officer / Chief Executive up to £5,000 in any

case, in respect of damage to or loss of personal property occurring in the
course of their duties. Provided that there is no contributory negligence, the
settlement for the full cost of repairs to clothing or other property and for three
quarters of the reasonable replacement cost of clothing or other property
where repair is impractical.
22.

Civil Emergency
To authorise expenditure in the event of a civil emergency, where emergency
action is essential. Notification of such significant incidents as they occur and
any action taken under this provision must be reported to the Chair of the Fire
& Rescue Authority retrospectively as soon as is reasonably practicable and in
line with the Gold Command Handbook.

23.

Capital Expenditure - Increased Cost
Subject to funding being available, approval to vary the cost and phasing of
capital schemes within the overall capital programme should be obtained
from:



For schemes up to £1m
Area Manager or Director of
Corporate Resources
Director of Finance/Treasurer
Principal Officer
Director of Finance/Treasurer
Fire Authority



£50,001 - £100,000
>£100,000

For schemes over £1m
Area Manager or Director of
Corporate Resources
Director of Finance/Treasurer
Principal Officer
Director of Finance/Treasurer
Fire Authority

24.

£0 - £50,000

£0 - £50,000

£50,001 - £200,000
>£200,000

Routine Expenditure
To incur revenue expenditure in line with budgetary provision in accordance
with standing orders and financial regulations.

25.

Authentication of Cheques
To authenticate cheques bearing lithograph signatures where such
authentication is required and authorise online banking transactions under the
Fire & Rescue Authority's banking arrangements.

26.

Renewal of Insurance Policies
To approve the annual renewal of insurance policies where the present insurers
offer either continuation of existing or reduced terms which in accordance with
long term agreements must be accepted.

POWERS DELEGATED TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE
JOINTLY WITH THE DIRECTOR OF FINANCE/TREASURER AND THE
MONITORING OFFICER
27.

Financial Limits
To review biennially cost of living increases to the monetary values in the
Scheme, Standing Orders, and Financial Regulations. Any other substantial
changes to this Scheme of Delegation would require Fire & Rescue Authority
approval.

28.

Treasury Management
The execution and administration of the Fire & Rescue Authority’s approved
Treasury Management strategy, in accordance with Treasury Management

Policies and CIPFA’s Standards of Professional Practice on Treasury
Management.

29.

Dilapidation Claims
To settle dilapidation claims and compensation payments at the termination or
surrender of hirings or lettings up to the sum of £50,000 in any one case.

30.

Replacement Vehicles
To select vehicles and reprofile vehicles to be replaced under the agreed
Transport Replacement Programme and within the approved Revenue Budget
and Capital Programme.

31.

Planning Permission
To seek Planning Permission under Regulation 3 of the Town and Country
Planning Regulations 1992 and to obtain Building Regulations approval as
appropriate, for alterations, improvements, adaptations and minor
developments to Service premises.

32.

Local Plans
To lodge objections and submit proposals regarding local plans/issues which
may affect current or future plans e.g. Section 106 Claims.
Fire Safety

33.

To appoint inspectors and enforce the relevant statutory provisions of the
Regulatory Reform (Fire Safety) Order 2005.

34.

To authorise employees of the Fire & Rescue Service under Sections 44 and
45 of the Fire & Rescue Services Act 2004.

35.

To maintain the register required by the Environment and Safety Information
Act 1988.

36.

To respond to the relevant Local Authority when consulted on matters under
Part 6 and to enforce Part 7 of the Derbyshire Act 1981.

37.

To appoint inspectors and enforce the relevant statutory provisions of any other
appropriate legislation.

Property
DELEGATED POWERS TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE IN
CONSULTATION WITH THE CHAIR OF THE FIRE & RESCUE AUTHORITY,

SOLICITOR/MONITORING OFFICER AND DIRECTOR OF
FINANCE/TREASURER TO THE AUTHORITY
Disposal of Land and Buildings
38.

To approve the disposal of land, buildings and other assets, subject to prior
confirmation by the Fire & Rescue Authority that the property concerned is
surplus to requirements in accordance with the Capital Programme. An annual
report on disposals under this delegated power is to be submitted to the Fire &
Rescue Authority.

39.

To authorise the renting of / sale of land, wayleave agreements, essentials and
rights of way to statutory undertakers for the purposes of their statutory
functions.

40.

To approve the disposal of property by the appropriate means and where
appropriate to set the reserve price in line with approved Capital Programme.

41.

To accept the highest tender of offer received for the sale of land and buildings
following the evaluation of bids in line with approved Capital Programme.

42.

Leases
To grant and accept leases, licences of land and premises subject to means
testing of lease versus capital purchase, (including acceptance of the surrender
of these) for the purposes of the Fire & Rescue Authority for values over
£50,000 in accordance with the Capital Programme.

43.

Residential Tenancies
To approve new or changes to existing terms of occupancy agreements.

POWERS DELEGATED TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE IN
CONSULTATION WITH THE SOLICITOR/MONITORING OFFICER AND
DIRECTOR OF FINANCE/TREASURER TO THE AUTHORITY
44.

Wayleaves and Easements
To grant and accept Wayleaves and Easements and to approve the
consideration payable to or by the Fire & Rescue Authority.

Furniture, Equipment and Vehicles
POWERS DELEGATED TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE
45.

Telephone Installations and Radio
(a)

To arrange for the provision of telephones, radio communications and
other technical services for business purposes.

(b)

To enter into Line Rental Agreements for facilities required for Fire &
Rescue Authority purposes.

Subject to the costs of 43 (a) being met from existing budgetary provision.
46.

47.

Lost, damaged, obsolete and surplus items of furniture, equipment,
stocks and stores
(a)

To write off furniture, equipment, stocks and stores found to be lost,
damaged or obsolete; in the case of stores items subject to a maximum
value per individual item of £10,000 and to the annual total agreed of
£10,000.

(b)

To dispose of any surplus furniture, vehicle, equipment, stocks and
stores in accordance with policies approved from time to time by the Fire
& Rescue Authority.

(c)

To dispose of Fire & Rescue Authority vehicles due for auction to other
Fire & Rescue Services and organisations where there is a quasi-Fire
Service relationship. The price must be commensurate with that which
would be anticipated at public auction.

Raising of charges for lost/damaged uniform or equipment
To raise charges for any item of equipment lost or damaged through negligence
or carelessness on the part of the Fire & Rescue Authority employee to a
degree insufficient to warrant formal disciplinary action, where the individual
concerned is willing to accept this method of dealing with the matter. The
amount of any charge raised will take into account the age and condition of the
article at the time of the loss, damage or replacement.

48.

Use of Vehicles
To approve the use of vehicles under the appropriate Service Car Scheme and
the supporting policies relating to such use.

49.

Processions and Displays
To determine the occasions and conditions under which fire appliances, officers
and equipment may be used to participate in processions, displays or other
events organised by Local Authorities or other bodies.

50.

Hiring out of Equipment
To approve the hiring out of vehicles, plant and equipment subject to an
economic charge being made and subject to appropriate contractual provisions
relating to insurance etc. being agreed.

MISCELLANEOUS

POWERS DELEGATED TO THE SOLICITOR/MONITORING OFFICER BY THE
FIRE & RESCUE AUTHORITY
51.

Local Government and Housing Act 1989
To issue certificates sought by employees seeking exemption from political
restriction under the Local Government and Housing Act 1989 where the
Solicitor/Monitoring Officer is of the opinion that the duties of their posts do not
fall within Section 2(3) of that Act.

52.

Copyright and Access to Information
To authorise the making and supply to the public of copies of background
papers.

53.

Common Seal
To affix the Seal of the Authority to any relevant document.

LEGAL ACTION
POWER DELEGATED TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE IN
CONSULTATION WITH THE CHAIR OF THE FIRE & RESCUE AUTHORITY AND
SOLICITOR/MONITORING OFFICER
54.

New Legislation
(a)

To authorise and make arrangements for the powers and duties of the
Fire & Rescue Authority under new legislation to be fulfilled in cases
where action may be required to be taken prior to formal consideration
of the legislation by the Authority.

(b)

To authorise action to protect the interests of the Fire & Rescue Authority
in relation to any local or private Bill or Order deposited in Parliament.

POWERS DELEGATED TO THE CHIEF FIRE OFFICER/CHIEF EXECUTIVE IN
RELATION TO LEGAL ACTION SAVE FOR THAT WHICH ARISES OUT OF THE
CONSTITUTION OR ADMINISTRATION OF THE FIRE & RESCUE AUTHORITY IN
CONSULTATION WITH THE SOLICITOR/MONITORING OFFICER AND
TREASURER
55.

56.

57.

Recovery of Property and debts
(a)

To institute legal proceedings for the recovery of property and debts.

(b)

To incur any necessary expenditure in relation to these legal
proceedings.

Claims
(a)

To settle claims for damages up to £10,000 where there is a legal liability
on the Fire & Rescue Authority.

(b)

To bring or to defend or arrange for the bringing or defending of any
actions, claims or proceedings in respect of the Fire & Rescue Authority,
agree compromise agreements, and settle claims for damages up to
£25,000 (including making payments into court where necessary) and
incur necessary expenditure in relation to legal processes involved
including (but not limited to) expenditure in relation to the retention of
external advisers including counsel, experts and external legal advisers.

Payment of Damages
To authorise the payment of damages and legal costs arising as a result of a
Court Order against the Fire & Rescue Authority to the sum or sums specified
in the Court Order.

58.

Legal Costs

To settle the amount of vendors' legal costs based on the Solicitors
Remuneration Order 1972.

59.

Retention of Counsel
To seek Counsel's opinion or other expert advice and to retain Counsel
wherever this is in the interest of the Fire & Rescue Authority or the Fire &
Rescue Service.

60.

Indemnities
To sign indemnities where they are required to enable the Authority to exercise
any of its functions provided that where the giving of an indemnity could have
considerable financial implications the matter shall in consultation with the
Director of Finance/Treasurer be referred to the Chair of the Fire & Rescue
Authority.

61.

Affidavits and Statements
To authorise employees to swear affidavits or make affirmations or statements
in any legal proceedings or matters relating to the Fire & Rescue Authority.

62.

Local Government (Miscellaneous Provisions) Act 1982
To commence proceedings against offenders under Section 40(6) of the local
Government (Miscellaneous Provisions) Act 1982, in appropriate
circumstances.

FINANCIAL THRESHOLDS RELATING TO CONTRACTS
The following applies to all contracts except those where the Fire & Rescue Authority
has a statutory duty to obtain goods and services from a particular source or through
a specified agent. Where any arrangement is non statutory Best Value requirements
must be considered.

Invitation to Tender

Procurement

Recording of Delegated
Powers
Auditable Report SLT
System
to
Report
Agresso

Procurement

Agresso

Procurement
Board

Contracts
register/
Agresso



Formal tender in
Principal
Procurement
accordance with
Officers/
Board
EU legislation
Director of
governing this
Finance
process in place at
the time of
tendering.
*Exemption where approved framework agreement is applied

Contracts
register/
Agresso



Value

Regulations

Order/
Contracts up
to £5,000

Obtain at least one
written quotation
- use procurement
card or e-market
place where
possible

Order/
Contracts with
a value of
£5,001 £50,000*

Obtain 3 written
quotations.

Order/
Contracts with
a value of
£50,001 to the
relevant EU
threshold*.

Obtain a minimum
of 3 tenders using
full tender
procedures and
contract
documentation.

Officer
Responsible
Dept Heads/
Group
Managers

Area
Manager or
equivalent
or Director
of Corporate
Resources
Principal
Officers/
Director of
Finance

Contracts with
a value in
excess of the
relevant EU
threshold*.

In
consultation
with

Selection of Suppliers to Tender
Contracts up to £100,000
Contracts with a value of more than
£100,000
Contracts of any value

- Chief Fire Officer/Chief Executive or nominee and
two other appropriate individuals to select
- Chair or Vice Chair of the Fire & Rescue Authority,
the Chief Fire Officer / Chief Executive or nominee
and one other appropriate individual to select
- Where the choice of supplier is delegated to an
organisation other than the Fire & Rescue
Authority, or drawn from a database of potential
suppliers, requirements as to obtaining Best Value
must be considered.

Acceptance of Tenders
All contracts where the lowest tender
price is to be accepted or the contract
proves to be the most economically
advantageous.

- Chief Fire Officer/Chief Executive or
nominee to accept, with summary report of
tenders accepted to next Fire & Rescue
Authority meeting for information.

Contracts where other than the lowest
tender price is recommended for
acceptance.

- Principal Officer approval up to £100,000
Fire & Rescue Authority approval required
where the value is more than £100,000

Requisitioning Goods and Services
Requisitioning of goods and services
from a devolved budget.

- Authorisation by budget holder as per list
“Authorised Approvers (Requisitions)”

Requisitioning of goods and services
from a corporate budget.

- Authorisation by budget holder as per list
“Authorised Approvers (Requisitions)”

A list of authorised requisition approvers is maintained by the Project Accountant.

Placing of Orders
Orders more than £500

- Station Manager or deputised Budget
Manager

Orders with a value between £500
and £9,999 and where available from
an approved supplier

- Group Manager / Head of Department/ Budget
Manager to approve

Orders with a value of £10,000 to
£49,999 and where available from an
approved supplier

- Area Manager or equivalent or Director of
Corporate Resources to approve

Orders with a value of more than
£50,000 where the contract has gone
through the Service tender process.
Orders with a value up to £100,000
procured via framework agreements
which are tendered nationally or
regionally.

- Principal Officer to authorise with secondary
approval by Director of Finance/Treasurer

Orders with a value of more than
£100,000 procured via framework
agreements e.g. ICT / vehicles which
are tendered nationally or regionally.

- Principal Officer in consultation with Chair of
Fire & Rescue Authority to authorise with
summary report of framework orders placed to
next Fire & Rescue Authority meeting for
information. Secondary approval by Director of
Finance/Treasurer

- Principal Officer to authorise
with summary report of tenders accepted to
next Fire & Rescue Authority meeting for
information. Secondary approval by Director of
Finance/Treasurer

A list of authorised order approvers is maintained by the Director of
Finance/Treasurer. In all cases authorisation should only take place after sufficiency
of budget has been established and financial regulations have been duly followed.

Work For Third Parties
Up to £100,000

Approval of the Director of Finance /
Treasurer

More Than £100,000

Approval of Fire Authority

Accountable Bodies
Up to £100,000

Approval of the Director of Finance /
Treasurer

More Than £100,000

Approval of Fire Authority

Grants of Loans to Voluntary / External Bodies
Up to £100,000

Approval of the Chief Fire Officer / Chief
Executive

More Than £100,000

Approval of Fire Authority

Pooled Budgets, Aligned Budgets and Joint Arrangements
More Than £100,000

Approval of Fire Authority

Lease Agreements
Lease agreements up to £50,000

- Area Manager or equivalent or Director of
Corporate Resources or Director of
Finance/Treasurer to authorise.

Lease agreements with a value of
more than £50,000

- Principal Officer to authorise

Counter Signature for Cheques/Online Banking Authorisations
Cheques of £15,000 and over and online
banking authorisations

- Authorised counter-signature as per the
bank mandate

Virement
Up to £50,000 on any one Budget Group

- Area Manager or equivalent or Director of
Corporate Resources or Director of
Finance/ Treasurer to authorise

£50,001 to £100,000 on any one Budget
Group

- Principal Officer to authorise

In excess of £100,000

- Principal Officer approval where it is within
a programme previously agreed and
virement is across financial years
Fire & Rescue Authority approval required
where it is not within an agreed
programme

A list of Budget Groups can be found at Appendix 1.

Write-off of Outstanding Debt
Debts up to £10,000

- Written off by a Principal Officer and
Director of Finance/Treasurer

Debts of more than £10,000

- Written off with Fire & Rescue Authority
meeting Approval

Write-off of Stocks Discrepancies, Redundant Stock and Equipment
Upto £10,000

- Written off by a Principal Officer and
Director of Finance/Treasurer

More than £10,000

- Written off with Fire & Rescue Authority
meeting approval

Inventories
Items of furniture and equipment including IT of a value above £500 are to be entered.

Payroll Variations
A list of signatories able to authorise payroll variations is held by the Director of
Finance/Treasurer.
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Welcome

Contents

Welcome to the latest edition of the Operational Assurance Bulletin.
The Opearational Assurance Team are responsible for producing the
OAB and do so with contributions from others from across many Service
departments as well as from other external sources. The aim is to provide
DFRS staff with an informative update in areas which affect operations
covering a wide range of topics.
Each quarterly bulletin will consist of a core content section covering key
topics such as debriefs, SAVs, training exercises and when required may
include additional articles.
Otherwise the OAB will be issued on a monthly basis and will contain more
varied articles allowing us to share relevant information more timely.
The OAB’s target audience is primarily all Operational staff including Fire
Control who are all required to keep abreast of current issues by reading the
bulletin.
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Effective immediately ALL operational
personnel are required to record their
reading of the OABs on Redkite.
This can be found under the Miscellaneous
section. Simply enter the edition of the OAB
you are recording against.
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Debriefing

Debriefing Q3

WeWe
have
received
a totalaoftotal
119 DB1s
in DB1s
the lastinquarter.
Below
is a breakdown
of the issues
have
received
of 119
the last
quarter.
								
youBelow
submitted.
is a breakdown of the issues you submitted.
30
25
20
15
10
5
0

October

November

December

Service Improvements following DB1s
following
DB1s
been made to carry out a full review of the equipment
Following IncidentService
14695Improvements
(animal rescue),
a DB1
was
issued and welfare arrangements.
submitted requesting
different
lighting
Following
Incident
14695arrangements
(Animal rescue),for
a DB1 was submitted requesting different lighting
those crews required
to work hands
free
near
or around
arrangements
for those
crews
required
to work hands A
free
near
or around
animals.
This wasOperational Discretion,
DB1
was
submitted
regarding
animals. This wasa asensible
sensible
request
and
the
Equipment
request and SM Equipment agreed to the issue
of the
alternative torches.
upon
investigation
it was apparent the issue was not
Officer agreed to the issue of the alternative torches.
considered to be Operation Discretion. As a result an
Following numerous DB1’s submitted regarding equipment (radios, PPE, lighting) & personnel

article will be published in the March OAB and future
Following numerous
DB1s
submitted
regarding
welfare
whilst
DFRS crews
were in equipment
attendance at the South Yorkshire National Deployment
Incident Command courses will further clarify instances
(radios, PPE, lighting)
& personnel
whilst
DFRShas been made
incident
(widespreadwelfare
flooding),
a decision
to carry out a full review of the
when Ops Discretion is applicable.
crews were in attendance at the South Yorkshire National
equipment issued and welfare arrangements.
Deployment incident (widespread flooding), a decision has
A DB1 was submitted regarding Operational Discretion, upon investigation it was apparent
HOME Discretion. As a result an article will be
not considered to be Operation

Operational Assurance Bulletin
the Winter
issue2019/20
was
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Debriefing
Mandatory DB1s
Please note that a full DB1 MUST be completed on every
occasion certain procedures or items of equipment are
used/instigated at incidents so that a greater level of
scrutiny and learning can be gained from the incident and
command decision making processes.
These are:
•

Any incident when Rapid Deployment was initiated.

•

Any incident when either PPV phase 2 or 3 was used.

•

Any Incident when the RSV was deployed 			
(Ashbourne Only)

•

Any incident when On Call were riding 3

•

Any incident when Operational Discretion was used.

•

Whenever a Near Hit or Accident occurs during an 		
incident or training.

•

All incidents when a DFRS boat is mobilised to a flood/
water incident. Reasons/rationale for deploying the 		
boat or for not deploying it must be recorded.

Operational Assurance Bulletin Winter 2019/20

HOME

Please remember DB1s are to be submitted by Junior
Officers & above only.
DB2s
In Quarter 2 the Operational Assurance team facilitated two
DB2 Structured Internal Debriefs.
•

Tynefield Mews Care Home

•

Darley Dale Water Rescue

Summary of key outcomes included:
•

Sharing of resources between partner agencies
(JESIP principles)

•

CCTV footage used to assist fire investigation

•

Whilst planned maintenance took place on the 		
mobilising system, Fire Control were able to utilise 		
imbedded skills to prove business continuity

•

Full review of DFRS water rescue capabilities and 		
future deployments

For more information regarding DB2s follow this link
SP - Operational Assurance and Debriefing.
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Station Assurance Visits

Station Assurance Visits

A total of 14 SAVs were completed for Quarter 3 all resulting in a Corrective Action Plan (CAP) being
issued.

A total of 14 SAVs were completed for Quarter 3 all resulting in a Corrective Action Plan (CAP) being issued.

5
3

3

3

WHOLETIME

ON-CALL
North

South

									

Top 4 issues identified:
1. Concern – Core skill training not being completed on time,
resulting in Redkite showing crews lapsed in required areas e.g.
practical water training and Safe Working at Height.
Solution – Development of a suitable and sufficient training planner
(station) for all crews, giving core skills priority.
Monitor – To be monitored during SAV dip testing and by PSMs
2. Concern – Activity update descriptions on Redkite fails to provide
a clear reflection of the competencies recorded.
Solution – Use the set statements provided on the description page
and include greater detail, for the freehand section.
Monitor – To be monitored by Operational Assurance

Top 4 issues identified:

3. Concern – Disposition boards and inventory books not being used correctly. Often with out of date information recorded
1. Concern
– Core skill training
not being off
completed
on time, resulting
in Redkite
showingfailing to record this on a disposition board, inventory book or duty book.
e.g.
equipment
missing
appliances
with
crews
crews lapsed in required areas e.g. practical water training and Safe Working at Height.
Solution – Ensure that there is a recording system for missing equipment and an action for each item missing.
Solution – Development of a suitable and sufficient training planner (station) for all crews,
Monitor
–skills
JOs
on station to ensure this is being done. Checked during SAVs and dip tests
giving core
priority.
Monitor – To be monitored during SAV dip testing and by PSMs

4. Concern – Directed training such as Safety Flashes, OAB and National Resilience are not being recorded as complete
2. Concern – Activity update descriptions on Redkite fails to provide a clear reflection of the
on
Redkite.
competencies recorded.
Solution
– Ensure as soon as any of the above items have been read or training completed it is recorded on Redkite.
Solution – Use the set statements provided on the description page and include greater
detail, for–
theThis
freehand
section.
Monitor
will
be monitored by Operational Assurance for Response Officers
Monitor – To be monitored by Operational Assurance

Over the next month Station Managers will be issued their stations and the quarters for the 20/21 Station Assurance Visits,
please look out for the automated emails.
Operational Assurance Bulletin Winter 2019/20
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3-4 Pumps – 13
Training
Exercises

4-6 Pumps
–3
During the last quarter
17 exercises
were completed in total:
10+ Pumps
- 1 - 13
3-4 Pumps
4-6 Pumps - 3
10+ Pumps - 1

4

3

3

2

1

1

1

1

1

SWAH

Water Relay Incident Station Risk
/ Pumps Command
Specific

RTC

High Rise

0
BA

Hazmat /
CBRN

Water
Rescue

Salvage

Exercises Completed
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Training Exercises
Exercises outstanding that were not completed in previous quarters or not been booked for Quarter 4.
As a matter of urgency these MUST be completed before 31st March 2020
DUFFIELD ON-CALL

3-4 PUMPS

ASCOT DRIVE GREEN

3-4 PUMPS

BUXTON ON-CALL

3-4 PUMPS

ILKESTON ON-CALL

3-4 PUMPS

MELBOURNE ON- CALL

3-4 PUMPS

BRADWELL ON-CALL

3-4 PUMPS

CLOWNE ON CALL

3-4 PUMPS

LONG EATON ON-CALL

3-4 PUMPS

SWADLINCOTE ON-CALL

3-4 PUMPS

PLEASE NOTE WHEN BOOKING AN EXERCISE PLEASE
USE THE AUTOMATED PLANNER AND DO NOT CREATE
A NEW FORM.

Exercises already planned or completed for Quarter 4
DATE

ORGANISER

PREFIX

LOCATION

THEME

26/1/2020

SM Redford

Foxtrot

Stanton Iron Works

Pumps

29/1/2020

Glossop On-Call

Delta

Glossop Fire Station

RTC

6/3/2020

Ashbourne On-Call

Golf

Moy Park, Ashbourne

Hazmat / CBRN

12/3/2020

SM Williams

Hotel

Pools Cavern, Buxton

Station Specific Risk

21/3/2020

Staveley Blue

India

Seymoor Link Rd, Woodthorpe

RTC

22/3/2020

SM P Smith

Charlie

Barbrook Cottage (RV)

Moorland

7/4/2020

Kingsway Blue

Echo

Currys PC World, Kingsway

BA
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Exercise Yankee
Theme

RTC Multi-Vehicles

Location

JTC Ripley

Date

18th November 2019

Attendees

Aim

Areas
of Good
Practice

Clay Cross OC, Ilkeston RW, Staveley RW +
TRU, Duffield OC, Derbyshire Police, EMAS
To test procedures, extrication techniques
and operational response for a multivehicle RTC on a dual carriageway. To test
multi agency working with colleagues from
Derbyshire Police and EMAS. To identify
different working capabilities
• To test crew response to a multi-vehicle
RTC

Objectives

• Good sectorisation of incident early on
provided structure to all oncoming crews and
agencies.
• Good communication between OIC and
sector commanders resulted in minimal radio
traffic.
• JESIP meeting held with representatives
from each service. Easily identifiable through
tabard.

Learning
Outcomes

• Good liaison with police colleagues
on findings at incident on arrival. E.g. no
seatbelt, phones in foot well.
• The TRU was utilised which enabled crews
to get valuable experience using equipment
that training had just been received for.

• To observe and report on techniques used
during extrication

• Good collaborative working with Derbyshire
Police and EMAS

• To provide an opportunity for realistic
JESIP training and subsequent debrief

• Good use of JESIP Principles, shared
situational awareness and joint understanding
of risk

• To evaluate DFRS ability to deal with
incidents involving HGVs.

• Different extrication techniques practiced
that wouldn’t normally get practiced during
training drills.

• IC opportunities to OT trainers
Conclusion
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A well planned exercise that challenged
crews with various different extrications and
casualties. Good liaison with Police and
EMAS and some good points discussed
during debrief.
9

Exercise Yankee
The exercise was organised by SM Abbs. The scenario
was a 4 car and 1 HGV RTC on a dual carriageway with
6 casualties trapped inside. CM Breakspear was OIC of
incident and arrived 1st with Clay Cross OC. Incident was
quickly sectorised on the arrival of other appliances.
Numerous different extrication techniques used to 		
extricate casualties. These included inverted roof flap on a
car on its roof, a full roof removal made challenging by the
car mounted on the central reservation. Staveley RW used
equipment off the TRU to extricate a casualty out of a car
on its side.
EMAS colleagues attended the exercise and provided
triage to casualties. Derbyshire Police attended and 		
gathered evidence at the scene. Derbyshire Police Drone
team were also in attendance providing an aerial view of
the incident.
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Exercise Yankee
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Operational Training Update
FES Fast Evacuation Strap

The fast evacuation strap has been brought into service to
allow us to comply with the new NOG so that we can
assist in the realistic rescue of BA Wearers during an
emergency. The strap has also been designed to help BA
wearers rescue larger casualties of realistic size and weight
by providing a lever to reduce stress on the BA wearers.
Once the training package has been reviewed by crews
and they are happy at fitting the rescue strap the correct
way it is on the run. When using the FES to rescue BA
wearers using the "through the yolk" method it is important
to remember to unclip the chest strap on the BA set of the
person being rescued so it doesn’t ride up and cause
discomfort. It is also important to bear in mind the effect any
debris might have on the cylinder valve as the wearer is
being dragged out of the risk area.

When using the strap to rescue casualties the Velcro does
not have to be used. If it is used to stop the strap falling off,
it should only be loosely fitted as it is not weight bearing
and is only designed to stop the strap falling off.

The Velcro strap does not need to be used at all for the
rescue of BA wearers.
Operational Assurance Bulletin Winter 2019/20
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Operational Training Update

Level 1 Incident Command Training Briefing Note
The Operational Training Department is continually 		
working towards providing the highest levels of training and
development across the service. The Incident Command
Team have identified, what they believe to be, areas in
which training can be delivered in a more efficient and
effective manner, whilst also aligning more closely with
national guidance.
National Operational Guidance identifies a number of
personal qualities and behaviours that are required in
order to be an effective incident commander, as well as
indicating that a robust selection process should be in
place to identify future incident commanders;
“Incident commanders need to possess cognitive and
interpersonal qualities, as well as technical knowledge.
Together these are critical for assertive, effective and safe
incident command. Robust selection processes are 		
necessary to identify suitable personnel to be developed
for the role of incident commander”
Guidance also states that;
‘Fire and rescue services must identify the knowledge
and skills that they require in an incident commander and
should consider the most appropriate way of selecting
personnel for incident command roles. This should include
suitable and sufficient systems to identify individuals for
command roles, including a practical assessment of their
command skills’
Operational Assurance Bulletin Winter 2019/20
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The following qualities and behaviours are identified within
guidance;
• Being self-aware - An incident commander should be
aware of the impact of their actions and behaviours on the
people they are leading.
• Displaying and instilling confidence - A leader should
be aware that others at an incident take direction from
them. Personnel will respond positively to a confident
leader, which will improve the team's performance.
• Demonstrating and fostering trust - An incident 		
commander needs to lead people in challenging and
potentially dangerous circumstances. Trust between the
incident commander and the crews they lead is essential.
• Fostering two-way communication - The way an
incident commander behaves will affect whether crews
believe there is two-way communication. It affects how
likely they are to share critical information. Two-way
communication does not always mean an opportunity for
lengthy debate.
• Understanding the use of authority - An incident
commander should be aware of and adopt an appropriate
leadership style. This is the style which gets the desired
response from others.
• Setting expectations and standards - Personnel and
crews look to the Incident Commander to provide vision,
a set of clear objectives and set an appropriate tempo to
resolve the incident. It is important for the leader to make
clear what they expect in terms of standards, role and
outcomes.
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Operational Training Update

Level 1 Incident Command Training Briefing Note
In an attempt to align with national guidance, as well as
improving the content of the Initial Level 1 training course,
future course delegates should be identified by line 		
managers and documented within the appraisal process.

The pre course programme will also cover technical 			
underpinning knowledge of The Foundation for Incident
Command. This learning will be achieved by the successful
completion of a number of IGNIS learning packages.

Line managers should be aware of the qualities and
behaviours identified within this briefing note and 		
proactively attempt to identify future incident commanders.
Early identification of potential will allow development and
mentoring to take place prior to the attendance of an Initial
Level 1 training course.

Confirmation of knowledge and understanding will be
assured by the means of all course candidates 		
undertaking an IGNIS based assessment on the 1st day of
the Initial training course.

The early identification of potential new incident 		
commanders will also support the introduction of a pre
course training programme. The pre course material will
give course delegates an understanding of the role which
they will be undertaking, as well as allowing an increased
amount of time for the practical exposure of command
training exercises during the initial period of training.
Once future course delegates are identified, they will be
issued with a development portfolio for the collection of
evidence prior to course attendance. The portfolio will be
issued by the Command Training Team, however the
responsibility for completion rests with the course candidate
and their line managers. It should be possible to collect the
necessary evidence during station based training activities.
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The future 4 day Incident Command Level 1 Initial Course
will concentrate on developing the practical incident
command skills of course delegates. A simulation 		
assessment will be undertaken at the end of the course to
confirm knowledge & understanding.
Whilst attempting to align with the prescribed levels of
national guidance, the service recognises the ongoing need
to balance effective crewing levels with the required levels
of suitability to undertake the role in question.
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Operational Training Update
Ensuring that your qualifications are in date and that you
have access to the latest developments in the core areas
has never been easier. Our Service Course Planner is now
released in autumn to allow plenty of time for you to schedule
courses for the following year well in advance considering
the Service and your personal commitments and preferences.
All BA, SWAH and Water Rescue courses have expiry
dates that extend to the 31st December of the following
calendar year regardless of when they are completed in the
current year. The course schedule is designed ensure
sufficient availability and to allow for resilience 		
regarding recertification before expiry. We would 		
encourage Firefighters, Crew and Watch Managers to
consider some resilience when booking courses to account
for unforeseen events such as sickness or extreme weather
affecting course viability.
Trauma Care does not have expiry dates extending to the
end of the year. This is due to the governance arrangements which are provided by EMAS. The governance provided by EMAS is robust so again please book your course
early to coincide with the expiry of your certification status.
When considering initial courses for driving and incident
command liaise with Station Managers as these will be
prioritised and allocated on a service needs priority basis.
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Operational Training Update

Many thanks to those that have booked or completed
courses already. At present 70 firefighters with WFR status
expiry at 31/12/20 have not yet booked on to a course. The
good news is that 119 course places are still available. For
Incident Command 57 require a level 1 course in 2020 but
fear not as we still have 98 places to choose from. Finally
39 firefighters are required to recertify for trauma care and
there are 70 course places to choose from.

Firefighters, Crew and Watch Managers not booked on to
appropriate courses to preserve ticket dates may be subject
to being nominated for courses later in the year.
Allowing a ticket status to expire can have significant effects
on appliance availability and staff management.
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All information relating to ticket status, course availability
and booking information is available on Fireview via the
Training Plan tile.
Find your Ticket Status here - http://fireview.derbys-fire.gov.
uk/sites/teams/OpTrainingPolicyAssurance/OperationalTraining/training-plan/Pages/Ticket-Status.aspx
Find Course Schedules and availability information here
- http://fireview.derbys-fire.gov.uk/sites/teams/OpTrainingPolicyAssurance/Operational-Training/training-plan/Pages/
Course-Schedule.aspx
To book on to a course please phone the course booking
line on extension 7780 or email training@derbys-fire.gov.uk
(to ensure your requests are picked up do not email
individuals directly.)
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NOG

Since the introduction of National Operational Guidance
(NOG) through UKFRS.com, DFRS has been reviewing
and amending its own operational guidance to align with
the national standards as ‘business as usual’. During this
period the service has been working with other regional
services to ensure we are producing guidance that not only
meets national standards, but is interpreted and delivered
by each of the 5 services in collaboration to create an
interoperable operational environment.
Another benefit of the regional approach has been to
identify operational areas that can be developed even
further across the region. You may be aware that new
Incident Command packs are in the process of being
delivered to stations. This is not DFRS specific. Stations up
and down the region will be receiving the same packs that
have been developed and procured together.
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With NOG as the foundation, the East Midlands Region has
created an interoperable Command Support function. Using
the same terminology, Command packs, and methods of
recording.
Alongside this, DFRS are soon to be introducing a new
OPERATIONAL GUIDANCE CENTRE, which will be a ‘one
stop shop’ for all guidance of an operational nature. This
will see documents which are operationally specific move
away from the current document centre, onto a new 		
platform for TUK type training. Another feature will be direct
links to specific IGNIS presentations. All guidance on a
specific operational area will be accessible through one
screen. This again has been underpinned by NOG, and its
format will mirror the UKFRS page, giving ease of access
for specific operational areas.
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The format of documents will also be changing, moving
away from service specific SOG’s, and introducing 		
regionally produced ‘lessons’. The OPERATIONAL 		
GUIDANCE CENTRE will be the focal point for the 		
transition of documents from service specific to regional,
and more information on this will be delivered soon, with an
expected ‘Go Live’ date of April 2020.
As we are approaching the final stages of the new 			
OPERATIONAL GUIDANCE CENTRE build, volunteers are
required to test the new site before its release. If you would
be interested in testing, please contact ddiggins@derbysfire.gov.uk
Kind Regards
Response Policy
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On-Call PPV Phase 2/3 Training
Through 2020 all On-call units will receive training to qualify
them in the Operational use of PPV Phase 2/3.
Individuals will go live operationally to use Phase 2/3
following their PPV initial course as opposed to the whole
unit. The reason for this decision is not all On-Call units will
attend the course together.
PPV Phase 2/3 can only be implemented at operational
incidents if enough suitably qualified personal are available
for dedicated roles.
1.

Incident Commander – Phase 2/3 qualified.

2.

Pump Operator

3.

BA Team Leader (fire attack) - Phase 2/3 qualified.

4.

BA Wearer (fire attack) - Phase 2/3 qualified.

5.

BAECO

6.

Fan Operator – Phase 2/3 qualified or awareness 		
trained

7.

Covering Jet – Phase 2/3 qualified or awareness 		
trained

8.

BA Search Team (If appropriate) – Phase 2/3 		
qualified or awareness trained.
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All operational crews should familiarise themselves with the
Standard Operational Guidance and Operational Risk
Information Notes for Tactical ventilation and the use of
PPV.
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01 Apr 2019 - 31 Dec 2019

6 Injuries were catorgorised as slips, trips or falls
7 Injuries were caused by human error
9 Injuries were caused by handling/lifting
12 Near hits were equipment related
30 Injuries were first aid only
150 shifts lost to injuries

SUPPORT
CONTROL
AGENCY STAFF
OTHER
DRIVER TRAINING

16
9
5
3
3
2
1
1

OTHER DFRS SITE
APPLIANCE BAY
GYM

NUMBER OF NEAR HITS REPORTED

ON CALL

OFF DFRS SITE

BA COMPLEX

31 Injuries had a learning outcome

WHOLETIME

TOTALS

DRILL YARD

10 Investigations were Level 2 (potential for the individual
to be sent home. Medical treatment required)

EMPLOYEE TYPE

LOCATION WHERE INJURY EVENT OCCURRED

20
10
5
2
1
1
1

OFFICE
CAR PARK

Lessons Learnt
3 incidents involving dog bites: 2 on a Safe and Well
visit and 1 at an SSRI visit.
Lessons learnt – Exercise caution when crossing the
threshold to unknown properties and be mindful of
pets whilst visiting premises. Place a Hazard
Management Alert (HMA) on the premises.

If you would like more information on any aspect of Health and Safety please email us HealthAndSafety@Derbys-Fire.Gov.UK
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Current Labelling of Heavy Equipment on Appliances - DECALS
Following on from the equipment Risk Assessments
certain heavy or bulky pieces of equipment have
decals on them indicating the number of personnel
recommended to lift the item.
“Loads shall be clearly marked with labels where necessary
to give an indication as to the number of persons 		
recommended to lift/handle the load.” Health and Safety
Handbook.

Eg, four persons should carry a light portable pump where
possible but, for maintenance, and following a Dynamic
Risk Assessment, two mechanics may remove the pump
from an appliance. In this instance, the task is 		
acceptable with two because the floor surface is even and
free of obstruction, the room well-lit and the distance
involved is short.

Indicating labels are in the form of a black figure on a
yellow background. The number of figures represent the
recommended persons required, however this is not mandatory as there may be occasions where conditions vary
and a lesser number of persons could do the task safely.

Please be aware that some of the new ladders have a three
person sticker on them. This is not to indicate the recommended
number to carry them but it is a manufacturers guide to the
number of personnel who can operate from the ladder.
Currently in Derbyshire we are still operating to one person
on the ladder unless fitting a hose becket or performing a
rescue.
S&RM
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Exposure to Blood-Borne Viruses
Public Health England has published ‘Guidance on 		
management of potential exposure to blood-borne viruses
in emergency workers’.
The following flow chart shows the pathway to be followed
in the event of exposure. It is important that all employees
are aware of what they need to do in the event of an
exposure to blood-borne viruses - either from a bite or
needle stick injury, or exposure through mucous 		
membranes (splashes to the eyes/mouth/inside the nose)
or to broken skin (e.g. affected by eczema).
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A detailed record of the injury or exposure must be 		
reported on SIRS as this will form part of any investigation
into the incident. If a possible exposure happens during
occupational health operational hours staff should make
contact for advice, but if not it is important that the 		
individual attends A&E as soon as possible so that they can
be assessed for any necessary treatment or investigations.
A laminated sheet (Sharps Injuries/Blood Exposure 		
Incidents) was sent out with ORIN 17/19 to be placed in
trauma care bags, first aid boxes, and all vehicles. Please
check that these are still in place, and make yourself
familiar with the procedure. Please contact Safety and Risk
Management if you require more of these sheets.
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Vehicle Accidents

The total number of accidents for the last quarter
October to December was 20.

This included:
4 accidents whilst reversing
5 accidents hitting a stationary object. Some examples of
damage are shown in the photos below.

£4,048.46 is unrecoverable losses e.g. when the cost
falls below the policy excess or if the accident is DFRS fault
and unable to recover the policy excess back.
This is equivalent to the price of a holiday abroad for four.

Out of the 20 accidents the top Incident types, they are:4 Hit another structure
5 Hit gate/gatepost/bollard/tree
3 Hit stationary vehicle
3 Struck by other vehicle whist vehicle stationary
The advice/recommendations given for all of these types of
Incidents are:
• Be more vigilant when driving or parking.
• Where possible, always use a banks person whether
you’re reversing, driving down a narrow street or parking
in a confined space.
• Always make sure the Appliance Bay doors are 		
completely up before driving out of the station.

Vehicle repair costs during the last quarter was £12,041.49
(This will increase, as some vehicles have not been 		
repaired yet).
This is equivalent to the price of a new small car or the cost
of a skiing holiday for a large family for a couple of weeks
with lift passes and ski hire.
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Milage and Fuel Returns
Transport would like to kindly remind Stations, Officers and
Departments who are responsible for fleet vehicles to send
in their mileage returns on time. This effects our fleet
management system which controls the service schedule
and manages maintenance. Therefore it is imperative that
we receive returns on time to ensure our vehicles are
legally complaint and are not a risk to our drivers.

Operational Assurance Bulletin Winter 2019/20

HOME

Fuel returns should also be sent at the beginning of the
month to enable Transport to monitor fuel transactions –
please feel free to scan the returns and receipts to 		
Transport@derbys-fire.gov.uk
Transport would like to thank those who are always
prompt at sending in their returns.
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Internal Communication to Operational Crews
F.A.O. Operational Crews
Police request for CCTV footage from Fire.
The process for police requesting CCTV footage from fire
has changed. The current form has been revised and is
required to be completed by police (section 1) BEFORE
we retrieve the footage from the appliance or from the fire
station.
This process / form was communicated with the police on
Monday 9 December 2019 in the Chief Constables weekly
directive, and is uploaded on their intranet system, 		
Connect.
If you are asked for any footage from the police, please
direct them to their internal website so they can 		
complete Section 1.
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Redkite Training Recording
Redkite Training Tracker is the system used by DFRS for
the management, administration and recording of training
and development for all relevant personnel. It is also
referred to as Redkite Competency Recording System.
The recording of occupational competence is the most
effective control measure that is available for the Service
to ensure these standards of competency and safety are
maintained.
Failure to maintain full and accurate records of occupational
competence exposes the organisation to an intolerable
corporate risk. All training and development activity must be
evidenced and recorded for competence to be achieved.
For a considerable time now the recording of training on
Redkite across the Service can at best be described as
inconsistent. There are some entries which provide a
comprehensive and detailed description which to an
outside auditor could be considered a satisfactory record of
competence however the majority of the quality of the
activity update statements provide insufficient information to
prove competence.
Therefore to both assist those inputting and to raise the
standard of the entries several key initial changes have
been made to the set statements which are outlined below.
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BA Competence Log. This has been changed to ensure
that whenever a BA wear is recorded (both training &
operationally) the minimal essential information is captured.
This includes the name of the wearer and their role in the
team, the number of the BA set they wore and for how long.
It also requires you to provide a brief summary of the
scenario (training) or incident (real work).
Fire Control. This section is still under construction but will
enable FCOs to record their competency against incidents
and exercises they were involved in.
Fire Investigation. This section is to be used to record a
brief description of the incident you investigated, the level
of investigation you carried out and the conclusion of the
cause of the fire.
Operational Incidents. This section is divided into 4 to
allow for the recording of incident command competence
evidence by Level 1 & 2 Commanders. It should be used
for training and incidents.
Safe to Command Firefighters and Crew Managers must
use ‘WM(CM)7, Watch Managers WM7, and Station/Group
Managers EFSM2.
In order to provide sufficient evidence of competence ALL
incident commanders must complete these individual
elements e.g. WM7.1, 7.2, 7.3 & 7.4 in order to 		
demonstrate competence in line with their relevant National
Occupational Standard (NOS).
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Redkite Training Recording
Furthermore these entries must be standalone from any
other generic entry relating to the same incident/training.
In other words the incident commander entry cannot
include driving to the incident or BA wears or any other
activity which was demonstrated at the incident/training
event – they must be entered separately.

Those inputting training entries onto Redkite should use the
set statements to ensure the minimal required 		
information is captured or, must ensure that when using
free text in the ‘Description of Activity’ box, the minimal
information required is included plus any other relevant
information.

Training for Risk. Use this set statement to record the
activity undertaken and whether or not you accessed
Resilience Direct. Information on the risks in your areas can
be found on your pages on RD and you must be able to
access the site to review, plan and prepare for these types
of incidents.

The recording of competency will be reviewed on an
on-going basis and will be audited during all Station 		
Assurance Visits to ensure compliance.

Safety Flash & Directed Training. When these are issued
you should record those you reviewed by selecting them
from the list in the ‘Safety Flash and Directed Training’ tab.
Protection. Record here any fire safety activity completed.

Remember – you must record all activities, a good example
of this is driving. All blue light response drivers (appliances
and Officers) must record every blue light run to show
competence and and not just 1 every 3 months to stay
‘green’.
The frequencies for training/competency recording must be
achieved in line with procedure.

Prevention. Record activity which relates to the completion
of Safe & Well visits and any other community safety
campaigns.
These Set Statements remain unchanged:
•

Area Based Instructor log

•

Basic Core Skills

•

Driving
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SSRI Visits by Crews
In order to assist Crews in gathering relevant and up to
date information during SSRI visits to high risk premises in
their station areas, please consider when planning the visit
to contact any appropriate specialist you believe may be
able to support you in completing the document.
For example if in your area you have an Upper Tier
COMAH site you should contact a Hazardous Materials
& Environmental Protection Advisor (HMEPA) via email
HMEPAforum@derbys-fire.gov.uk to arrange for them to
assist/support you.
The same applies for inspections of other premises where a
Protection Officer may be the most suitably qualified person
to assist you.
There may be other examples where specialist help can be
obtained with prior arrangement through Operational
Training. Please liaise with them via operationaltraining@
derbys-fire.gov.uk
By ensuring the right people with the right skills and 		
knowledge contribute to this information gathering process
we can help to promote firefighter safety and a more 		
effective and efficient response.
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If you have any queries on any article in this edition, or any ideas for articles for
the next bulletin, please email operationalassurance@Derbys-Fire.Gov.UK
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ITEM 17

Data Management – Page 1

Incidents involving people (YTD)

Derbyshire Fire and Rescue Service

Quarter 4 / Year-end Performance Report 2019/20
Service Delivery Performance Board: 14 May 2020
Incident activity summary
 During the year ending 31 March 2020 DFRS attended 6,183 incidents, a
12% (814 incidents) reduction on last year’s outturn. Q4 outturn is up 4% on
last year (51 incidents).
 Fire incidents (YTD) fell by 21% (551 incidents) and Q4 saw a 5% reduction
in fires.
 Deliberate primary fires and Chimney fires (YTD) increased although outturn
for both is below historic average.
 Accidental primary fires (YTD) fell by 14% (119 incidents). Accidental
secondary fires (YTD) fell by 29% (176 incidents) but rose by 22% in Q4.
 Deliberate secondary fires (YTD) reduced by 33% (281 incidents) and by
23% (32 incidents) in Q4.
 ESS incidents (YTD) increased by 23% (313 incidents) and by 45% (126
incidents) during Q4.
 False alarms attended (YTD) fell by 19% (576 incidents) including a 25%
reduction in FAAs (YTD) similarly in Q4 a reduction of 9% (52 FA incidents).
Overall incident activity comparison January to March 2020 (Q4 only)
Incident Type

Q4 2019/20

Q4 2018/19

Accidental primary fires
Deliberate primary fires
Accidental secondary fires
Deliberate secondary fires
Chimney fires attended
Fire incidents
RTC ESS incidents
Other ESS
Total ESS
FAAs attended
FAGIs attended
False alarm malicious attended
False alarms attended
Total

185
59
78
108
40
474
128
281
409
316
209
19
544
1,427

192
68
64
140
33
497
105
178
283
367
212
17
596
1,376

Historic
average
211
64
49
109
38
471
130
201
331
428
194
17
639
1,441

Difference 2019/20
against 2018/19
-7 (-4%)
-9 (-13%)
14 (22%)
-32 (-23%)
7 (21%)
-23 (-5%)
23 (22%)
103 (58%)
126 (45%)
-51 (-14%)
-3 (-1%)
2 (12%)
-52 (-9%)
51 (4%)

Severity of injury

Fire

Average

Fatal
Serious
Slight
First aid & prec. checks
Rescue without injury
Total

7
5
34
69
17
132

4
7
47
84
19
161

Accidental primary fires
Deliberate primary fires
Accidental secondary fires
Deliberate secondary fires
Chimney fires attended
Fire incidents
RTC ESS incidents
Other ESS
Total ESS
FAAs attended
FAGIs attended
False alarm malicious attended
False alarms attended
Total

Q1 to Q4
2019/20
739
304
433
568
86
2,130
590
1,080
1,670
1,404
912
67
2,383
6,183

Q1 to Q4
2018/19
858
292
609
849
73
2,681
543
814
1,357
1,861
1,020
78
2,959
6,997

Historic
average
902
298
381
743
92
2,416
516
853
1,369
1,890
856
68
2,814
6,599

Difference 2019/20
against 2018/19
-119 (-14%)
12 (4%)
-176 (29%)
-281 (33%)
13 (18%)
-551 (-21%)
47 (9%)
266 (33%)
313 (23%)
-457 (-25%)
-108 (-11%)
-11 (-14%)
-576 (-19%)
-814 (-12%)

Average

Overall

Average

31
129
324
155
351
990

46
185
460
271
461
1,423

35
136
371
239
370
1,151

ESS fatalities by incident type
RTC
Assist other agencies
Effecting entry/exit
Rescue or evacuation from water
Suicide/attempts
Making Safe (not RTC)
Other rescue/release of persons
Medical Incident - Co-responder
Total

Fatalities
12
10
8
3
3
1
1
1
39

Summary of ESS incidents attended 2019/20 & Q4
ESS Type
Effecting entry/exit
Flooding and water rescues
Hazardous materials & spills
Other rescue/release
Assist other agencies
Other
Lift Release
Animal assistance incidents
Medical incident
Suicide/attempts
Total

Overall incident activity comparison April to March 2019/20 (YTD)
Incident Type

Special
Service
39
180
426
202
444
1,291

Contents








YTD 2019/20
171
122
74
167
160
132
67
76
72
39
1,080

Average
143
63
72
150
97
128
71
71
41
18
854

Q4
41
25
18
36
47
54
16
18
13
13
281

Average
32
11
16
32
29
32
14
14
10
4
194

Incident activity summary continued
DFRS encountered 46 fatalities during
the year. 85% were as a result of
D
ESS incidents, predominantly involved in RTCs. Only 1 RTC fatality
reported in Q4.
RTC incidents (YTD) increased by 9% (47 incidents) when compared to last
year with a 22% increase (23 incidents) in Q4.
15% of Other ESS incidents (161 incidents - YTD) involved assisting other
agencies. These incidents witnessed 10 fatalities.
16% Other ESS incidents involved effecting entry/exit (171 incidents – YTD)
33% of suicide related incidents occurred during Q4.

Media (Storm Dennis/Ciara) – Joint working with LRF to minimise calls to Control
and provide warnings via Press release/TV/Radio interviews/print media and website.
Twitter impressions 181,250 and 3,898 engagements. Facebook impressions 169,480
and 11,458 engagements.

1. Incident/Pump activity summary
5. Accidental dwelling fires
6. Fatalities and casualties
7. Deliberate fires
8. RTC KSIs
9. Non-domestic property fires
9. Non-domestic false alarms
10. Audits triggered by RBIP
11. SSRI lites undertaken
11. SSRI full undertaken
12. Direct engagement conversion
13. SWCs delivered
14. Risk Reduction
15. Calls answered in 7 seconds
15. Mobilising system availability
16. Wholetime and On-call availability
17. Response standards (1st pump)
17. Response standards (2nd pump)
18. SWC referrals to partners
18. Training assurance
18. Course attendance
19. Core-competencies
19. Average shifts lost to sickness
19. Post-contact satisfaction
20. Glossary

Media Support
Media: My Mum makes Derbyshire
safer – Twitter impressions 16,664 and
751 engagements, Facebook
impressions 14,881 and 1,275
engagements.
Media: #StayHomeSaveLives –
COVID-19 – Linking with LRF with
messages from PHE and Gov’t. Fire
Safety: smoking, cooking, BBQ,
distractions, garden safety via
TV/Radio/social media/Press Release.
Twitter impressions 132,552 and 6,504
engagements. Facebook 46,481 and
4,556 engagements.

Media: On Call awareness week –
Twitter impressions 46,739 and 1,196
engagements. Facebook impressions
19,443 and 1,207 engagements.

Media: Social Media – Overall Twitter
impressions (March) 1.1 million.
230 Facebook posts – 18,000 fans and
8,000 engagements
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Coronavirus Pandemic

Incidents Attended by Station Admin Area 2019/20

KPM Targets
In light of the Coronavirus Pandemic DFRS suspended many activities
measured as part of the KPMs from 17 March 2020. Targets have
remained in place up until the end of the reporting year and any
reductions in performance were reflected in the commentary captured
on the Performance Dashboards. From April 2020 onwards targets
set for affected KPM have been removed until further notice.
Incident activity
Incidents attended by DFRS crews which potentially involved COVID19 (as alerted by crews) were tagged by Control using the hashtag
reporting method. Currently data indicates 8 incidents attended may
have potentially involved COVID-19 (2 in March and 6 in April).
Following the lockdown, data indicated an increase in the number of
accidental secondary fires and false alarms due to bonfire incidents
attended, the following chart depicts these incidents measured against
the averages for the time of the year and does reflect above average
activity which peaked every second week.
Derbyshire (as at 6 May 2020) has reported 0 incidents involving 4/5G
masts.
Acc. Sec. fres & bonfire incidents by week (since 16th March)
45
30
15
0
12

13

14

15

16

17

18

week number
Average

Actual

Sickness
Any absences as a result of the pandemic including Shielding and
Self-isolation is not being included within the sickness KPMs. This
information is being captured as a stand-alone dataset.
The following chart illustrates internal WDS COVID-19 related
absences against a pre-lockdown forecast model as at 6 May 2020.
Model vs actual current wholetime COVID-19 absences
150

Modelled absence (based on 7, 10 and 14 days absence per person)
Actual COVID-related absence

125
100
75
50
25
0
12 Mar 19 Mar 26 Mar 02 Apr

09 Apr

16 Apr

23 Apr

30 Apr 07 May 14 May

Station
Kingsway
Ascot Drive
Chesterfield
Notts Rd
Long Eaton
Alfreton
Buxton
Ilkeston
Swadlincote
Clay Cross
Clowne
Glossop
Staveley
Matlock
Heanor
Ashbourne
Bolsover
Belper
Dronfield
Shirebrook
Ripley
Bakewell
New Mills
Chapel
Melbourne
Crich
Wirksworth
Hathersage
W. Bridge
Duffield
Bradwell

2019/
20
781
711
473
403
390
382
313
306
290
203
194
186
182
156
145
139
131
108
95
84
82
78
52
42
41
40
39
37
36
31
30

Total
2018/
No.
19
Diff
849
-68
826
-115
607
-134
417
-14
377
13
453
-71
304
9
362
-56
324
-34
233
-30
172
22
211
-25
243
-61
221
-65
158
-13
150
-11
166
-35
101
7
72
23
124
-40
112
-30
79
-1
73
-21
48
-6
36
5
37
3
54
-15
66
-29
45
-9
44
-13
33
-3

Fire
% Diff
-8%
-14%
-22%
-3%
3%
-16%
3%
-15%
-10%
-13%
13%
-12%
-25%
-29%
-8%
-7%
-21%
6%
32%
-32%
-27%
-1%
-29%
-13%
14%
8%
-28%
-44%
-20%
-30%
-9%

2019/
20
212
271
174
109
108
125
106
102
103
81
109
67
76
37
57
47
59
38
29
45
29
23
19
15
6
16
9
16
13
13
14

2018/
19
256
314
243
142
140
175
100
145
134
88
105
66
118
62
77
34
90
38
33
71
45
21
29
18
19
10
15
33
24
19
14

No.
Diff
-44
-43
-69
-33
-32
-50
6
-43
-31
-7
4
1
-42
-25
-20
13
-31
0
-4
-26
-16
2
-10
-3
-13
6
-6
-17
-11
-6
0

% Diff
-17%
-14%
-28%
-23%
-23%
-29%
5%
-30%
-23%
-8%
3%
2%
-36%
-40%
-26%
38%
-34%
0%
-12%
-37%
-36%
10%
-34%
-17%
-68%
55%
-40%
-52%
-46%
-32%
0%

2019/
20
169
170
110
114
120
109
67
78
106
59
44
54
46
54
32
50
40
33
37
19
23
24
12
14
19
14
13
9
16
9
5

ESS
2018/
19
145
135
114
100
72
83
52
64
88
62
27
46
29
55
28
50
30
24
18
14
21
19
14
11
11
12
7
13
6
5
5

No.
Diff
24
35
-4
14
48
26
15
14
18
-3
17
8
17
-1
4
0
10
9
19
5
2
5
-2
3
8
2
6
-4
10
4
0

% Diff
17%
26%
-4%
13%
67%
31%
29%
22%
20%
-5%
63%
17%
59%
-2%
14%
0%
32%
38%
106%
36%
10%
26%
-14%
27%
73%
17%
86%
-31%
167%
80%
0%

2019/
20
400
270
189
180
162
148
140
126
81
63
41
65
60
65
56
42
32
37
29
20
30
31
21
13
16
10
17
12
7
9
11

False Alarm
2018/
No.
19
Diff
448
-48
377
-107
250
-61
175
5
165
-3
195
-47
152
-12
153
-27
102
-21
83
-20
40
1
99
-34
96
-36
104
-39
53
3
66
-24
46
-14
39
-2
21
8
39
-19
46
-16
39
-8
30
-9
19
-6
6
10
15
-5
32
-15
20
-8
15
-8
20
-11
14
-3

% Diff
-11%
-28%
-24%
3%
-2%
-24%
-8%
-18%
-19%
-24%
2%
-34%
-38%
-34%
6%
-36%
-30%
-5%
38%
-49%
-35%
-21%
-29%
-32%
167%
-33%
-47%
-38%
-53%
-52%
-21%

Key findings – Incidents attended by station admin area 2019/20





All but 7 station admin areas have seen reductions in all incident types with reductions across the board in fire and false alarm
incidents. Most stations were impacted by the ESS rise.
Chesterfield reported the largest fall in actual incident numbers (-134 incidents) overall and in all incident types attended.
Ascot Drive attended 115 fewer incidents than last year including the highest reduction in false alarms incidents.
DFRS was mobilised into neighbouring counties on 703 occasions.
Over-border activity 2019/20

Service
Nottinghamshire
Leicestershire
Staffordshire
South Yorkshire
Cheshire
Greater Manchester
Lincolnshire
Total

Other FRSs into DFRS
333
85
130
67
0
64
0
679

DFRS into other FRSs
465
194
19
20
3
1
1
703

Appliances mobilised into DFRS
Station
Service
Mobs.
Ashfield
NFRS
69
Burton On Trent
SFRS
64
Stapleford
NFRS
62
Highfields
NFRS
49
Eastwood
NFRS
47
Castle Donington
LFRS
38
Hyde
GMFRS
38
Tutbury
SFRS
36
Mansfield
NFRS
30
Ashby De La Zouch
LFRS
30

DFRS mobilised outside county
Station
+20 mobs
Ilkeston
167
Long Eaton
133
Alfreton
109
Swadlincote
99
Shirebrook
56
Melbourne
27
Staveley
25
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Incidents attended by station admin area (January to March 2020) Q4 only
Station
Kingsway
Ascot Drive
Chesterfield
Long Eaton
Notts Rd
Alfreton
Buxton
Ilkeston
Swadlincote
Clay Cross
Clowne
Staveley
Ashbourne
Glossop
Matlock
Heanor
Bolsover
Ripley
Belper
Dronfield
Shirebrook
New Mills
Bakewell
Chapel
W.Bridge
Crich
Melbourne
Bradwell
Hathersage
Wirksworth
Duffield

Current
Year
173
141
133
110
96
91
73
70
67
47
42
38
38
31
30
29
28
25
22
20
19
17
17
14
13
12
11
7
5
3
1

Total
Prev. No.
Year Diff
168
5
148
-7
126
7
73
37
70
26
97
-6
69
4
73
-3
55
12
44
3
34
8
55
-17
30
8
39
-8
44
-14
27
2
41
-13
20
5
21
1
19
1
23
-4
16
1
15
2
10
4
6
7
6
6
3
8
10
-3
11
-6
11
-8
11
-10

% Diff
3%
-5%
6%
51%
37%
-6%
6%
-4%
22%
7%
24%
-31%
26%
-21%
-32%
7%
-32%
24%
5%
5%
-17%
6%
13%
36%
117%
100%
267%
-27%
-55%
-73%
-91%

Fire
Prev.
No.
Year
Diff
40
-3
44
17
52
-1
25
0
24
7
29
3
25
0
37
-20
22
0
20
-6
26
-4
31
-18
5
6
10
6
12
-6
11
0
18
-10
11
2
7
-2
7
-2
12
-4
7
0
2
4
3
3
5
2
1
2
1
0
2
1
5
-3
1
0
1
0

Current
Year
37
61
51
25
31
32
25
17
22
14
22
13
11
16
6
11
8
13
5
5
8
7
6
6
7
3
1
3
2
1
1

Special Appliances April 2019 to March 2020 (YTD)

% Diff
-7%
39%
-2%
0%
29%
10%
0%
-54%
0%
-29%
-15%
-58%
120%
55%
-50%
0%
-56%
18%
-29%
-29%
-33%
0%
200%
100%
40%
200%
0%
50%
-60%
0%
0%

Current
Year
45
31
32
38
22
23
13
25
26
19
11
11
19
5
7
5
13
6
10
8
4
2
7
6
5
5
6
1
2
2
0

ESS
Prev.
Year
29
27
31
15
14
14
7
14
19
11
5
8
9
14
12
5
11
3
6
5
4
4
4
1
0
0
2
2
4
1
2

No.
Diff
16
4
1
23
8
9
6
11
7
8
6
3
10
-9
-5
0
2
3
4
3
0
-2
3
5
5
5
4
-1
-2
1
-2

% Diff
55%
15%
3%
153%
57%
64%
86%
79%
37%
73%
120%
38%
111%
-64%
-42%
0%
18%
100%
67%
60%
0%
-50%
75%
500%
500%
500%
200%
-50%
-50%
100%
-100%

Current
Year
91
49
50
47
43
36
35
28
19
14
9
14
8
10
17
13
7
6
7
7
7
8
4
2
1
4
4
3
1
0
0

False Alarm
Prev. No. Diff
Year
99
-8
77
-28
43
7
33
14
32
11
54
-18
37
-2
22
6
14
5
13
1
3
6
16
-2
16
-8
15
-5
20
-3
11
2
12
-5
6
0
8
-1
7
0
7
0
5
3
9
-5
6
-4
1
0
5
-1
0
4
6
-3
2
-1
9
-9
8
-8


% Diff
-8%
-36%
16%
42%
34%
-33%
-5%
27%
36%
8%
200%
-13%
-50%
-33%
-14%
18%
-42%
0%
-13%
0%
0%
60%
-56%
-67%
0%
-20%
400%
-50%
-50%
-100%
-100%






Special Appliances January to March 2020 (Q4)

Call sign
D09A1
D25A1

Type
ALP
ALP

Current Station
Ascot Drive
Chesterfield

Current
44
23

Previous
28
16

D02C1/D03C1
D14C1
D04R2/D17R2
D04R4/D17R4
D11R3
D14R3
D23R6
D02S8
D09S9
D01T9
D06T2
D10T1
D15T4
D16T4
D28T1
D14W1
D23W2/D01W2
D26W2/D28W2

Control Unit
Control Unit
Rescue Unit
Rescue Unit
Water Rescue
Water Rescue
RTC
Red Cross
Salvation Army
HVP
Welfare/BA pod
MRU
Moorland
Argocat
MRU
Water Carrier
Water Carrier
Water Carrier

Long Eaton
Buxton
Alfreton
Alfreton
Kingsway
Buxton
Ashbourne
Long Eaton
Ascot Drive
Ilkeston
Belper
Nottingham Rd
New Mills
Glossop
Staveley
Buxton
Ashbourne
Clay Cross

7
7
57
54
37
12
14
2
7
1
4
23
2
7
24
8
11
20

5
1
23
24
17
4
0
1
9
2
3
29
6
2
15
6
9
24

Call sign
D09A1
D25A1
D02C1/D03C1
D14C1
D04R2/D17R2
D04R4/D17R4
D11R3
D14R3
D23R6
D02S8
D09S9
D01T9
D06T2
D10T1
D15T4
D16T4
D28T1
D14W1
D23W2/D01W2
D26W2/D28W2

Type
ALP
ALP
Control Unit
Control Unit
Rescue Unit
Rescue Unit
Water Rescue
Water Rescue
RTC
Red Cross
Salvation Army
HVP
Welfare/BA pod
MRU
Moorland
Argocat
MRU
Water Carrier
Water Carrier
Water Carrier

Current Station
Ascot Drive
Chesterfield
Long Eaton
Buxton
Alfreton
Alfreton
Kingsway
Buxton
Ashbourne
Long Eaton
Ascot Drive
Ilkeston
Belper
Nottingham Rd
New Mills
Glossop
Staveley
Buxton
Ashbourne
Clay Cross

Current
13
10
0
1
19
18
8
3
6
0
2
0
0
7
1
1
6
2
2
5

Previous
9
3
0
0
2
3
6
0
0
0
5
0
0
4
1
0
3
1
1
5




Incidents attended January to March 2020 (Q4)
A 39% (17 incidents) increase in fires in Ascot Drive during
the period compared to last year, whereas Q3 reported a
15% reduction.
Small increases in false alarm incidents attended in some
areas compared to last year – the Tri Service UFAS
procedure was adopted on 5 March 2019.
Long Eaton reported a 51% rise in all incidents compared to
previous year.

Key findings Special Appliance movements
57% increase in activity compared to last year for D09A1
based at Ascot Drive.
43% increase in activity reported for D25A1 when compared
to last year.
Both rescue units have reported an increase in activity
within the year to date comparison and during Q4.
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Pumping appliance attendance activity heat maps (YTD and Q4)
Appliance mobilising 2019/20
Appliance mobilising January to March 2020 (Q4)
Station

Appliance

D11P1
D09P1
D10P1
D25P1
D04P1
D28P1
D01P1
D02P1
D14P1
D26P1
D12P1
D16P1
D17P1
D27P1
D23P1
D08P1
D30P1
D07P1
D12P2
D29P1
D31P1
D19P1
D03P1
D06P1
D22P1
D04P2
D24P1
D28P2
D20P1
D18P1
D15P1
D14M1
D13P1
D21P1
D01P2
D17M1
D05P1
D02P2
D26P2
D16M1
D23P2

Kingsway
Ascot Drive
Notts. Rd
Chesterfield
Alfreton
Staveley
Ilkeston
Long Eaton
Buxton
Clay Cross
Swadlincote
Glossop
Matlock
Dronfield
Ashbourne
Heanor
Bolsover
Duffield
Swadlincote
Clowne
Shirebrook
Chapel
Ripley
Belper
Bakewell
Alfreton
Wirksworth
Staveley
Bradwell
W. Bridge
New Mills
Buxton
Melbourne
Hathersage
Ilkeston
Matlock
Crich
Long Eaton
Clay Cross
Glossop
Ashbourne

Current
1005
762
692
535
425
419
377
329
293
209
207
207
196
135
118
113
108
105
101
100
92
90
89
86
81
72
62
59
56
55
52
48
45
43
42
26
25
24
24
10
2

Total Incidents
Previous
No.
Diff
1013
-8
833
-71
769
-77
662
-127
433
-8
463
-44
420
-43
297
32
280
13
204
5
207
0
219
-12
261
-65
105
30
129
-11
156
-43
133
-25
96
9
123
-22
117
-17
121
-29
80
10
121
-32
100
-14
69
12
62
10
74
-12
73
-14
68
-12
85
-30
66
-14
42
6
40
5
49
-6
22
20
33
-7
35
-10
15
9
21
3
12
-2
5
-3

% Diff
-1%
-9%
-10%
-19%
-2%
-10%
-10%
11%
5%
2%
0%
-5%
-25%
26%
-9%
-28%
-19%
9%
-18%
-15%
-24%
12%
-26%
-13%
17%
16%
-16%
-19%
-18%
-35%
-21%
14%
12%
-12%
91%
-21%
-29%
60%
14%
-17%
-60%

Overborder
mobs.
13 (1%)
10 (1%)
10 (1%)
3 (1%)
99 (18%)
24 (5%)
161 (30%)
129 (28%)
4 (1%)
1 (0%)
80 (28%)
2 (1%)
0 (0%)
4 (3%)
4 (3%)
11 (8%)
8 (7%)
0 (0%)
19 (15%)
9 (8%)
56 (36%)
0 (0%)
3 (3%)
1 (1%)
0 (0%)
10 (11%)
0 (0%)
1 (2%)
1 (2%)
1 (2%)
0 (0%)
0 (0%)
27 (36%)
2 (5%)
6 (10%)
0 (0%)
0 (0%)
4 (12%)
0 (0%)
0 (0%)
0 (0%)

Station

Appliance

D11P1
D09P1
D25P1
D10P1
D04P1
D28P1
D01P1
D02P1
D14P1
D12P1
D17P1
D16P1
D26P1
D27P1
D23P1
D19P1
D03P1
D12P2
D08P1
D04P2
D30P1
D07P1
D29P1
D15P1
D22P1
D06P1
D28P2
D31P1
D20P1
D18P1
D24P1
D01P2
D13P1
D14M1
D26P2
D05P1
D21P1
D02P2
D17M1
D16M1
D23P2

Kingsway
Ascot Drive
Chesterfield
Notts. Rd
Alfreton
Staveley
Ilkeston
Long Eaton
Buxton
Swadlincote
Matlock
Glossop
Clay Cross
Dronfield
Ashbourne
Chapel
Ripley
Swadlincote
Heanor
Alfreton
Bolsover
Duffield
Clowne
New Mills
Bakewell
Belper
Staveley
Shirebrook
Bradwell
W. Bridge
Wirksworth
Ilkeston
Melbourne
Buxton
Clay Cross
Crich
Hathersage
Long Eaton
Matlock
Glossop
Ashbourne

Current
246
153
146
144
108
93
90
85
63
48
43
42
42
35
31
28
25
25
23
22
22
20
20
19
18
17
17
17
15
12
11
10
10
10
8
6
6
5
5
0
0

Total Incidents
Previous
No.
Diff
202
44
151
2
146
0
135
9
79
29
83
10
81
9
59
26
64
-1
40
8
51
-8
43
-1
42
0
23
12
24
7
16
12
24
1
17
8
25
-2
20
2
36
-14
17
3
30
-10
13
6
15
3
18
-1
20
-3
29
-12
17
-2
13
-1
12
-1
6
4
2
8
13
-3
4
4
7
-1
12
-6
4
1
9
-4
3
-3
2
-2

% Diff
21%
1%
0%
7%
37%
12%
11%
44%
-2%
20%
-16%
-2%
0%
52%
29%
75%
4%
47%
-8%
10%
-39%
18%
-32%
46%
20%
-6%
-14%
-41%
-12%
-8%
-8%
67%
400%
-23%
100%
-14%
-50%
25%
-44%
-100%
-100%

Overborder
mobs
2 (1%)
1 (1%)
2 (1%)
2 (1%)
32 (21%)
11 (9%)
34 (29%)
37 (31%)
0 (0%)
21 (30%)
0 (0%)
0 (0%)
0 (0%)
1 (3%)
2 (6%)
0 (0%)
3 (10%)
5 (16%)
0 (0%)
5 (17%)
3 (10%)
0 (0%)
5 (19%)
0 (0%)
0 (0%)
0 (0%)
0 (0%)
20 (50%)
0 (0%)
0 (0%)
0 (0%)
3 (20%)
7 (35%)
0 (0%)
0 (0%)
0 (0%)
0 (0%)
1 (17%)
0 (0%)
0 (0%)
0 (0%)

Appliance mobilising key findings
 Most wholetime pumps have reported reductions in mobilising when compared to last year but have seen increases during quarter
4 in some pump activity.
 D02P1 saw an 11% increase in mobilisations (YTD) and a 44% increase in Q4 when compared to last year.
 D04P1 reported an overall 8% reduction (YTD) in mobilisations and a 37% increase in Q4. Alfreton was mobilised over-border on
32 occasions in Q4 which equates to an increase of 24 occasions on the same period last year.

Corporate Risk Management as at 29 April 2020

CR-A: Health and Safety
CR-A continues to be at amber due to the ongoing CV-19 pandemic. All activities
are being risk assessed and home working/mental health are contributing to
concerns. All CV-19 related TBRAs have been cross referenced with updated
NFCC guidance; they have been agreed regionally by FBU and latest version
uploaded onto the COVID hub. Work continues to ensure that additional roles
are all risk assessed and risk cards in place to identify safe systems of work.
21/04/20: Mental health has been discussed at the wellbeing network and role of
blue light champions. Targeted support being prepared for those assisting EMAS
and for Joint Control. Safety flash issued on hazards of O2 and reminders on
donning and doffing PPE. Links to useful videos published by HSE and Safety
and Health Practitioner to be put in CV-19 Bulletin regarding working from home.
28/04/20: HS13 reports continually monitored; no near hits reported in relation to
CV-19. Safety sub group discussed assurance for decision making and also
Recovery cell is looking at impacts to specific areas that have had to work
differently or be deferred. These are all being recorded within risk assessments
(RAs) and mitigation put in place. New areas that may require RA’s coming from
the latest version of the tri-partite agreement have been examined and
discussions with the FBU and regional safety teams have started.

CR-B: Service Delivery
Service delivery is currently unaffected due to the actions taken during early
stages of the CV19 outbreak. Sickness has fallen again since last week and it is
recommended that this risk be reduced to 16. A notable risk still remains around
Systel and potential escalation of the CV-19 epidemic, should sickness levels
align to the modelling.
16/4/20: The Service experienced a full outage of the Systel mobilising system.
This was reportedly caused by a part which Systel are aware has a shelf life
before requiring replacement. DFRS will consult with Systel as to the expected
life expectancy and establish any other known parts which may cause issues
which require a service/replacement schedule -15:50 system back online.

CR-C: Legislation and Financial Resourcing
The risk rating has remained high after the Fire Authority in February and recent
intelligence about a roll over budget settlement and growth items in future
budgets still mean we have an estimated £2m deficit by 2022/23. Reserves are
now c. £10m with increased demand on those resources and need to look to
borrowing in 2020/21. Wider uncertainty on the likely operational pay award and
with additional costs in respect of ICT and uncertainty about ESN funding mean
the Service needs to keep a real focus on cost over the next 12 months. Savings
plans have still to be finalised after the IRMP consultation. Approach: Treat,
tolerate, transfer, terminate - Treat SLT to undertake some scenario planning to
inform next year's IRMP action plan and for inclusion in the Medium Term
Financial Strategy.

CR-D: Coronavirus – COVID 19
The ability of the service to provide provision to carry out its core duties will be
affected by the current pandemic. An organisational Business Continuity plan
has been produced which is being continuously monitored by the SLT. Leads
have been nominated to carry out the requirements of the plan to ensure the
service is able to respond to emergency incidents. All non-essential services are
under review and in some cases have been withdrawn/suspended .
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Accidental dwelling fires by district & per 10,000 properties 2019/20 against average

KPM1.1 Accidental Dwelling Fire Attended
April 2019
to March
2020
Quarter
4 by DFRS
KPM1.17
Persons
killed
or seriously injured in RTCs
attended
Target

Target

382
349

Actual

12

104
91

Actual

10

8

Key findings:


2019/20 saw the lowest number of incidents on record, with 349 accidental dwelling fires representing a 12%
reduction on the previous best year.
91 fires between January and March symbolises a 17% decrease on the 5-year quarter-4 average.
In each of the last four quarters there were fewer high severity fires than average. In total 24 high severity fires took
place during 2019/20, the lowest recorded yearly total.
Cooking fires continue to be the main cause of accidental dwelling fires however 171 incidents during 2019/20
signifies a 10% decline on the average of the previous 5-years.
82% of properties had a working smoke detector installed, a 1% increase on the previous year.
Fires continue to be more likely in both social and private rented properties, although both saw fewer incidents than
average in 2019/20.
39 incidents were initially classed as “Portable Misting System activation or where on arrival the incident was
misting system related.
Glossop saw the most notable increase in incidents at station admin area level during 2019/20 with 19 fires the
station’s worst yearly performance in relation to accidental dwelling fires.
The MOSIAC groups Elderly people with limited pension income and single people renting low cost homes
recorded the most accidental dwelling fires in 2019/20.
Performance Summary by Year
High Severity Fires by Quarter










7
522

505

473

468

7

6
4

435

450

447

409

417

397

349

Q1

Q2

Q3

Actual
2009/10

2010/11

2011/12

2012/13

2013/14

2014/15

2015/16

2016/17

2017/18

2018/19

Elderly people with limited
pension income
Single people renting low cost
homes
Families with limited resources
Mature suburban owners living
settled
Mature homeowners of value
homes
Urban residents renting high
density housing

Fires

Fires per
10,000
Properties

54

1.6

49

1.0

37

0.9

33

0.7
0.5

24

1.2

8.6
7.3

8.0

7.4

7.2
5.6

5.5
2

0
Amber
Valley

Bolsover

Chesterfield

City of
Derby

Derbyshire Derbyshire
Dales
Average

2019/20 Station breakdown against average

Erewash

High Peak

North East
South
Derbyshire Derbyshire

2019/20

Key commentary extract

Glossop (March)
Increase in ADFs with electrical fires a
common theme, revisits to take place for
each incident. Numerous community
initiatives this quarter engaging with target
audiences including; white goods recall
campaign alongside local stores,
promoting fire safety at a local walking
football group, CSO attending an initiative
in an area of known high deprivation and
promotion of fire safety by crews and CSO
at Glossop indoor market and local
foodbank.

Corporate Communications

ADFs by ignition group 2019/20

189

171
137
102
74
27

24

4

10.0

9.8

8.9

Average

2019/20

Highest number of ADFs by MOSAIC Group 2019/20

MOSAIC Group

Q4

6

Cooking

Electrical
Average

23

Smoking
2019/20

55

Other

Media:
 Hotpoint whirlpool and Indesit
Recall – Press release, website and
social posts and radio
 Chinese New Year – Safety
messages for Fireworks and
Cooking. Press release and social
media.
 Monthly campaign Smoke Alarm
Purchasing. Press release, website
and social media. Messaging linked
to testing smoke alarms.
 Cooking Safety Week including
burns and Valentine’s Day: Press
Release, website, radio and social
media including question and
answer session. Cooking Safety
Video with WM Lee Jones created.
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Accidental Casualties by Age 2019/20

KPM1.2a Fatalities in Accidental Fires

Accidental Casualties by Gender 2019/20

April 2019
to March
2020
Quarter
4 by DFRS
KPM1.17
Persons
killed
or seriously injured in RTCs
attended
Target

Target

0
2

Actual

0
0

Actual

Key findings:




There were 2 accidental fire fatalities in 2019/20, with both of these the result of a single incident which
took place in Langley Mill during December.
A further 5 people died as a result of deliberate fires in 2019/20.

KPM1.2b Casualties in Accidental Fires

Age

Casualties

Population

Casualties per
10,000 people

00 to 05
06 to 17
18 to 39
40 to 59
60 to 79
80+

1
4
27
21
22
7

69,186
143,985
273,419
290,285
220,289
55,562

0.1
0.3
1.0
0.7
1.0
1.3

April 2019
to March
2020
Quarter
4 by DFRS
KPM1.17
Persons
killed
or seriously injured in RTCs
attended
Target

Target

38
33

Actual

Household Occupancy of Fires Resulting in Casualties 2019/20

4
8

Actual

Lone person over
pensionable age, 16

Key findings:









33 people suffering accidental fire injuries which required hospital treatment represents the lowest
annual total for this metric.
Although quarter 4 was above target for accidental fire injuries, 8 casualties is 4 fewer than the 5-year
January to March average.
When including first aid and precautionary checks a total 86 people suffered fire injuries during 2019/20
which is a 55% reduction on the average of the past 5-years.
Persons aged 80 and above were the most at risk of accidental fire injuries throughout 2019/20, whilst
the banding 18 to 39 accounted for the largest number of casualties (27).
Following the historic trend, males were slightly more likely to suffer fire injuries than females.
51% of the accidental fires during 2019/20 which resulted in casualties were related to cooking, although
the overall number of cooking fire casualty incidents was below average.
Persons living alone whether above or below pensionable age were the most likely to suffer fire injuries
in 2019/20.
Drugs/alcohol were a contributory factor in 19% of accidental dwelling fires which resulted in injuries.

Accidental Fire Casualties by Year (excl. first aid & prec. checks)

50



60

59

53

49
39

2009/10

2010/11

2011/12

2012/13

Corporate Communications

Media:
 Smoke alarm testing and
plan a safe escape:
standard weekly
communications using
#TestitTuesday across
all platforms.

75

2013/14

2014/15

39

2015/16

49

38

2016/17

33

2017/18

2018/19

Female
47%

Male
53%

No Smoking Day – Linked
fire safety messages to no
smoking day. Social posts
reaching 3,015 Twitter
Impressions and 28
Engagements.

Lone person under
pensionable age, 16
Multiple adults no
children, 12
Person(s) with
dependent children, 10
Other /Not known, 7
Couple over
pensionable age, 7
0

2

4

6

8

10

Accidental Fire Injuries by Severity

Fatal

12

14

16

18

Ignition Group of Fires Resulting in Casualties

2

Serious

Other
24%

4

Slight

29

Precautionary check

Smoking
9%

19

First aid

Electrical
16%

32
0

10
Average

20

30

Cooking
51%

40

50

2019/20

2019/20
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Deliberate Fires against IMD 2019/20

KPM1.4 Deliberate Fire Attended

2019/20 Station Breakdown Against Average

April 2019
to March
2020
Quarter
4 by DFRS
KPM1.17
Persons
killed
or seriously injured in RTCs
attended
Target

Target

942
872

Actual

168
157

Actual

Key findings:








872 deliberate fires represents the lowest yearly total on record, surpassing the previous best year by
8%.
This reduction can be attributed to a decline in secondary fires, with fires involving outdoor locations
falling by 20% when comparing against the 5-year average.
By contrast 304 deliberate primary fires is a slight increase on the 5-year average, with an increase in
deliberate vehicle fires the main factor behind this.
Encouragingly the 27 deliberate vehicle fires recorded between January and March represent a 21%
reduction on the quarter-4 average.
Almost a third of the deliberate vehicle fires to take place in 2019/20 were situated within Derby City,
with this a 24% increase on the district’s 5-year average for incidents of this type. The majority of these
fires involved vehicles being stolen from other locations and abandoned.
The majority of both district and station areas saw a below average number of deliberate fires in
2019/20.
The notable exceptions to this were Buxton and Clowne with these stations recording increases of 44%
and 27% respectively.
Annual Performance Summary
2000

1600

Key Commentary Extracts

1418
1200

1373

1214

800
740
400

661

500

446

770

743

749

649

727

849
568

325

318

278

310

296

313

292

304

2012/13

2013/14

2014/15

2015/16

2016/17

2017/18

2018/19

2019/20

Deliberate Fires against IMD 2019/20 (Derby City)

0
2009/10

2010/11

2011/12

Primary

Deliberate Fires by Property Type

Secondary

Bolsover district commentary (March)
Following the recall of operation Katana
last year, we have had no incidents in the
area of operation during March. We
discussed this at the last sub group
meeting and we agreed with police and
other partners to close this operation
down. It has been a success, all partners
have been informed.

Deliberate vehicle fires by quarter

600
441
400

41

200

151

44
36

143

27

74

63

Other
buildings

Dwelling

0
Outdoor

Vehicles

Outdoor
Structure

2019/20

Average

Q1

Q2
Actual

Q3

Q4

Buxton
The watch have attended the Fairfield
youth centre at the weekend to provide a
visible presence around the area due to
recent anti-social behaviour by groups of
youths in the area. An arson board has
been located near the area to
prevent/reduce reoccurrences. Follow-up
visit resulted in chance meeting with
leaders and kids surrounding this issue
which we were able to contribute to.

Average
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RTC map by severity Q1 to Q4

KPM1.17 Persons killed or seriously injured in RTCs attended by DFRS

KSI District breakdown 2019/20

April 2019
to March
2020
Quarter
4 by DFRS
KPM1.17
Persons
killed
or seriously injured in RTCs
attended
Target
Actual








Target

83
133

Actual

25

Derbyshire Dales

13
20

21

City of Derby
16

South Derbyshire

13 people were killed and a further 120 seriously injured in RTCs attended by
DFRS in 2019/20.
This is the highest yearly KSI total since 2009/10 and a 23% increase on the
previous 5 year average, although 13 fatalities is 2 fewer than average.
Encouragingly KSIs have fallen within each quarter during 2019/20, with 20 KSIs
between January and March matching the quarter 4 average.
Derbyshire Police recorded 406 KSIs in 2019/20 of which 37 were fatalities, with
this representing the highest yearly KSI total since 2014/15.
Two thirds of districts recorded more KSIs than average in 2019/20, with the most
notable increases seen in Derbyshire Dales, Derby City, Erewash and South
Derbyshire.
Prevention work in relation to RTCs was ongoing throughout 2019/20. This
included Biker Down courses, Young Driver Education sessions and numerous
campaign events across the county.
KSIs by Year and Severity

16

Erewash

15

North East Derbyshire

15

Amber Valley
10

High Peak

8

Bolsover

7

Chesterfield
0

5
2019/20

10

15

20

25

30

Average

Commentary Extracts Q4
Swadlincote
Community Safety Campaign at local supermarket
promoting smoke alarm testing & safer driving by older
people following identifying older age group as being
involved in a proportionally large number of RTC's last
quarter.

140
120
100
80
103

60

91

104

120

95

Buxton
The watch attended local sports event area to capture
groups of spectators/parents/participants and target road
safety messages. Up to 100 members of the public were
present and were approached with road safety and
winter driving leaflets.

68
40
20
15

12

13

15

2014/15

2015/16

2016/17

2017/18

0

Fatal

24
2018/19

13
2019/20

Serious

We attended Melbourne Carnival in July and promoted Bike
awareness. Jane Perry kindly sorted leaflets. The worst roads
being A514 and B587 both 60mph speed limits. These have
Corporate
Communications
pronominally caused
by speed,
loss of control, failing to look
and narrow roads. Men in Cars age 41-60 and Bikes 26-40.
We are planning to leaflet Arrive Alive.

KSIs by Quarter 2019/20

Age & Gender of KSI Drivers 2019/20
Gender
30
25
Femal
e
25%

20
15
10

44

29

39
30

18

15

13

11

5

Male
75%

20

Media:
 #DontGetWrecked – Drink and Drug Driving –
linked to New Year. Press release, website (in Q3)
and social media. TV and Radio (in Q3) Social
Reach = Combined Tweet Impressions 5,769 and
Engagement 36
 Winter Weather Driving – Social media KSI
Social Reach = Combined Tweet Impressions
24,719 and Engagement 1,305

3
0

Q1
17 to 25

26 to 39

40 to 59

60 to 79

Average

2019/20

80+

Q2

Q3

Q4

Not known
Average

Actual
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KPM2.5 Non-domestic property fires

KPM2.3 False alarms due to automatic fire detection in non-domestic properties

April 2019Persons
to Marchkilled
2020 or seriously injured in RTCs attended
Quarter 4by DFRS
KPM1.17

April
2019 Persons
to March 2020
Quarter 4by DFRS
KPM1.17
killed or seriously injured in RTCs attended
Target
877
182

Target

Target

170
150

Actual

38
40

Actual

Target
Actual

Actual

397

91

Key findings:






150 non-domestic property fires symbolises the lowest recorded total surpassing the previous best year
by 12%.
Although the majority of property types saw fewer incidents than average both residential homes and
medical facilities saw slight increases on the 5-year average.
21 of the non-residential fires to take place in 2019/20 were categorised as high severity, which
represents the lowest recorded.
No district saw an above average number of incidents in 2019/20.
29% of fires were electrical related, although 44 incidents signifies a 25% reduction on the average.
Yearly Performance

275

274

267

225
180

2009/10

2010/11

2011/12

2012/13

176

2013/14

2014/15

2015/16

180

2016/17

2017/18

2018/19

1482

150

2019/20

Average
2019/20

Food & Drink
Retail

2009/10

2010/11

1189

2011/12

2012/13

923

933

986

2013/14

2014/15

2015/16

989
2016/17

877

878

2017/18

2018/19

397
2019/20

UFS returns show quite remarkable performance returns for the quarter and full year. We purposely kept with the
previous year’s target to be able to measure the effectiveness of the introduction of the regional UFS policy and
procedure which includes a more proactive call challenge methodology. Q4 is 50% below the existing target and
is similarly reflected across the year as a whole.
Q4 returns show hospitals remain our highest UFS area. Work continues with the Hospital group to review, refine
and reduce calls. Good liaison has taken place of late as the hospitals have had to adapt working to address
COVID - 19 needs. Revised strategies have been discussed and agreed along with the exchange of risk
information which has been passed onto crews where relevant to FF safety.

Hospitals & medical
Residential Home
Agricultural
0

5

10

15

20

25

30

35

40

45

High Severity Incidents by Quarter
8

6
4

4
1

2
0
Q2

Q3
2019/20

Average

Residential retirement and care homes UFS, whilst much reduced are our second highest category. All UFS calls
are followed up by the protection team and extensive dialogue is ongoing in minimising calls. It is pleasing to
note the reductions in education premises (schools) and student halls of residence where significant resource
and engagement has previously taken place to good effect.

Breakdown by Property Type (+3 Calls)

10

Q1

Yearly Performance

Key findings

Manufacturing / Processing

6

Direction of travel

1967

170

Property Type

10

Actual
Target
Previous Year

Quarter
Performance
91
182
163

March
29
63
32

2415

213

200

Monthly Performance
February
27
57
54

January
35
62
77

Q4

Property Type

Q4 Incidents

Hospitals and medical care - Hospital

21

Residential Home - Nursing/Care

19

Residential Home - Retirement/Elderly

10

Retail – Single shop

8

Industrial Manufacturing/processing

4

Industrial Processing – Chemical Fire

3

© Crown Copyright and Database Rights 2019. Ordnance Survey 1000309305

Data Management – Page 10

KPM
Period
Target
Actual

2.8 – Audits triggered by risk-based inspection programme
(YTD) Apr 2019 – Mar 2020
768
864

Protection activity breakdown

Period
Target

(Q4) Jan – Mar 2020
192

Actual

219

Monthly Performance

Protection activity by type 2019/20 against 2018/19
5000

1000
840

4,050 4,150

RBIP Audit Outcomes 2019/20

4000

RBIP Audit outcomes Q3 2019/20

3000

Satisfactory

Audit (all) triggers 2019/20 against 2018/19

864

800
2,745 2,682

2,702

600

598
1,974
2000

Satisfactory
Informal action

1000

Audits
completed

2

200

20

400

40

60

600

80

100



KPM

2.7 – Non-domestic properties interacted with (%)

Period
Target

(YTD Apr 2019 – Mar 2020)
12%

Actual

11.7%

Period
Target

(Q4) Jan – Mar 2020
2.5%

Actual

3%




Key Findings and data analysis
Year-end performance noted as just below annual target. Through the year we have had some
changes relating to our BSAs and have run one short for some time which is being addressed
through the current recruitment process. The target was revised and increased from the previous
year. 3 BSA appointments will shortly be completed which will be a positive move forward.
During the year period 2 inspectors achieved permanent promotions, 3 inspectors achieved level 2
competence and 2 level 3 competence. Collectively this will have a significant impact with regards to
having individuals with the appropriate skillsets to deliver protection work.
The impacts of the Coronavirus also impeded interactions during the last two weeks of March.

Protection
advice given






37

19

5

0

SSRIs by
stations

complaints

post-fire audits

2018/19

2019/20

Protection portfolio comments

120





Consultations
completed

2018/19

800

Audits triggered by RBIP has surpassed the 2019/20 target by 96 audits.
DFRS also surpassed Q4 target by 27 audits in spite of the suspension of Protection activities
due to the Coronavirus.
69% of audits reported satisfactory outcomes with 31% requiring some form of action to be
undertaken.
It is pleasing to see the RBIP target achieved for the year showing how this work has been
proactively managed to date requirements and undertaken by inspectors at and with the
appropriate skill levels, due to the implementation of succession planning across the portfolio.



62

55

0

9

0
Key Findings and data analysis

200
51

75

Formal action 0




1,099 1,131

257

Informal action
Formal action

400

111

RBIP

SSRI

2019/20

Audit (all) outcomes 2019/20 against 2018/19

The Service has achieved a 6% conversion
rate from short to full audit.
1,061 Short audits were undertaken between
April 2019 and March 2020 an increase of 28
compared with the previous year.
68 Full audits were undertaken during 2019/20
an increase of 3 compared to the previous
year.
At Derby Crown Court on the 12th Feb the RP
for Biohouse, Derwent Street, Derby pleaded
guilty to 4 counts and was sentenced to 180
hours community service £7275 full costs and
6 months imprisonment suspended for two
years, a press release was issued to report
the outcome to the wider public.
Whilst premise audit outcomes may result in
satisfactory outcomes, much business support
and guidance is also afforded by inspectors at
each audit. To better capture the more
pertinent outcomes the Business Safety
Added Value indicator is being developed.

729

800

722

600

336

400

374

200

29

31

0
Audits requiring
formal activity

Audits requiring
informal activity

2018/29

Premise audits
satisfactory

2019/20

Media (Prosecution Bio House) – Information via
press release/Radio Derby/Derby Telegraph/social
media and website. Twitter impressions – 3,219 and
116 engagements. Facebook impressions – 6,771
and 438 engagements.
Media (Prosecution Dale Road, Matlock) –
Information via press release/website and social
media/Derbyshire Times and Derby Telegraph.
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2.9 – Site-Specific Risk Information (SSRI) lite undertaken

KPM

3.6 – Site-Specific Risk Information (SSRI) full completed

KPM

Period

(YTD) Apr 2019 – Mar 2020

Period

(Q4) Jan – Mar 2020

Period

(YTD) Apr 2019 – Mar 2020

Period

(Q4) Jan – Mar 2020

Target

3,500

Target

1,074

Target

828

Target

207

Actual

4,296

Actual

800

Actual

219

Actual

43

SSRI full undertaken by month 2019/20

SSRI lite undertaken by month 2019/20
80

500
400

60

300

40

489
200
100

249

283

251

234

337

325

312

307

296

20

225

192

22

Apr-19

May-19

Jun-19

Jul-19

Aug-19

Sep-19

Oct-19

SSRI Lite

Nov-19

Dec-19

Jan-20

Feb-20

240

160

80

Melbourne

Hathersage

Crich

Clowne

Bakewell

Dronfield

Wirksworth

New Mills

Clay Cross

Duffield

Belper

Bolsover

Heanor

Ripley

Whaley Br

Chapel

Bradwell

Shirebrook

Ashbourne

Glossop

Matlock

Ilkeston

Swadlincote

Alfreton

Buxton

Kingsway

Notts Road

0

Staveley

18

11

21

12

10

Target






219 SSRI full were undertaken during 2019/20, significantly below the target. However this was
the first full year for SSRI activity and so the target was aspirational.
All but two ORR2 locations were converted to SSRI full by the end of the year.
Prior to the COVID-19 lockdown in March, most high-level sites due for review had been
revisited by crews by the end of the year.
As at 31 March, there were 15 ORR2/SSRI sites that were overdue revisits.
Overdue ORR2/SSRI revisits as at 31 March 2020

320

Long Eaton

28

Key findings and data analysis

SSRI lites undertaken by station 2019/20

Ascot Drive

19

SSRI full undertaken

Target

SSRI lite activity was suspended in March due to the COVID-19 pandemic lockdown. However,
the service would not have reached the annual target had activity continued at its previous rate.
The Service achieved 81% of its annual target of 4,296 SSRI lite.
Staveley, Swadlincote, Ashbourne, Shirebrook, Bradwell and Chapel stations achieved their
targets for the year, and Ripley only fell 2 short of its target.

Chesterfield




24

Apr-19 May-19 Jun-19 Jul-19 Aug-19 Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20

Mar-20

Key findings and data analysis


21

8

0

0

25

Review due

Location

Risk level

Previous visit by

14/09/2017

Calke Abbey, Melbourne

ORR2

Melbourne

06/04/2019

Quill International, Melbourne

ORR2

Melbourne

23/11/2019

Derby Food Waste Anaerobic Digester Plant, Derby

Very high

Nottingham Road

16/12/2019

University of Derby, Kedleston Road, Derby

Very high

Kingsway

22/01/2020

Ilkeston Community Hospital, Heanor Road, Ilkeston

Very high

Ilkeston

24/01/2020

BASF Polyurethanes, Wimsey Way, Somercotes

Very high

Alfreton

27/01/2020

Health and Safety Executive, Harpur Hill, Buxton

Very high

Buxton

11/02/2020

DSF Refractories, Friden Brickworks, Friden

Very high

Buxton

13/02/2020

Moy Park, Airfield Industrial Estate, Ashbourne

Very high

Ashbourne

08/03/2020

Ross Ceramics, Derby Road, Denby

Very high

Ripley

08/03/2020

Celanese, Holme Lane, Derby

Very high

Nottingham Road

08/03/2020

Locko Hall, Locko Road, Dale Abbey

Very high

Nottingham Road

11/03/2020

Energas, Haslams Lane, Derby

Very high

Nottingham Road

26/03/2020

Spire Leather, Clayton Street, Spital, Chesterfield

Very high

Chesterfield

26/03/2020

Clifford Health Club, Regent Mill, Long Eaton

Very high

Long Eaton
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KPM
Period

1.13 – Direct engagement conversion rate %
(YTD) Apr 2019 – Mar 2020

Station watch and On-Call unit breakdown
(Q4) Jan – Mar 2020

Period

Target

31%

Target

31%

Actual

37.2%

Actual

38%

Annual performance

Monthly performance

Key findings and data analysis





Cumulatively DFRS has undertaken 15,778 direct engagement activities during the 2019/20 period, of
which 5,862 were converted to safe and well checks (SWC), surpassing year-end target by 6.2%.
The outturn data for 2019/20 is a 4.4% improvement on year-ending 2018/19.
During the quarter 4 period, DFRS undertook 3,135 direct engagement converting 1,200 into SWCs
achieving a 38% conversion rate, successfully surpassing target by 7%.
As at 17 March 2020 this activity was suspended due to the coronavirus pandemic.

Station comments

Ascot Drive commentary
Conversation rates low again this month. The reason
for being under target is still due to the majority of
people not being in (or not answering the door to
uniformed personnel in some areas) and so crews
leaving a 'sorry we missed you' card. These areas are
target areas (high RSI numbers), which we will still try
to engage with, even it means our conversion rate is
relatively low.

Ashbourne
Up until 17th March, Conversion rate well over target
this month, great work by crews. All our work involves
trying to make contact first time to carry out S&W visit
- we don't leaflet drop without door knocking first. Even
when someone declines our services, crews are
encouraged to leave a 'Sorry We Missed You' card
and Home Fire Safety booklet, in case they change
their minds.

Overall station summary (YTD)

Wholetime
Watch

Conversion
rate %
Q4

AL Blue
AL Green
AL Red
AL White
AD Blue
AD Green
AD Red
AD White
BU Blue
BU Green
BU Red
BU White
CF Blue
CF Green
CF Red
CF White
GL Blue
IL Blue
IL Green
IL Red
IL White
KI Blue
KI Green
KI Red
KI White
LE Blue
LE Green
LE Red
LE White
MA Blue
NR Blue
NR Green
NR Red
NR White
ST Blue
ST Green
ST Red
ST White
SW Blue
SW Red

43%
50%
20%
29%
24%
16%
39%
33%
38%
21%
42%
26%
13%
33%
37%
24%
27%
36%
32%
5%
30%
44%
50%
28%
27%
35%
31%
44%
30%
19%
33%
27%
27%
24%
27%
43%
28%
36%
52%
44%

DEs
converted
to SWCs
Q4
30
18
13
5
26
6
20
28
38
10
27
26
18
31
35
36
41
26
30
15
25
27
33
18
21
29
26
26
21
23
31
61
20
27
30
34
33
22
29
34

Conversion
rate (%)
YTD
41%
44%
31%
65%
31%
20%
28%
32%
30%
39%
32%
22%
21%
28%
29%
26%
20%
46%
38%
46%
31%
40%
60%
36%
43%
43%
32%
43%
39%
22%
46%
39%
47%
37%
21%
42%
40%
57%
72%
43%

On Call Unit

Conversion
rate %
(Q4)

Alfreton
Ashbourne
Bakewell
Belper
Bolsover
Bradwell
Buxton
Chapel
Clay Cross
Clowne
Crich
Dronfield
Duffield
Glossop
Hathersage
Heanor
Ilkeston
Long Eaton
Matlock
Melbourne
New Mills
Ripley
Shirebrook
Staveley
Swadlincote
W. Bridge
Wirksworth

52%
33%
0%
43%
48%
32%
50%
18%
53%
0%
0%
28%
80%
0%
0%
25%
0%
0%
32%
12%
57%
48%
56%
69%
0%
24%
63%

DEs
converted
to SWCs
(Q4)
45
52
0
15
44
14
15
9
45
0
0
80
60
0
0
15
0
0
18
3
13
54
156
34
0
31
10

Conversion
rate %
(YTD)
39%
42%
55%
40%
71%
66%
17%
20%
38%
0%
73%
32%
67%
0%
26%
32%
0%
0%
29%
37%
67%
54%
54%
51%
71%
15%
49%

Whaley Bridge
Positive prevention work completed by our crew early
on in the year. There are no Direct Engagement
properties available on our list. Our crew is keen to
assist other stations/ areas that require assistance.
Safe and well checks are also currently put on hold by
crews.

DEs undertaken outside of station admin area

Station
Admin Area

No. of D/E by visiting
crews (YTD)

Visiting station breakdown
(YTD)

No. of D/E by
visiting crews (Q4)

Visiting station
breakdown (Q4)

Clowne
Chesterfield
Heanor
Bakewell
Bolsover
Ripley
Crich
Glossop

351
320
96
72
67
54
38
33

ST (318), DR (28), BO (5)
DR (176), ST (144)
IL (96)
MA (62), BU (10)
ST (57), SH (10)
AL (44), IL (10)
AL (31), MA (7)
BU (33)

43

ST (43)

39
63

IL (39)
MA (62), BU (1)
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1.16 – Safe and Well Checks (SWC) delivered to vulnerable and target groups

KPM

(YTD Apr 2019 – Mar 2020)

Period

(Q4) Jan – Mar 2020

Period

Target

10,500

Target

2,625

Actual

12,694

Actual

2,837

Monthly Performance

Q4 SWCs Mapped

Key Findings and data analysis









During the 2019/20 period the Service delivered
12,694 SWCs to vulnerable and target groups
surpassing the target by 2,194 SWC’s.
SWC activity was suspended from 17 March 2020 due
to the Coronavirus Pandemic resulting in a reduction in
outturn with 476 delivered that month,
The quarter 4 target was surpassed by 212 SWCs
despite the disruption in service.
The overall handy-van target has been missed slightly
as a result of the Northern teams missing their target.
46% of SWC undertaken were triggered by direct
engagement activities.
15% of SWC undertaken in the City were to BAME
communities a 3% increase on the previous year.
Some stations struggled to reach targets for the year.
11 On Call stations have significantly surpassed their
year-end targets which supported the overall
achievement of the target.

(Media) Dementia memory diary – with Cadent Gas.
Press release/social media/radio interview. Facebook
impressions – 4,025 and engagements 165.

Group
Current YTD

Detectors
fitted

Previous
YTD

Current YTD

Station
personnel

7,800

8,546

5,006

CSOs

2,758

2,617

2,243

Handy Vans
Others
Total

2,136
1,267
13,961

1,889

Watch

SWCs
2019/20

Difference on
YTD target

SWCs
(Q4)

AL Blue
AL Green
AL Red
AL White
AD Blue
AD Green
AD Red
AD White
BU Blue
BU Green
BU Red
BU White
CF Blue
CF Green
CF Red
CF White
GL Blue
IL Blue
IL Green
IL Red
IL White
KI Blue
KI Green
KI Red
KI White
LE Blue
LE Green
LE Red
LE White
MA Blue
NR Blue
NR Green
NR Red
NR White
ST Blue
ST Green
ST Red
ST White
SW Blue
SW Red

98
81
118
86
125
103
94
112
121
109
99
108
118
90
113
122
238
124
121
106
123
112
124
126
106
128
133
133
149
230
127
160
124
116
74
93
137
132
137
136

-22
-39
-2
-34
5
-17
-26
-8
1
-11
-21
-12
-2
-30
-7
2
-2
4
1
-14
3
-8
4
6
-14
8
13
13
29
-10
7
40
4
-4
-46
-27
17
12
17
16

25
30
30
29
23
16
13
27
31
31
27
27
39
16
28
27
64
31
29
28
38
27
27
34
18
25
25
31
36
50
26
31
28
21
15
27
28
25
28
35

District breakdown (CSO & Handy-van)

SWC by work groups (2019/20)
SWCs conducted

Station watch and On Call unit breakdown

2,080

1,130

243

14,182

9,572

CSO
District
AV
BO
CF
City
DD
ER
HP
NED
SD

Handy Van

18-19

19-20

18-19

19-20

243
208
318
653
212
231
403
320
170

233
187
418
599
126
234
339
312
169

353
195
281
2
307
373
231
208
186

362
214
148
0
200
357
213
246
149

SWC triggers 2019/20

Watch

SWCs
2019/20

Difference on
YTD target

SWCs
(Q4)

Alfreton
Ashbourne
Bakewell
Belper
Bolsover
Bradwell
Buxton
Chapel
Clay Cross
Clowne
Crich
Dronfield
Duffield
Glossop
Hathersage
Heanor
Ilkeston
Long Eaton
Matlock
Melbourne
New Mills
Ripley
Shirebrook
Staveley
Swadlincote
Whaley Bridge
Wirksworth

36
432
25
192
133
43
28
95
109
1
12
228
269
6
13
46
42
0
62
20
59
233
420
140
23
47
115

-12
384
-23
144
85
-5
-20
47
61
-47
-36
180
221
-42
-35
-2
-6
-48
14
-28
11
185
372
92
-25
-1
67

7
74
1
30
10
11
5
19
40
0
1
11
55
4
0
9
9
0
15
5
10
53
70
22
2
7
2

SWC targets
Per month
YTD
10 per watch
120 per watch
20
240
4 per unit
48
200
2,400
No target: figures based on yearend average 2,000 to support
service target.

Work group
WDS
WDP
On Call
Handy-van
CSO

% SWC delivered to BAME (District) 2019/20
25%

25%

6,364

Population classified as
ethnic minorities (%)
SWCs delivered to ethnic
minorities (%)

20%
4,764
15%

15%

10%
1,916

6%

5%

632

5%

4%

1%

292

5%

4%

2%

3%

2%

4%

2%
1%

2%

3%

1%

2%

0%
Direct
Engagement

Parter
Agency

Self/family
referral

Other

Post Incident

AV

BO

CF

City

DD

ER

HP

NED

SD
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Community Risk Reduction Activities
KPM8.1 Risk Reduction Activities

Glossop
Evening attendance alongside
SNT at Manor Park as requested
at recent LPAG following police
intelligence of Anti-Social
Behaviour and reports of firesetting.

Buxton
Joint visit to sheltered housing &
residential flats. In partnership
with CSO a fire safety talk was
given, highlighting areas specific
to the residents.

Buxton
Crew ran AED and BLS
awareness session for adult
volunteers, in total we have
engaged with around 40
volunteers during three of these
sessions.

Alfreton
Crew attended men’s shed,
which is a local community
group. Almost everyone there is
over the age of 65 and a lot of
them live alone and we plan to
regularly work with this group.

Alfreton
Blue Watch have highlighted a
trend of Chimney fires. Actions
to be taken forward in future to
improve awareness of the
importance of open fire safety
and chimney maintenance.

Kingsway
Visits made to local flooding sites
during storm Dennis. Information
given to drivers in relation to
hazards posed. Approx. 40
persons engaged with.
throughout morning session.

Glossop
Joint campaign with Police in
Hadfield following ASB. Crews
targeted Oakfield Rd & Ashfield
Rd with direct contact to all
premises offering advice leaflets
and safe & well visits

Whaley Bridge
Crews hosted station coffee
morning to promote defib being
available on station. Crews
demonstrated to the public how
to use this and other first aid
techniques.

Matlock
Visit to Community Café which
offers good value locally sourced
and donated cooked food to
under privileged members of the
community.

Ripley
Campaign at local supermarket
alongside police where crew
gave advice to the community
regarding the importance of
smoke alarms in the home.

Kingsway
Visit to Local Nursery, engaging
with approx. 30 children. Advice
and literature given to children
and Staff members regarding
importance of escape routes and
role of the Fire Service.

Swadlincote
Brew with a Crew/Cuppa with a
Copper event on station.
Combined event with Police &,
EMAS. Approx. 100 visitors.

Incidents Attended by Pumping Appliance

January to March
January to
target
met
March
target
Incidents Attended by Special Appliances
wholetime?
met On-call?

Staveley
CFS event held at local
supermarket. 1,000 leaflets
distributed and £900 raised for
the firefighters charity (Global
Fire Mile event)

Bolsover
Station hosted to YES Scheme
engaging with the local school
children, with the whole crew
delivering an RTC demo on one
of the days.

Chesterfield
White goods campaign held in
town centre, handing out leaflets
in relation to recall models.
Approx. 100 people engaged
with.

Long Eaton
Work continues with LE food
bank & Arrangements in place
for their staff to have referral
forms for HFSC at the food bank
locations.

Long Eaton
Community engagement event
'Brew with a crew' at Copper
Cogs in Long Eaton. Supported
by SNT and CSO. SWC referrals
and positive action messages for
recruitment.

Ascot Drive
Watch attendance at coffee
morning at Chellaston Park
Court. Fire safety talk and
staying healthy in winter given to
a group of 25 elderly people

Clay Cross
Crew carried out White Goods
awareness campaign at high
footfall areas, raising awareness
of white goods fire risk and
handing out leaflets campaign.

Staveley
Collaboration event attended at
Healthy Living Centre Staveley,
Promoting Fire Safety/monthly
campaign.

Chesterfield
Assisted CSO with DE on a
street with known vulnerable
residents. With the presence of
the appliance crews were able to
complete numerous SWCs.

Ilkeston
Visits to Cotmanhay & Dalimore
Primary Schools as part of a
station area campaign to
promote positive role models in
an effort to reduce secondary
fires.

Ilkeston
Electrical safety campaign on
Bath Street, requested by Fire
Safety to deliver public safety
information relating to Whirlpool
products.

Ascot Drive
Filming for February cooking
safety month - crews assisted
Graphics dept. in the production
of cooking fire safety film at
Ascot Drive fire station.
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4.6 – Emergency calls answered in 7 seconds (%)

KPM

KPM

4.7 – Mobilising System availability (%)

Period

(YTD Apr 2019 – Mar 2020)

Period

(Q4) Jan – Mar 2020

Period

(YTD Apr 2019 – Mar 2020)

Period

(Q4) Jan – Mar 2020

Target

95%

Target

95%

Target

99%

Target

99%

Actual

97%

Actual

97%

Actual

98.8%

Actual

97.6%

% calls to control answered in 7 seconds by
month 2019/20

Emergency calls to control by month 18/19
versus 19/20

Mobilising system uptime – 2019/20

100%

2500

100%

80%

2000

80%

1500

60%

60%

99.9%
96% 96% 98% 97% 96% 96% 96% 94% 96% 97% 97% 97%

1000

40%

500

20%

99.3%

97.7%

97.9%

Apr-19 May-19 Jun-19

Jul-19

99.9%

99.4%

100.%

99.7%

99.6%

99.9%

99.%

93.9%

40%

20%
0

0%
Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

0%

2018/19

Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar







2019/20

Mobilising system uptime

Key findings and data analysis
97% of emergency calls handled in 2019/20 were answered in 7 seconds, surpassing target
by 2%.
The outturn for 2019/20 mean time to answer was 3.9 seconds (previously 4.4 seconds),
Joint Control handled 18,638 calls during the year which resulted in an incident
4 second improvement on mean seconds to mobilise to a P1 fire and 10 second improvement
to P2 fires.
Increases to averages when mobilising to RTC types compared to the previous year





Mean seconds to mobilise by incident type 2018/19 versus 2019/20




200

160



120
182
151

140
121

40

87

92

83



153
109

106

116

115

Target

Key findings and data analysis

Media (Leader of the year) – Information provided by press release and social media. Twitter
impressions – 4,980 and 59 engagements. Facebook impressions 4,890 and 431 engagements.

80

Aug-19 Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20

Mobilising system uptime quarter 4 was 97.6%, and uptime for the 12 months to March 2020
was 98.8%, slightly below the 99% target for the year.
In March 2020, mobilising system downtime of 25 hours was recorded due to an ARP spoofing
attack. However, service to Joint Control was restored after an hour, and LFRS Control only
was impacted for the full 25 hours.
Also in March, there were a number of service disruptions due to hardware failures on the ESX
servers at LFRS. Level of disruption to Joint Control was intermittent, but more significant and
extended to LFRS Control
Actions taken to rectify the situation (Q4)
Minimum of daily conference calls with Systel engineers in UK & France.
Close follow up and change control from Tri Service Delivery Manager on resolution activities.
Systel engineers and Hewlett Packard engineers have been required onsite at LFRS Control
Room to resolve hardware issue – access and activity closely managed under COVID
restrictions.
3 Major Incident Reports created to explain root causes to different problems and
countermeasure activity undertaken.
Two skype meetings scheduled with DFRS Operational staff to explain Major Incident Reports.

125

86

0
P1 fires

P2 fires (Excl.
multi lane)

P2 multi-lane fires

P3 fires

2018/19

P1 RTCs (Excl.
multi lane)

P1 multi lane
RTCs

P2 & P3 RTCs
(Excl. multi lane)

2019/20
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3.1 – Availability of Wholetime/Day Crewed/Weekday plus appliances (staffing)
April 2019 to March 2020 (YTD)
Target
Actual

January to March 2020 (Q4)
Target

99%
99.7%

99%
99.8%

Actual

Quarterly availability breakdown
Station
AL
AD
BU
CF
GL
IL
KI
LE
MA
NR
ST
SW

Q1
100%
100%
100%
99%
98%
100%
99%
99%
100%
99%
100%
99%

Q2
100%
100%
99%
99%
99%
100%
100%
100%
100%
100%
100%
99%

Q3
99%
100%
100%
100%
100%
100%
100%
99%
100%
99%
100%
100%

Q4
100%
100%
100%
100%
100%
100%
100%
99%
100%
100%
100%
99%

Quarterly on-call availability breakdown

Time riding 5 - 2019/20
YTD
100%
100%
100%
99%
99%
100%
100%
99%
100%
100%
100%
99%

80%
70%
60%
50%
40%
30%

57%

68%

65%

55%

46%

20%

75%

10%
0%
Overall

Days

Night

2019-20

2018-19

Key findings and data analysis




Cumulatively the Service has achieved 99.7% for wholetime pump availability (staffing) with all
stations meeting or surpassing the quarter 4 target.
For 2019/20, the Service achieved an overall 65% confidence level (riding 5) this equates to
an 8% improvement on the previous year.
A 78% confidence level was achieved during Q4 this year compared with 81% last year.

Station

Q1

Q2

Q3

Q4

2019/20

2018/19

Alfreton
Ashbourne
Bakewell
Belper
Bolsover
Bradwell
Buxton
Chapel
Clay Cross
Clowne
Crich
Dronfield
Duffield
Glossop
Hathersage
Heanor
Ilkeston
Long Eaton
Matlock
Melbourne
New Mills
Ripley
Shirebrook
Staveley
Swadlincote
W. Bridge
Wirksworth

60%
98%
79%
82%
87%
68%
80%
92%
100%
74%
83%
97%
94%
73%
76%
75%
71%
57%
89%
69%
73%
71%
96%
88%
60%
84%
88%

66%
98%
80%
74%
73%
55%
72%
82%
100%
64%
74%
96%
82%
67%
62%
69%
58%
46%
78%
64%
65%
62%
92%
94%
51%
77%
84%

82%
98%
81%
58%
77%
68%
81%
87%
100%
67%
85%
87%
83%
70%
71%
77%
65%
54%
88%
79%
73%
69%
96%
92%
64%
75%
88%

94%
100%
84%
72%
81%
75%
91%
93%
100%
78%
80%
95%
86%
71%
85%
83%
88%
64%
93%
85%
80%
83%
98%
96%
68%
73%
94%

76%
98%
81%
71%
80%
67%
81%
89%
100%
71%
81%
94%
87%
70%
74%
76%
71%
56%
88%
75%
73%
72%
96%
93%
61%
77%
89%

82%
97%
81%
78%
88%
77%
82%
82%
100%
82%
91%
94%
88%
52%
62%
88%
47%
50%
89%
71%
75%
71%
89%
97%
60%
78%
88%

3.2 – Availability of stations’ first On-Call appliances (Staffing)
April 2019 to March 2020 (YTD)
Target
Actual

82%
84.8%

Actual

Monthly performance

Selected call-sign availability
Station
Ashbourne
Clay Cross
Glossop
Glossop
Matlock
Matlock
Swadlincote
Swadlincote

Appliance
D23P2
D26P2
D16M1
D16P1
D17M1
D17P1
D12P1
D12P2

Q1
40%
59%
7%
99%
61%
100%
98%
61%

Q2
38%
47%
7%
98%
48%
100%
98%
60%

Q3
36%
50%
3%
99%
55%
100%
99%
65%

Q4
35%
64%
6%
99%
67%
100%
99%
69%



The year-end target has been missed
slightly by 2.6%
An increase in availability during Q4
achieved 84.8%.
Clay Cross has maintained 100% availability
for its first pump during the year
Ilkeston has improved performance on last
year’s YTD outturn by 23% and Glossop by
18%.
YTD – 32 mobilisations whilst riding 3, with
23 resulting in attendance at incident.
Clowne attended 11 incidents whilst riding
3.
Bradwell availability for the year was
increased to 81% when factoring in riding 3,
and Clowne increased to 84%.








Riding 3 incidents
Incidents mobilised to riding 3
Q2 Q3
Q4
Total
Mobilisations 17
9
6
32
Attendances 11
7
5
23

On-call availability including time riding 3 (2019/20)

January to March 2020 (Q4)
Target

82%
79.4%

Key findings and data analysis (KPM 3.2)

Overall
37%
55%
6%
99%
58%
100%
98%
64%

Bradwell
Clowne
Crich
Heanor
Matlock
New Mills
Belper
Ilkeston
Buxton
Chapel
Swadlincote
Glossop
Duffield
Melbourne
Long Eaton
Alfreton
Ripley
Bakewell
Wirksworth
Whaley Bridge
Staveley
Bolsover
Hathersage
Shirebrook
Dronfield
Ashbourne
Clay Cross

67%
71%

14%
13%

81%
76%
88%
73%
71%
71%
81%
89%

12%
7%
7%
7%
6%
6%
6%
6%

61%

6%
70%

5%
87%

5%

75%

4%

56%

4%
76%
72%
81%

4%
4%
3%
89%

77%
93%
80%
74%
96%
94%
98%
100%
0%

10%

20%

30%

Available riding 4+ (%)

40%

50%

Available riding 3 (%)

60%

70%

80%

90%

100%

Unavailable (%)

© Crown Copyright and Database Rights 2019. Ordnance Survey 1000309305

Data Management – Page 17

KPM

4.1 – Response standard to life risk fire incidents (first pump - 10 minutes)

SPM

4.1c – Response standard to life risk fire incidents (second pump – 13 minutes)

Period
Target

(YTD Apr 2019 – Mar 2020)
80%

(YTD Apr 2019 – Dec 2020)
85%

Actual

85.8%
Annual Performance

Period
Target

(Q4) Jan – Mar 2020
80%

Period
Target

Actual

89.9%

Actual

Monthly Performance

Annual Performance

Key findings, data analysis and commentary


The year-end outturn data has surpassed the target by 5.8% and has cumulatively remained
above target all year.

No. of life risk fire incidents
Occasions missed
No. of comments provided
21
1
1
Occasion 1: D09P1 (AD) – 02.26 Minutes – Breadsall, Hilltop
AD, NR & KI were all taking part in joint BA training at KI station. Appliances were mobilised midway
January
through a training exercise so there was a slight delay whilst equipment was made up, and then an
increase in travel time due to AD and NR mobilising from KI fire station.
No. of life risk fire incidents
Occasions missed
No. of comments provided
16
2
2
D24P1 (WI) – 10.43 Minutes – Cokayne Avenue, Ashbourne
This is due to travel distance to get to Ashbourne. It is around 10 miles on very hilly roads.
D28P1 (ST) – 02.25 Minutes – Fir Place, Killamarsh
February
D28P1 was outside the target response standard and took 12 minutes and 25 seconds for the
attendance due to the travel distance. D28P1 were second in attendance as South Yorkshire Aston Park
(FDS22P1) were first in attendance (10 minutes and 43 seconds)
No. of life risk fire incidents
Occasions missed
No. of comments provided
32
4
1
D04P1 (AL) – 00.34 Seconds – Derby Road, Denby:
D07P1 (DU) – 02.25 Minutes – The Avenue, Belper:
D16P1 (GL) – 00.41 Seconds – Brailsford Green, Gamesley:
D18P1 (WB) – 00.13 Seconds – Jubilee Street, New Mills:
This incident was in another station area, both appliances were mobilised at the same time, as normal, I
booked our appliance in attendance when we were on the correct street and not too far from the address
March
to save time not having to do it when you pull up outside the address. Both appliances arrived at the
address at the same time. We should technically be the 2nd pump in attendance as we were mobilised
as second pump. I don’t believe this should go against Whaley Bridge KPI's for response standards as
we met the time for a 2nd pump attendance, and only just missed the 1st pump attendance by 13
seconds. Traffic conditions were very light, hence the quick response time to the address from Whaley
Bridge

73.8%

Period
Target

(Q4) Jan – Mar 2019
85%

Actual

77.6%
Monthly Performance

Key findings, data analysis and commentary



Both quarter 4 and year-to-date outturn have both missed the 85% target
Between December and March the monthly outturn has seen a 59% improvement.

No. of life risk fire incidents
Occasions missed
No. of comments provided
14
5
4
D01P1 (IL) – 00.22 Seconds – Abbot Road, Kirk Hallam, Ilkeston: Awaiting the 4th Crew member
before we could mobilise. The firefighter in question had left his alerter in his coat pocket and did not
hear it when it activated. He was first notified via a phone call, delaying our turnout.
D10P1 (NR) – 00.43 Seconds – Sandringham Road, Breadsall, Hilltop: Crews were drilling at KI
station, delayed turnout was due to making up of equipment then a considerable drive across the city to
the incident address.
January
D14M1 (BU) – 05.44 Minutes – Chatsworth Lodge, Carlisle Road, Buxton: Multiple roadworks
around Buxton resulted in delayed turnout.
D24P1 (WI) – 03.53 Minutes – Oldfield Lane, Warren Carr: A relatively long drive through rush hour
traffic in Matlock, Cromford, and Matlock Bath. The travel distance is approximately 8 miles.
Over-border pump – 05.01 Seconds – Old Sawley Station, Sawley Road.
No. of life risk fire incidents
Occasions missed
No. of comments provided
14
3
1
D07P1 (DU) – 02.50 Minutes – Elms Farm, Duffield Rd, Little Eaton: Traffic congestion on A38.
D27P1 (DR) – 02.52 Minutes – Gregory Close, Brimington: Fire Call not received via MDT, causing
February
delay in ringing Control whilst being mobile & available to obtain incident details and address.
D05P1 (CR) – 01.45 Minutes – Prospect House, South Wingfield
No. of life risk fire incidents
Occasions missed
No. of comments provided
21
3
1
D04P1 (AL) – 02.10 Minutes – The Avenue, Belper:
D17P1 (MA) – 17.05 Minutes – Goyt Side Road, Chesterfield:
D17P1 was mobilised to this incident whilst out on radio watch in Matlock bath. This distance from
station would add a delay to response times. The appliance MDT was flitting in and out of status that
day due to power cuts at Ascot Drive. The address of incident was known and there was no delay on
travel times to the incident. During our travel D25P1 had tried to contact control to pass their
informative message 5 times with no response. This message had to be sent by CM Wilson via
March
telephone. 16:42 control contacted D17P1 to pass on the informative message which was confirmed by
myself CM Owen. At the end of the message I also confirmed that D17P1 was in attendance. This is
missing from the log and can only be assumed not input by control. 16:46 CM Wilson sent another
informative message declaring that BA control had changed from rapid deployment to stage 1. This
could only happen because D17P1 was already in attendance, briefed and taken over Entry control
responsibilities. Summary D17P1 was in attendance at incident at 16:42, this was missed by control.
This incident was out of area and the appliance at a further distance prior to initial call
D18P1 (WB) – 00.39 seconds – Smithy Brook Fold, Chapel:
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KPM

1.14 – SWC referrals made to other agencies

Period

(YTD Apr 2019 – Mar 2020)

KPM

7.2 – Training assurance
(YTD Apr 2019 – Mar 2020)

Period

(Q4) Jan – Mar 2020

Period

Period

(Q4) Jan – Apr 2020

Target

n/a

Target

n/a

Target

90%

Target

90%

Actual

n/a

Actual

n/a

Actual

99%

Actual

99%

Training assurance (monthly outturn – 2019/20)
100%

97%

99%

99%

99%

100%

99%

99%

99%

100%

99%

98%

100%

80%

60%

40%

20%

0%
Apr-19 May-19 Jun-19

Key Findings and data analysis


Due to the on-going review of the SWC forms there is not currently a full, quality assured dataset available
to support this KPM therefore the targets and outturn data have been removed at this time.

Jul-19 Aug-19 Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20

KPM

7.4 – Course attendance

Period

(YTD Apr 2019 – Mar 2020)

Period

(Q4) Jan – Apr 2020

Target

90%

Target

90%

Actual

81%

Actual

79%

Training assurance (monthly outturn – 2019/20)
100%

94%

88%

84%

80%
80%

72%

74%

89%
78%

86%

80%
71%

60%

40%

20%

0%
Apr-19 May-19 Jun-19

Jul-19 Aug-19 Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20

Key findings and data analysis



Course attendance of 79% during quarter 4 was an improvement over the 76% achieved during
the same period last year and was similar to the quarterly average throughout 2019/20.
No training courses for core skills were held during August 2019.
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3.3 – WDS core competency

KPM

Wholetime monthly sickness outturn data

Period
Target

(YTD Apr 2019 – Mar 2020)
100%

Actual

100%




Overall KPM achieving target.
As at 01/04/20 the outturn data for WDS WFR was 95.1% in ticket against a target of 95%
(green rating), this equates to 14 people out of ticket of which 10 have booked onto courses.

3.4 – On Call core competency

KPM
Period
Target

(YTD Apr 2019 – Mar 2020)
100%

Actual

100%





Overall KPM is achieving target.


3.5 – Officer core competency

KPM
Period
Target

(YTD Apr 2019 – Mar 2020)
100%

Actual

100%



Control monthly sickness outturn data





On target




KPM

5.2 – Average shifts lost to sickness

Period
Target

(YTD Apr 2019 – Mar 2020)
8

Actual

7.4
Monthly Performance

Cumulatively the levels of sickness (all staff) have remained below target all year with yearend outturn achieving 0.6 average shifts below target.
Following a rise in sickness (all staff) between December and January the Q4 sickness figure
is over target.
Control sickness levels outturn at year-end is above target an increase of 8.1 average shifts
when compared to year-end 2018/19.
With the exception of Control all shifts lost to sickness outturn is below the average.
Musculo-skeletal is the primary reason for sickness within DFRS albeit a reduction on last
year.
Sickness (all staff) due to mental health has increased by 61% compared to the previous year.
Shifts lost to sickness in respect of Coronavirus are not included within the sickness KPM.

KPM

5.1 Post-contact satisfaction
(YTD Apr 2019 – Mar 2020)
98%

Period
Target

(Q4 Jan 2020 – Mar 2020)
2.1

Period
Target

Actual

2.4

Actual

100%

Consultation type

Secondary Measure
SWC consultation respondents satisfied with DFRS
Total SWC consultation returned
Total unsatisfied
Response rate
Secondary Measure
ATIS consultation respondents satisfied with DFRS
Total ATIS consultation returned
Total unsatisfied
Response rate
Secondary Measure
BFSA consultation respondents satisfied with DFRS
Total BFSA consultation returned
Total unsatisfied
Response rate

Shifts lost to Sickness by Group (2019/20)
3,500

Safe and Well Check
(SWC)

3,060

3,000
2,500

2,318

2,261
2,015

Consultation type

2,000
1,276

1,500

After the Incident
Survey (ATIS)

865

1,000

447
500

186

Consultation type

0
On-call

Wholetime
Average

Support

Control

Business Fire Safety
Audit (BFSA)

2019/20

Shifts lost to sickness by work groups – April to March 2019/20
KPM

Av. Shifts (YTD)

Target (YTD)

Target met?

Direction of travel on
previous year

5.3 Wholetime
5.4 On Call
5.5 Control
5.6 Support

5.9
10.7
11.6
5.4

6.2
12.5
6.2
6.2



×


↑0.2 av. shifts
↓0.8 av. shifts
↑8.1 av. shifts
No change

Period
Target

(Q4 Jan – Mar 2020)
98%

Actual

100%
Actual
24
24
0
0.8%
Actual
20
20
0
26%
Actual
20
20
0
6.8%

Post contact summary of performance (YTD)





Post-contact satisfaction has performed better than target all year.
100% satisfaction achieved during the January to March 2020 period.
Response rates to the surveys have remained low during the year.
To enhance the benefits of reporting satisfaction a review of this KPM will take place during 2020/21.
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Glossary


















































AED – Automated External Defibrillator
AFA – Automatic Fire Alarm
APAG – Area Performance Action Group
ATIS – After the Incident Survey
BA – Breathing Apparatus
BFSA – Business Fire Safety Audit
BLS – Basic Life Support
COMAH – Control of Major Accident Hazards regulations
CSO – Community Safety Officer
DE – Direct Engagement
DFRS – Derbyshire Fire and Rescue Service
EFR – Emergency First Responder
EMAS – East Midlands Ambulance Service
EMHORT – East Midlands Home Oxygen Recuperation Therapy
ESN – Emergency Services Network
ESS – Emergency Special Service
FAA – False Alarm Apparatus
FAGI – False Alarm Good Intent
FF – Firefighter
FRS – Fire and Rescue Service
FSIO – Fire Safety Inspection Officer
GPS – Global Positioning System
IC – Incident Command
ICT – Information and Communications Technology
IRS – Incident Recording System
JO – Junior Officer
JTC – Joint Training Centre
KPM – Key Performance Measure
LPAG – Local Performance Action Group
MDT – Mobile Data Terminal
On-Call – On-Call personnel (previously Retained)
P1 – Priority 1 – Life Risk
P2 – Priority 2 – e.g. Building Fire
P3 – Priority 3 – e.g. Fires in the open
PPE – Personal Protective Equipment
PSM – Performance Station Manager
RBIP – Risk Based Inspection Programme
RSI – Risk Stratification Index
RTC – Road Traffic Collision
SC – Safe to Command (Qualification)
SNT – Safer Neighbourhood Team
SPOC – Single point of contact
SSRI – Site Specific Risk Information
SWC – Safe and Well Check
TC – Trauma Care (Qualification)
TOC – Time of Call
UwFS – Unwanted Fire Signals
WDS – Wholetime Duty System
WRS – Water Rescue/Safety
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